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" The Honorable Andrew H. Card, Jr."

" Assistant to the President =
.. and Chief of Staff .=~ - * L
" Executive Office of the President . . .

- Washington, DC 20500 - -

" This lefter s in response to your reqtisst dated March 19, 2002, that agencies |
_ review their records management procedu s to ensure that information related to weapons
_of mass destruction and other information that could be used to harm the Nation’s gecutity - '
- is appropriately safeguarded.” . .1, E T ST g i v Lt )

, In light of the terrorist attacks of S eptembet 11, 2001, and the possib
terrorist activity in their aftermath; NASA recognized the hieed to safeg

. but sensitive inforination related to homgland security. The Agen several e
© . significant actions to ensure that its appro ) nic dissemination of any such  * .-
. information was appropriate.” On November 16, 2001, the NASA Chief Information =

‘the electronic di

Officer (CIO) and the Associate Administrators for Management Systetis arid for Security -
Management and Safeguatds jointly jssued NASA’s Web Site Registration and Internet

Publishing Content Guidelines. The g tideliries instructed that, effective immediately,
access to public Web sites from the Internet was blocked for all unapproved sites residing

. on NASA networks. Until a site was régistered, reviewed, and approved, access to
uriregistered and unapproved sites was Timited:to the NASA network domain (nasa.gov)

only: Additionally, the guidelines noted thiat Some links on the public NASA Home page

might becone tmavailable to the public until approved. NASA Centers weré made’
accountable for establishing a process implementing the guidelines and for monitoring the
process to ensure ongoing appropriate and thorough Web site réview§. R

_ Tn January 2002, NASA established an Operational Security program to further
educate and orient employees and contractors to security considerations _rélatéd to
protecting any information that could potentially be useful to an adversary. ‘The program
includes identification of critical information, threat, and vulnerability analyses, risk
assessment, and countermeasures. This program will increase each NASA employee’s
awareness of the importance of protecting sensitive information. :




ity

- Management and Safeguards. Your March 19, 2002, memo and its enclosures were alss "

; Export Control Pro gram, to ensure that transfers of export-controlled technolog1es
s software, and comrnodltres 1in NASA s international programs
: export—control laws regulat1ons and pohcles

B obllgatlon to thoroughly réview and screen ‘all material deemed s
.review current and hlstoncal Agency records for the purpose of reclass1fy1ng, declass1fymg

. regardmg records management and secunty policy guidelines to.ﬁlrther ensure that NASA

' ‘Weapons of mass destructlon

In response to the October 12, 2001, policy memorandum from Attorney General

- Ashcroft to the Heads of all Departments and Agencies related to disclosure policy under .

the Freedom of Informatmn Act (F OIA), NASA Headquarters instructed all of its Center
FOIA offices to carefully review all requests for information and to report any security-
related requests as well as any others that appear to be unusual ¢ or quesnonable tothe
Agency FOIA Officer for appropnate coordination with the Agency s Office of Secur1ty

distributed to all Center FOIA offices and were d1scussed at the Agency s Annual FOIA
Conference in June 2002. Richard Huft, the Co—D1rector of the Ofﬁce of Information and

| Privacy at the Departrnent of Justice, who we understand collaborated iri the draftmg of
~both of the memoranda conducted a session to spec1ﬁcally prov. ide an update and -

clarification of the new POllClCS Since November 1995, NASA has had an Agencyw1de S

e con51stent Wlth U S

We have sent amemorandum toall of our Ccnters_temrndln them of thelr
' "t1ve We contmue to

and downgradmg records contammg Weapons of mass destrucnon 1nformat1on and other .
sens1t1ve records related to homeland security. We are rev1smg NASA pohcy drrectlves '

personnel 1dent1fy and safeguard homeland secunty mformatlon

) We contmue to examme our Agency mformat1on pract1ces to' assure the =
safeguardmg of all homeéland secunty 1nformat10n partrcularly that'whlch relates to

P -f ~ Cordially,
' Sean O’Keefe =
- Administrator
cc:
Office of Homeland Secunty
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