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FOREWORD

Tha abjacciva of the Fanel review wvag to dafins the NRO of the Twenty-
first Century. The NRD is & unigue institution, ecritical to our oarignal
security. The MAD of the Twenty-firgt Century should continue to serve the
country in the same capacity using the resulte of our study to clarify ite
pisgion and continue the improvement of its overall institutional performance,

On behalf of che entire Panel, I would like to thank al]l those who have
contributed their time supporting us douring the course of the study. A
special thanks goea ta thoee in government and privace industry who responded
to cur surveys and guestionnaires and our requests for interviews, Their
candid respooses allowed us to fully understand the strengths of the HRO as

wall as cpportunities for improvemant.

Wz are particularly grateful to thoge government end privace fndustry
officials who epent mary houts on one or more of our working groups,
understandiog the organizatcion, idencifying the imsuves, and drafting
recommesdations. A special thanke goes put to the working grour chairman and
administrative staff eupporting our effort.

Finally, I want to personally thank Acting Dirscter EKeith R. Hall for
all the support he and his organization provided the panel and its activities.
We hope the recommendaticns will help guide Into the Twenty-£firet

Cencury .

David E_ B o
Aimival, USH
Pansl Chairms
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I. EXECUTIVE SUMMARY

1. INTRODUCTION AND PURPOSE

This repert summarizes the results of an extensive study of
the Naticnal Reccnnaissance 0ffice (NRO) and makes
recommendations for the NRC of the 21st Century. The study was
directed by the Acting Director of the WRO. Admiral David
Jeremizh (USM, Ret), former Vice Chairman, Joint Thiefs of BStaf:s
and currently Partner and President of Techneology Stratecies &
plliances Corp., served as study chairman. Other members of the
pane]l included: General Larry Welch (USAF, Ret), former United
Stares Air Force Chief of Staff and currently Fresident and CEOD
o0f The Institute for Defense Analyses; Mr. John McMaheon, former
Deputy Director of Central Intelligence (DDCI) and former
President and CEQ, Lockheed Missiles and Space Company; Mr.
Martin Faga, former Director, NRO and currently Senior Vice
president and General Manager, Center for Integrated Intelligence
Systems at the Mitre Corporation; Mr. Stephen Friedmar., Senior
Chairman and Limited Partner of Goldman, Sachs & Co. who recently
cerved on the Commission on the Roles and Capabilities of the
0.S. Intelligence Community {alsec known as the Brown Commission);
and Mr. anthony Iorille, fermer Sernisr Vice President, Hughes
Aircraft and currently Chairman cf the Board of Directors,
american Mobile Satellite Corporation.

The study is timely. With the end of the Ceold War, the nation
is confronted with a series of new challenges that include dealing
with both new and failing nation states; proliferation of nuclear,
missile., chemical, ané bislogical materials; and terrorism. The
ration’s intelligence assets must be developed to cope with the
highest pricrity concerns including support to cecalition partners.
In addition, the U.5. Intelligence Community itself is undergoing
creat change. Both Houses of Congress have made recommendaticns
for a sweeping Intelligence Community recrganization. The Clinton
administration also has proposals. The Intelligence Community must
also adjust to new intelligence pricorities and rapidly changing
technoclogy.

In addicicen to these issues, the NRC is in transition. Its
budget is under greater pressure in beth the Legislative and
Txecutive branches. There is a desire for greater openness about
NED activities. The major fransiticn to integrated systems has

1
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increased the complexity of NRC development, launch, and
operaticns. Finally, the industrial base supporting the NRO is
downsizing and is in a peried of consclidation and transitian.

It is.against this kackdrop that the Jeremiah Panel was
eztablished to look at such major issues as:

» Is there a2 need for an NRO?

« What should ke the mission of the NRO in the Z1lst Century?

» How should the NRO relate to new and changing organizationg?
» In what ways should the NRC structure and processes change?

The Panel did not address programmatics, financial accounting and
management, specific discipline architectures, ground statian
cperationsg, nor the crganization of the Dol and Intelligence
Communities beycond their relaticnship with the NRO.

In an effort toc comprehensively address the major issues,
the Panel formed nine Working Groups:

* Mission and Etrategic Vision

»  Custoners

+ PFelationships with New Organizaticns
= Business PracoCices

= Benchmarking

= Internal Organizatioconal Structure

» Infrastructure

«  Security

= FPersonnel and Career Developmsnt

The Working Groups were comprised of experts from both pulzlic and
private sectors. To complement their exXpertise, data were
gathered through interviews, questionnaires, facility wisits, ard
oriefings.

In addition te Working Group deliberaticons and
recommendations, the Jeremiah Panel itself met weakly for three
months and ¢onducted approximately 20 interviews with varicos
experts and authorities {see Appendix I-2).

This Executive Summary presernts principal study firdings ard
a set of major issues, each conktaining specific recommendations.
The full report provides greaster detail addressing the complete
findings and recommendetions of the PFanel,

)
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2. N S

Three principal assets define the United States as the
preeminent World Power: ecOnomic PIOWESS, military power, and
intelligence capability. Each is underpinned by two assels:
highly skilled and motivated people, and leading edge technology
development .

Within this context, the Panel was of one mind in its belias
~hat the future security of the nation depends con itsg abilicty to
conduct surveillance from space. The NRO is truly a unique
prganization which is, simultanecusly, an intelligence
organization, a defense organization, and a space organizatcicn.
The Venn diagram in Figure 1 &epicts the NRO at the intersecticn
of the realms of intelligence, defense, and space. It reports Lo
two bosses, the Secretary of Defense (SECDEF) and the Directer of
Central Intelligence (DCIY, each of whom is wvitally interested irn
its success, and sach of whom makes major contributions of people,
funds, infrastructure and other suppCrt NECESSATY LO the continued
success of the NRD. The SECDEF-DCI partnership to manage, fund,
and man an crganization for space-based reconmaissance to provide
a major part of the cellection front-end of the intelligence
procass for national and operational military users is the Taiscn
Arecre of the WRO. After thoroughly examining a wide wvariety of
alternatives, the Panel found that the NRC continuss to be the
right organizatcional answer to the nation's space reconnalssance
needs in the future because it serves the naticnal and military
equities represented Ly the SECDEF and DCI. '
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Figure 1. The KRO Joint Venture

The NRO today provides the U.S5., with a preeminent naticnal
security advantace with its ability to conduct space surveillance
and must continue to do so in the future. It has achieved ics
swzcess Chrough innovative technical achievements and generally
efficient and effective management practice=. Since the end of
the Cold War, the NRO has continued to respond to the demands of
the time. Changes dictated by an evelving world have reguired
the WRC to modify its relationship with customers, to support
military operaticne invelving new cealition partners, to develop
new integrated cocllection architectures, and te adjus:t its
internal organization. The NRO continues to have an outstanding
team of pecple from the Intelligence Community, the Department of
Defense, and technical expercise and knowledge from the private
sector. It should be maintained, as this capability will
continue to be critical te the future of the United States,

While the Panel uvnanimously agreed on the importance of
continuing the NRQ, it nonetheless identified other major issues
and provided recommsndations for improvement. Taken in total,
the Panel believes that these recommendations would lead te a
streamlined and more effeccive NRO, enhancing its capability to
support U.S. national securicy, foreign policy, and intelligence
chjectives in the Zlsc Century.
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1.  FINDINGS AND RECOMMENDATIONS

In the context of a constantly evolving and changing world
in which the NRO must actively participate with, Figure 2 briefly
summarizes the historical and future rrends of WRC functional
argas. '

ATTRIBUTE FAST PRESENT 215! CENTURY
Misston Donied Area Worldwide Infalligence  Informalion Supariority
Reconnaizsance
Sysiems Individuz! |laprated Fully Imlagrated
RESOUT S As Required Budgel Limitalicns Intraasing Budgel Limitatica
Managemen!  Single Furpose Inisgrated Cost Effective
Dversight Limiled Expanding Joint SECBEFf DCI
Acquisition  Streamlinad Becoming Burdened Best Praclices
Security Highly Campartmenied  Gresler Dpenness Straamlined Syshem
Orpanization  Air Forgs, CIA, Kawy, SIGINT. IMINT, COMM  Maiched fo Cusiamers
Program Stoveplpes
Aspuiremants  Nalipnal Focus + Oparational Focus Naar Comtinuous,
Giobal Collaction
Cuslomars Limlted Sat Expanding $¢1 Conlinuad Browth
Figura 2. NRD Changing World

Twelve issues are discussed in the Executive Summary. Filve
deal with the future mission ¢f the NRO and how the organizaticon
deals with its custemers, three deal with KRO business practices
and how the NRD interacts with industry, bEwo address internal HNRO
iscucs. and Two are cross-curting security proposals affecting
the WRO'S customers as well as private industry. Each is briefly
addresczed. along with apprepriate findings and recommendallcons.
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Tesgue 1: ITs5 there an alternative to the NRO?

Findings: The Panel reviewed a wide range of alternative
canstructs for satisfyving the current NRDO mission. No other
construct satisfied the political, crganizational, functional or
mission considerations as well as the joint venture relationship
currently existing between the SECDEF and the DCI. Space
reccnnaissance will remain a vital component of U.S. foreign
peliey and intelligence activities because of the inherent ard
unique attributes of space-based collectison. These attributes
include, but are not limited to, real-time collection andé
¥eporting, denied area access, synoptic global coverage, and
unintrusive access. As the nation continues to emphasize SUpRor L
to militery operations, sensor-to-shooter applications will
require unigue space-based intelligence capabilities. At the
same time, space recennalissance will remain critical to national
custemers. The NRO's traditional perfoermance in achieving system
and architecture scluticns that satisfy both national and
military customers will remain an important national need for the
future. After careful review and analysis, the Panel is
convinced that, for both organizatiopnal and practical reasons,
there i= an imperative for an NEO of the future, but that the
existing organization should be internally modified te continue
te mezaet thizs need,

Fecommendation: Although alternatives exist, none offer the same
advantagss a2 the current SECDEF-IVI arrangemsnt. Contbtinue the
SECLEF-DCI NREO joint venture.
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TeEue 2: What sheuld be the mission of the WRO in the Zlst
Century’?

Finding#: The future mission of the WHRO is to revolutionize
space reconnaissance for a new level of intelligence support to
sphance naticnal security in the information age.

National security in the information age demands that the
natien achieve and maintain global information superioricy.
Global information superiority will provide the strategic
opportunity for better informed policy-making and for improved
command and control of military operatiens. Infoxrmation
superiority canh create ¢pportunities for crisis avoidance by
presmptive policy initiatives, as well as for decisive actlion up
te and including combat cperations, if cenflict deterrence falls,

Global information supericrity demands intelligence
capabilities unimaginable just a few years ago. It will exist
when there is nearly constant 0.5, awareness of the ongeing
artivizies and intentions of foreign principals and other
international actions, and unambiguous early warning of
threatening worldwide developments. Such a level of U.5,.
intelligence presence is possible with information age advances
in both collecticn and analytical intelligence processes,
Revoluticnary advances in space reconnalssance are needed anc
cthese developments will shape the nmation’s Z1st Uentury space
reconfaissance needs.

NRC intelligence partners are already planning changes in
their owrn mission objectives and business practices in response
to the information age. These organizaticns are making major
commitments bt revolutionary new capabilities. all-source
analysts will have direct access to encrmous amounts of data, raw
intelligence, finished intelligence, and worldwide open saurce
materials of all kinds. The role of intelligence collecticn will
fundamentally change to supperting glebally integrated
intelligence "data nets and/or warehouses" with gquick response
collection for special time-sensitive needs.

Tz enable U.5. global information superiority, space-based
reconnaissance must provide affordable, near-continucus glokal
coverage. National space recchnaissance cof this crder would
provide constant global awareness, often allowing presmptive

7
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action to contain threatening developments. It will alse

Bncompass the military needs for battlefield informaticon
dominance.

Recommendation: Adept the following new mission statement for
the NRO: Enakble U.E. Government and military information
superiority, during peace through war. The NRO is responsible
for the unique technology, large sczle systems engineering,
development and acquisiticn, and cperation of space
reconnaissance systems and related intelligence activities needed
Eo support global information superiority.
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Iggue 3: 15 the customer relationship satisfactory?

Findings: NRO custcmers generally fall under two categories:
discipline managers (CIQ, NSA, CMO) and consumers/usars (DCI,
DIA,. CIA, SECDEF, White House, State, Enerdy. Unified Commands,
military services, etc.). As a result, NRO CUstomers come from a
variety of backgrounds so customer understanding ¢f system
capabilities is relatively elementary and often confused by
security and technolegy associated with NRO systems. For the
mosSt part,. customers regard WRO preoducts as "free goods" so that
they déo not consider cost and systems trades. In additien, the
Gulf War marked a fundamental paradigm shift to coalition warfare
and coalition partners have emerged as a new class of users who
mus: alsc be satisfied. Ewven though the NRO is customer criented
and attempts tc satisfy all its customers, 1its approach is
fragmented, uneven, and lacking discipline for an ever-expanding
user base.

Several NRO organizatiens are chartered teo satisfy specific
discipline reguirements. NRO line units market new capabiliries
across the user spectrum scmetimes without coordinatien with the
appropriate disciplines. Practices are not always consistent.
Effores to satisfy end users may be at the perceived disadvantage
of discipline managers having eguities at stake. The result is
oren confusion that sometimes causes ercsion of customer
relationships.

Fecommendation: Design an NRC customer support process that is
inclusive, balanced, accountable in partnership with others whe
have legitimate equities, and is practiced with consistency. The
process should be flexible, allowing for centralized management
planning and coversight and decentralized executien. This process
should identify lead respomsibilities for managing customer
support for current tasking and cdissemination as well as future
customer needs for new system designs, reguirements, and
architectures. Lead responsibilities for supporting naticnal and
military customers should be identified and carried out ino
cocrdination with éiscipline managers. There should be a
provision for regquiremente/capakbility analysis and a strongd
emohazisz on innovative and cost effective technical solutions to
reEQuirenshts.
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Issue 4: Is support to military operations satisfactory?

Findinge: Aan expanded rele for Spdce reconnaissance in support
te military operations (SMO) was accepted by the Panel a2s a major
factor in deriving the 21st Century mission of the NRO. This
acknowledges the steady and expanding recle of NRO support to
military operations. The expanding rele is a result of several
factors including improved accuracy and timeliness of data
collected, an understanding of the role of space intelligence in
support of the warfighter, and other advances in information angd
weapons system technologies.

The Gulf War highlighted the achievements as well as the
shortfalls in intelligence support to military operaticns. The
Intelligence Community has addressed, but not completely
resolved, many of these shortfalls and agree that disseminatcien
of intelligence data and classification of data redquire
continuving efforc.

Defencse Plamning Guidance and other defense documencaticn
charasterize future cperatiocnal military intelligence,
surveillance, and reconnaissance (ISR} needs as battlespace
information deminance. Tweo ¢biectives are cited: deominant
battlespace awareress with real-rime, all-weather continusus
coverage; and precision force capabilities with weaponrv,
situaticnal awareness, knowledge (ful)-spectrum warfare), and
sensor-to-shooter support. The exact impliceticons of this visien
“f future military ISR needs for Space reconhalssance are not
totally clear becavse of uncertaintices ar this point over the
relative roles of airborpe reConnalssance systems, noen-
intelligence space surveillance systeéms, and Space reconmaiscance
s¥stems., MNevertheless, the sperCe reconnalssance role will demand
innoveative technclogies and robust architectures.

Recommendation: NRO SMO ic satisfactory. However, the KRO must
accommodate the functional needs of battlespace information .
dominance with near-continueus coverage architectures inp
cartnerships with 08D, JCS, the Intelligence Community, and U.5.
Space Command. With regard to Security, the goal should be to
downgrade classification and disseminate to SMO ucars the
products essential to their operaticns. With respect to
increasing an understanding of capakbilities, the NRO zheuld

10
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provide a DoD training program for Unified Commands on NRO
syscems capabilities and rate the CINCs on their use of NRO
systems during exercises. Finally, in conjunction with other
intelligence elements, the NRO should develop appropriate system
gimulaticns to suppert war fighting exercises.

11
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Issue 5: How should the NRO interact with DaD space
organizations?

Findings: The NRO is first and foremost an intelligence
crganization with responsikilities to national and DeD customercs,
The NRO must integrate jits acrtivities into overall intelligence
architectures, At the same time, there are important
interrelatiénships between the NRC and Dol space activities in
areas such as launch, technolegy, industrial base,
comrunications, and the NRO need to use DeD systems such as the
“lobal Positicning System as well 4s the DoD need to use products
from NRO systems. The interrelationshins work well atr the
speraticonal and technical levels, but issues remain unresclved ar
the poclicy, architecture, and oversight levels. These issues
include the degree of asp aversight over ths NREO, architecturzl
integration of NRC systems in-o an overall national security
$pace architecture, and the degree to which the NRO receives
policy guidance from the Dol and Intelligence Community.

Recommendaticne: Refine and clarify the relationships between
the NRQ and DoD space organizaticns. For now, the conscruct of
one architecture with two architects (NRC, Dol should be
coentinved, however, there must be assurance rthat croess-functional
issues ave worked appropriately, Clarify the relationship
betwesn CUSD(Space! and the NKO. Policy isgues and specific
architectural issues that cannor be resclved by the functisnal
organizations can be addressed to the Joint Space Manacenent
Board., Develop additicnal interfaces with air Force Materiel
Command/Space apd Missile Systems Center and closer relaticons
with 0.5, Space Command.

2
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Issue 6: MAre business practices of the NRO still appropriate?

FPindings: Since its inception, the NRO has used special business
practices to increase the likelihood and speed of success. Those
special business practices include:

+ Streamlined management

+ Empowered program manager

+ hdegquate and stable funding
+ Flexible acguisitilcon

+ Dedicated support

- Internal competition

« Acceptability of failure

+ Coverktness

- Government-Industiy partnership
« Top-guality personnel

+ Cradle-to-grave mahagement
+ Objective specifications

These special business practices are noct unigue to the NRO.
Other programs of extreme urgency and national importance, such
as the Manhattan Project, Polaris, the F—ll? Stealth Fighter,
alsc used these special practices. While net unigue, Chese
practices have clearly been important to the success of the NRO.

In recent years, there has been an erosion of the benefits
of special business practices. Management is far less streamlined
with many new playersz in the process who can say "no” but not
"wes." The program managsr has far less latitude to make
decisions. Funding priorities fluctuate markedly, and
cancellation of at least a half dezen major programs in recent,
vears testifies to a lack of long-term stability. To press on
despivre 11 failures before a first success--as the NREO did on the
CORONA program--would be unthinkable today. Attracting and
retaining the best people is very difficult i1f thelr home agencies
rigw the NRQ zs out cof their mainstream of personnel development.

The decrease in the use and effectiveness of special HROD
business practices results, either directly or indirectly., in
many of the shortcomings of the NRQ evident today: reduced
technical inncvation, limitation to evolutionary vice
revolutionary architectures, significant increase in staff and
Contract Advisory and Assistance Services {CAAS), overly detalled

13
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specificaticns, proliferation of engineering change proposals
\ECPs), increased costs, and ercsion of confidence.

Business practices in the program specification phase tend rgo
focus en "how" not "what." This focus generally leads to design
refinement and constrains proposals to fit existing architectures.
It alsc leads to increasingly detailed requirements and greater
control of contractor reporting. Furthermore, this approach
limits innovation by inhibiting competiticn. It often orecludes
the use of "best-of-breed" practices. '

Ercsion of business practices in the program development
rhase led tc high costs and increased bureaucracy. The
Government focus appears to be on centracter oversight and the
configuration contrel process. Changing requirements have
resulted in numerous ECPs instead of a focus on block changes.
From a contractor perspective, the cumbersome oversight process
has led to increased staff, slowar reactions, and higher cost.
Finally, contrectors do not hawve an incentive to improve their
processes orF Lo reduce costs.

NRO products must interact with many more sSystems than in
Cimes past. This forces some degree of rigidity in systems
specifications in erder to comply with larger architecturss.
Nevertheless, the traditional business practices of the NRD are
stil] eppropriate today; they need to be strongly reinvigorated.

Recommendaticns: FReverse the decline in the NRO use of special
business practices. Specifically:

* Use succinct statement of cbhijectives {net detailed _
specificaticng) toc promete increased competiticon and foster
innovaticn.

*  Redure Zoveroment interfaces and increase contractor
responsibility,

* Estaklish and empower Inteqrated froduct Teams (IPTs] to
Conduct incremental tabletop reviews.

» Limit reguirements for CONtracior-provided data and
Iepares.

H

14
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+ Give contractors incentive to identify wvalue-added
changes and cost reducticn opportunities.

Finally, select a specific pilet program to be acguired
under reinvigorated streamlined management practices. This pilot
program should focus on a substantive intelligence need chat
meets the intent of the acquisition directives and is encumbered
by only the bare minimum administrative, contracting, and
ocversight processes. Ioplement successes of the pilot program
into mainline programs. '

1%
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Isgue 7: Is the NRD still an innovative organization?

Findings: The MRDO has evolved from its beginnings in the 1%&0z,
when everything it did was an innovative *"first,"” te become a
mature corganization today with customers who expect and rely upon
products for their success. While the current NRO architecture
iz zhe result of innovation 10 to 20 vears ago, the architecture
plarnned for the future is evolutionary in nature. This
architecture reflects evolutionary innovation and is designed to
assure delivery of critical products to "demand-pull®™ customers.
The NEZ must continue to provide those products,

Mevertheless, during the past decade the NRD has developed
the enabling techoology, systems concepts, engineering designs,
arnd in some cases also flown the prototype hardware for very
exciting, inmovative new systems wnich could achieve
revolutionary capabilities. The NRC pushed those new systens
concepts through the budget process, but in the end at least half
= dozen potentially revolutionary new systems were cancelled at
the Intelligence Community and Dol decisien forums. AL these
forums, customers prioritized continuation of current
capabllities above risk-taking for reveolutionary new svstems.
The DCI and SECDEF supported custamer desires and the NRD
coemplied.

But the neot-yet-uhderstood information supericority
imperative of the next century will require, in addition to the
ccntirnaation of expected service to today's custonmers, a
revoluticnary path to an entirely new innovative architecture.
The current path, and the curren: process, will not get there.
The imperatives for near-continuous glchal coverace, long dwell,
and harc target characterizatrion demand innovative solutions. As
illustraced in Figure 3, those s¢lutions must be worked on a new
revoluticonary path parallel with and additive to today’s
evoluticnary path to continue to satisfy today's customers.
Driven oy risk aversion practices, the current acguisition
process works well for evelutionary systems, but it limits
Competiticon. The evoluticnary process will not sacisfv the
informacion superiecrity imperative which requires innovative
solurions.

1%
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Pigurs 3. FRevolutionary Path te an Innovative Architecture

The NRO needs & new approach if it is teo successfully
develop innovative new sclutions with revclutionary capabilities.
The NRD cannot wait for customers to produce the visionary
requirements, to prieritize innovatien, and to sacrifice current
capability to chase a dream. Instead, the NRO must adopt and
secure endorsement from the DCT and SECDEF for a major corpeorate
commitment to inmovation as a core element of its fundamental
mission. The NRO should become the innevative technelogy engine
for the Intelligence Community. No other element of the
Community can £i111 that role.

Recommendationg: To foster innovation ag part of its core
mission, the NRO should:

+ Include a commitment tc innovation as a core value and as
part of its Zlst Century mission.

« Reorganize te elevate the status, wisibility, and power of
the NRO organizational entity responsible for inneovation.

s+ Increase funding for Reconnaissance Technelogy/Advanced

Deve lopment (RT/AD) to focus on new concept development,
demcnstrations, protoctypes, and flight tests.

TNCLASSIFIED
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Iasua B: Should NRO systems engineering be strengthened?

Findinge: Systems engineering within the gystem project cffices
(5P0=) appears to be effective. Within individual SPOs as well
ag within the SIGINT, IMINT, and COMM Directorates, systems
engineering is adeguately accomplished. However, because the
existing SPOs pursue evolutionary develeopment, technology
incertion and innovation are fragmented. There does not appear
toc be a =trong, crﬂss—ofganizatiﬂn systems engiheering
capakilicy. Intecration of NRO systems into an overall "system
of systeme"™ concept is lacking, wvet will be required in the
future, Top-down systems integraticn will provide future
imprevements in cross-guewving and is necessary to ensure future
gata relay capabilities satisfy both SIGINT and IMINT current and
projected regquiremenks.

The lack of integration across system assets also makes it
difficult for users (and oversight forums) to understand all
capabilities. &s a result, it is difficult to make trades and to
address requirements coherently. The Panel felt integrated
Systems engineering (NRO-level integration across Directorates as
well a5 i1ntegration with non-NED systems) should be enhanced. an
NRO-level activity is needed to focus on technology insertiom,
NRO-level architectural development, and estcablishment of an NRD
"system cof systems" capability. This capability would alsc
contribute to coherently coordinating the requirements process
with users.

Recomnendations: Establish a single NRO-lewvel Systems
Enginesring Authority and an associated process for ensuring
s¥ystemrs fit into the approved architecture. The focus of this
positicn would be on a “system of systems" approach, to enginesy
ACYXoss systems where legical and to advocate technology insertion
into architectural alternatives.

The sy=tems enginesr would also serve as the NEO-leval
Architectural Authcority. The office would he responsible for NEO
top-level systems integration and for establishing architectural
stendards or "building codes® and focus on capabilities across
the entire space architecture. In this sense, the Architectural
Authority would be the lead NRO strategic planner. The position
woulcd alsp be the primary NRDO interface for coordinating with
DUSD(Space) and the Dol Space Architect,

1B
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Iague %: What security system is appropriate?

Findings: Fundamental to the NRO is its security system. &R
recent Joint CIA-DoD Inspectors General (IG) Report stated that
rhere were “numerous examples of overclassification and use” of
the compartment for management instead of securlty purpeses. The
panel heard svidence consistent with the conclusion cf the IG
reportt.

There have been several attempts in the past to scrub the
NRC security system and reduce its scope and the amount of
information covered, and there is some evidence of success in
doing so. 5tcill, the practice of using the NRO security system
ac socmething more than a security compartment continues. There
remains a perception by many cutside the NRO that the NROD
security system is selective and arbitrarily restricting what is
spen 2% legitimate access te NRO information.

Rocommerndation: Accelerate the pace at which planned security
changes are being made. Dramatically shrink the current security
system tc safe¢uard the minimum amount of data that requires
Drotectien,
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Iegsue 10: Should wNgro contbractar relatiﬂnahips continue te he
classifieds

The protection of the NRO-corporate relaticnship in the NEO
Security system ig g Co5tly practice that limits legitimate
commurication across Programs and restricts competition for NRO
business . L has ocutlived icg original purposes. Historically,
the NRQO protected 1Es conbractor relationships tg protect
Cechnol agy advantages, conceal the breadth and Stope of
collection activities, and minimize threats from Ioreign
intelligence SeErvices. In some Cases, an added benefir hac Ireen
reduced systems costs,

REecently, the ACLing DNEO cdirected = Chorough re-evaluation
of this pracriece based on two primary criteria: (1} the zbility
LC¢ pProtect appropriate technolegy, Drganizations, and operaticns,
and to preserve COVEer arrangements consistent with SQUurces and
methods Ltechnicues; and {2} the zbility to bEreserve the full
range of “ontracting options at the unclassifieg, classified, andg
Compartmented levelc.

The Panel solicited comments [Tom companies currently
eligikle to do business with rche NEQ. Mozt CoOMpanies would cpt
for an open relationship with the NRD., Some Companies might want
Lo maintain a coverrt relationship with the NRC for business or
safety reasans However, continued classifierd relaticrships musr
be hased an national Eecurigy Considerations.

Recommendation: Proceed on zn accelerated hasis ro
ﬁezumpartmentfdeclassify the NRO-corporate relaticnships,
Excepticns sheulag be on a limited case-by-case basis,

20
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Issue 11: Do current military and civilian personnel practices
adegquately suppart the NRO?

Pindinge: The WRO perscnnel base is made up primarily of Navy
and Air Force military personnel and WNawvy, Air Force and CIA
civilians. Historically, the NRO has been the beneficiary of
special treatment by their respective persconnel systems. That
situation is5 now being eroded.

In the past, Air Force and HNaval officers entered at junior
grades and were usually "by name® requested and/or recommendsad.
They cften stayed through promotion to O-6, an Rir Force Colonel
or Nawvy Captain. Recent assigoment, rating, and promotion
oclicies of both services increasingly require assignment cutsids
the WRO for officers to be competitive for prometion.

Furrthermare, there appears to be significant benefit to both the
military service and the NRD when career assignments include both
Service-wide and NRQ rotational assignments.

With respect to ciwvilians, the NRC gains employees from
three systems; CIA, Air Force, and Mavy. The largest contiguous
group is CIk civilians. Multiple persomnel systems are difficult
Lo administer within a single organization, anc the DNRO has
litzle contrcl ocwver the systems, policies, and practices that
govern MRO‘s human rescurces. The Panel reccgrnizes the potential
henefics that come from the overall CIA manpower base, and was
cautious not to alter the fundameatal arrangement. The FPanel
also saw little benefic in moving personnel Lo a new appointing
authority--especially mindful that there was not large-scale
employes acceptance for such a move. The Fanel recocgnizes the
need Lo create additional Memoranda of Agreement concerning
civilian personnel, such as are outlined 1n the NRO response Lo
the recesnt Joint CIA-Dol ICG Draft Inspection Report.

Recommendation: The NRC and the Services should select the
appropriate policy medium and issue guidelines for personnel
paliciss to support the NRZ. Regarding civilians, the Panel
recommends establishing Memoranda of Agreement (MOAs) between the
DCI and che SECDEF as well as between the DNRC and the Executive
Director of the CIA establishing the avthorities and
responsibilities of the DNRO with respect to civilian personnel
managenent arrangements. These MOAs should focus on arrangemsnts
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for DNRO oversight of all perscnnel and manpower actions
affecting size, accessions, promotiens, grievances, awards,
Teassignments, and separatiens from the workforce, and Cversight

¢f the NRO's equal employment opportunity {(EEQ} process. Thege
MOAs should also provide for DNEO participaticon on applicable CIA

Senior Intelligence Service promotion boards.

L2
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Tgeue 12: Is the current NRO internal organization well matched
to the future?

Findingas: The NRO organization experienced significant chance in
198% and again in 1992 to address issues such as internal
competition, connection te intelligence customers and military
operators, and the need for cost-effective integrated
architectures. Those reorganizations succeeded in addressing and
resolving the issues, and today the NRO iz a mature oarganization, -
structured in parallel te its principal customer base, collocated
in a central facility with integrated program offices, and
largely rid of destructive internal competition.

Eut the enviromment continues te change in ways which demand
review of the appropriateness of the current organizational
structure. The dominance of large, expensive, ongoing programs,
=ach of which carries a long operations and maintenance (O&M]
tail, limits the flexibility to pursue new ideas. The custoner
base continues to grow with the SMO needs ever expanding.
Integraticn of heretefore separate programs inte an lntegrated
vsystem of systems* has become, perhaps, the most critical task
of all,

The environmental changes give rise to six distinct
organizational issues that the Fanel idenrified as impediments to
accomplishing the 21st Century WRC mission:

+ Lack of a clear organirzaticnal focus for large-scale systems
engineering for integration of components intc the “system ¢f

systems. "

« Dispersion of customer support interfaces throughout many
glements of the NRD,

- MEO ig no longer universally accepted as being at the
leading edae cof technology. '

« Organizational champions for innovaticon are either
nonexistent or lacking influence.

.+ Incr=ased staff and processes slow decisicon making.

23
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* The role cof the Plans and Analvsis (PeA) Offiece is unclear
in the wake of the 1952 reorganizatiecn when integrated SIGINT,
IMINT., and COMM planning went to the new Directorares.

Recommendetlon: To resolve those issues and establish an NRO
organizational structure appropriate for its future, the Fanel
recommends the following steps be taken. A recommended
crganizational chart incorporating these changes is illustrated
in Figure 3.

* Increase the visibility and stature of technolegy and
innovation in the NEO by elevating those functicnhs ints a new
Directorate of Future Technologies and Applications co-egual
to the SIGINT, IMINT, and C0OMM Directorates .

+ Reinvigorate the systems engineering function ik P&R under
the sverslght of the NRO Technical Director to accomplish the
1ﬂcegfat on 0f NEQ systems into an integrated "system of
Evstems. To reflect this reenergized respenzibility, change
the name of P&A to Systems Engineering, Plans, and Arnalysis,

+ Clarify and enhance customer SUpport with centralized
guidance, planning, and cversight and decentralized execution.

* Establish a Seniocr Advisory Board to provide advice to the
CNRD .

* Consolidate administrative, s-aff, andg support functions
intc a Firance and Administration Office under the leadership

of the Chief Fipnancial Officer. This Office should include
RECM, MS&0, and staff funcroions

24
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Pigura 3. Recommended Organizational Chart

4. CONCLUSION

The Panel conciders the NEDO a wvaluable national asset and
zlearly the world leader in providing intelligence capabilities
from space. NWRD capabilities undexpin the rele the U.5. plays in
world affairs and are critical elements in maintaining U.5.
irfluence arcund the glebe. B&Adaptakility to change and the
ability to deal positively with internal and external assessments
are two kewvs to the continuing success cof the HNRO.

The Panel suggests its recommendations be discussed
throughout the NRO so thab personnel understand the
recommendations and are encouraged to provide wvalue-added
feedkback. The Panel fs=els implementation of its recommendations
will ga a long way toward sustaining the NRO’'s much needed
contribution to information superiority into the Zlst Century.
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APPENDIX I-1

JEREMIAE PANEL INTERVIEWEES
(in chroenological crder)

Hon Lynn Hansen Director, National Intelligence Councij

VADM David Frost (UgN) Deputy Commander in Chief,
U.5. Bpace Cormand

Lt Gen James Clapper (USAF, Ret) Former Directer, DIA

Mr Jeffrev Harris Former Director, NRO

Mr Robert Fuhrman Former President apd Chief Operaring
Qfficer, Lockheed Corp

Mr Jamss Woclsey Former Director of Central Intelligence

Dr Robert Hermann Former Director. NEO

Mr Robhert Davie Deputy Undersecretary of Defense{Space)

Reprezentative Larry Combegt Congress, Chairman of the HFSCT

Representatgive Nerman Dicks Congress, HPSCT mambet

Dr Vance Coffmapn ?ice~President, Lockheed-Martin Corp

Senator J. Rokert Kerrey Congress, 38cT member

Mr Duane Angrews Former Assictant Secretarv of Defense{CiI)

VADM Michaael M:Cnnnell{usw, Ret) Former Cirector, Nza

Mr Keirh Hal? AEtiﬂQ_Di:EﬁtGr, NRO

RADM Robert Geiger (USN, Ret! Former Navy Program Director

Dr Larry Gershwin Natiocnal Intelligence Officer

Lr Jchn Fosrer Former Defence Director for Research

and Engineering

Sen Themas Mocrmar, Jr, Vice Chief of Staff, usar
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