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L Execnﬁvt Summary

hﬂIESHAKEDOWlemoffommtcr-rehwdmwragencym

designed to evaluate the federal capability to deal with domestic nuclear terrorism:

 MICA DIG, EDRE, MILD COVER, and MIRAGE GOLD. Planning was

) mJandmthcnmmcrofIMandthcexcrmsutookplaccmthmajor
~ participation by the Federal Bureau of Investigation (FBI), Department of En:crgy

""" . "(DOE), Department of Defense (DoD), and Federal Emergency Mznagement -

Agcncy(EEMA)ovcrthcpcnodfromecmberIMtoOctoberlm This

report summarizes both the planning and the events—with particular emphasis an

the difficulties encountered during the execution of the final field Exercise

. (MIRAGE GOLD) in New Orleans end on recommendations for follow-up actions

and future activities. That particuiar emphas:s is ot to be interpreted as

denigrating the capability af-these agencies-to respond rapidly to a very complex

technical, tactical and crisis management event, but rather as recognizing that

improvements are needed-and-can be achieved given adequate suppart. This

-report is also intended to serve as a refcrcncc to more extensive documentation

elsewhere.

MICA DIG was thcﬁ.rstofthc series—a modcratedand:cnptcdsemmarhcldm
Washmgton, D.C, in December, 1993, primarily to illuminate interagency policy
issues that might affect the plans and execution of the field Exercise. The intent
was not to resolve such issues during the seminar but to bring them to the
attention of the appropriate interagency councils for possible resolution. In this
context the effort was successful, but the principal impact lay in mtra-agcncy
actions that were highlighted as necessary and achievable in the interim.

The no-notice Emergency Deployment Readiness Evaluation (EDRE), conducted
in June 1994, was primarily a8 DOE effort to exercise the Nuclear Emergency
Search Team (NEST) alert, notification, and deployment chain, up to the point of
airlift ramp readiness. At each of the involved DOE facilities [(except the Los
Alamos National Laboratory (LANL)] it was preceded by an administrative EDRE,
which provided a review and an evaluation of the applicable procedures and
documentation. A number of areas for improvement were noted. Facility-specific
_items were referred back to the individual institutions for corrective action while
“community-wide issues are being addressed by DOE NEST management.

Because economics dictated some pre-positioning of personnel and equipment at
MIRAGE GOLD, an ancillary objective of the EDRE was to develop a realistic
schedule for the mtroduct:on of NEST assets into play at New Orleans. For this
purpose, & limited scenario was established that paralleled the MIRAGE GOLD
scenario in some aspects. With some necessary adjustments for personnel changcs
in the interval between the EDRE and MIRAGE GOLD and for changes in
destination and time of day, the deployment schedule was utilized successfully.
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V. M]RAGE GOLD

A OvcmcwgiMI_&_ﬁQEQQm' The fourth cvcntmthchﬂI.ESHAKEDOWN
series of exercises was the full-field Exercise: MIRAGE GOLD. The Exercise
site, New Orleans, was selected early in the planning cycle by the lead agency,
tthBI,asbemgdosctothcmcafthc 199601ympmfortrammgpm-posu
but not close enough to interfere with on-going activities. The Exercise
included four major federal agencies, FBI, DOE, DoD, and FEMA, as wcll as
hmltcd Jepres ntat:on from stat: and local gcwcrnmcnts. i i " X

The Exercise scope was restricted to field play, with all Washington-level

activity simnulated by the control organization.” Major compromises, several
dictated by cost constraints, were also imposed by prior planner agreement in
several areas: limiting the DOE search activity; excluding initial intelligence

and credibility assessment activity from the Players; and terminating the -
Exercise before any clean-up and site restoration activity could take place. The -
necessary simulstions also extended to some technical and tactical actmuw, '
causmg considerable confusion for the Player:.

L A

Approximately 850 people parﬂclpatcd as Players, Contro]]crs or obscrvcts,
contn'butmg significantly to the community undcrstandmg of, and participation
in, the complex command and control rc]atumslnps in a multi-agency operation.
By the same token the complexity of a scenario designed to meet all of the
interagency objectives was significant, introduced some confusion, and required
% numerous simulations. The balance struck in the planning for MIRAGE '

o — Y YRR )

GOLD was also perturbed late in the game by the intrusion of real-world
requirements oo both the DoD tactical elements and FEMA regional assets .
The resulting compromises were, at best, just that.

2 B. Planning phase. The planning for the MIRAGE GOLD Exercise was initiated
by representatives of DOE/NEST, the DoD, and the FBI in the early summer
of 1992. The site (New Orleans) was selected early in the planning stage, at
the suggestion of the FBL No formal site requirements were defined in the
selection process. Thirty-six representatives from various groups within three of
the major participating agencies attended the third planning meeting (in New

WK - FINAL DRAFT
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Stccrmg Com:mtte.c mcctmgs are retamcd by the ] Training ahd Drills
Management Working Group in the classified and unclassified files at SNL
Albuquerque. . :

The objectives of the Exercise were adopted by representatives of the FBI,
DOE, and DoD in February, 1993, and were available to guide further
planning. They required only minimal modification after that time. The
FEMA was added to the plannmg group in January, 1994, at their request and
submitted their objcctxvcs at that time. The development of an Operations
Plan (OPLAN), Security Plan, Safety Plan, Logistical Support Plan, and other

planning documents occupied a significant part of the time of the planners an
the Steering Committee. Any provisions of those plans which committed
financial resources of the agencies were voted on by the senior member from
each of the agencies. No multiagency financial plan-was developed during the
planning stage; each agency assessed the financial commitments it was -
undertaking by the decisions made at the various meetings. A significant
portion of the expenditure for lognstu: and site prcpamuon for the dcp]oymem
was underwritten by the DOE. -

1. Planning Organization. The MIRAGE GOLD planning organizé.ﬁon (the
Steering Committee) under the direction of a Chief Planner (from DOE)
was composed of four groups, each with special areas of responsibility,
namely, the Scenario Working Group, Operations Working Group, Exercis
Support Working Group, and the Washington, D.C. Working Group. The
Scenario, Operations, and Exercise Support Groups worked with
representatives from each of the four participating agencies throughout th:
duration of the planning for MIRAGE GOLD. The Washington, D.C. -
Working Group worked on the planning of MICA DIG and, when it was’
decided to simulate Washington, D.C. play in MIRAGE GOLD, this
Working Group concentrated its efforts on identifying Controller needs in
Washington, D.C. simulation cell for MIRAGE GOLD. In the execution
phase of the Exercise this simulation cell was located in the Excrc:lsc
Contral Center (ECC), the Exercise control site.

The full text of the objectives, scope, and purpose of MIRAGE GOLD ¢
be found in either the Planning Guide or the Operations Plan of the
Exercise. A summary of those critical planning elements follows:
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Thcpm-posean]LESHAKEDOWNmtotenthc capabilities of the’
US. Government to respond to & malevolent nuclear threat in the United

Stats(PlannmgGmdc,l.z.pageZ).

Thc scope of MIRAGE GOLD was to mcludc fieid and hcadquartcrs
clements from the major federal parumpatmg agencies in &n exercise of at
least three-days duration, with field activities occurring on a twenty-four-
hour basis. -All parts of each agency’s norma! response proccdums would
bc cxerc:sad(PlannmgGmdc, 1.4, page 3).

“The ob]ecnvﬁ of MIRAGE GOLD were defined for "all agcncus and
separately for each of the major agencies in particular, Each agency had
additional "agency specific” objectives which were not disseminated in the
planmng procﬁs. A summary follows: . :

All-agency objechm Tﬁt command end contral ag;amst the existing
memoranda of understanding and standard operating procedures. Test
how the decisions of MICA DIG are. maorporated into a field dcploymcnt.

‘Evaluate Operational Security (OPSEC), protection, and security of -«

personnel and equipmcnt against plans and procedures. Evaluate transition
of control from an investigative crisis management operation to nuclear
evaluation activities against plans and procedures.. Evaluate FBI . :
intelligence functions, including a full Intcragency Intelligence Cell (TIC),
against existing plans, procedures, and training. Evaluate the intcragcncy
automated data system. Evaluate policies, procedures, and training for

" interagency public affairs functions. Evaluate the transition from the law
" enforcement phase to the consequence management phase against existing

pohc:cs and proccdm Evaluate the interface between responding federal
agencies against existing plans, procedures, and u'ammg (Planning Gmdc,
1.3, page 2). :

DOE objectives: Test the DOE's ability to reach key decisions in a timely
manner, based on existing plans and procedures. Evaluate operational and
technical response capability without pre-installing Player equipment.
Evaluate interactions between the Technical Operations Center (TOC),
Working Point (WP), field teams, DOE command post (CP), and the Joint
Operations Center (JOC), based on current plans, procedures, and training.
Evaluate NEST field organization ability to resolve the threat problem
within existing procedures. Evaliate the adequacy of training of deployed
personnel for a short-fused problem and adequacy of their equipment.




i“-mminm

FBI ohjectives: Evaluate plans, procedures, and capabilities for the on-site
forensic functions. Evaluate the plans, procedures, training, and equipment
for the fusion of information flow between the FBI and other participating
agencies. Evaluate the internal FBI notification process. Evaluate the

- MOUs, procedures, ang training for iniﬁation of formal and, informal FBI
requests for assistance SNy : e .

Evaluate the legal functions rclatcd o hand]mg thls typc of an mc:dcnt
(Planning Guide, FBL, 18, page 628 -

DoD objecuves: Test plans, pmccdures, and tmining for interactions
between DoD field teams, the DoD/CP, and the JOC. Test the current
plans and procedures for key decisions in the field and at the Washington
level. Evaluate the response plans, procedures, and training to handle an -
-event fuieundERYIINNENgs I Test plans, procedures, training, and
agreements for operational and technical response wnh a lumtcd nmc and
wnhcut prc-mstallatmn of rcsponsc ‘equipment. [ Seiatidiip ki ace
: : ; 1 iTest the plans, procedures, and
trammg for mteractmns with the DOE (Planmng Gmdc, DoD, 1.9, page 6).

FEMA objecﬂves: Evaluate FEMA's onscene response coordination with
the FBI, DOE, DoD, and other agencies. Evaluate FEMA interaction with
DOE, other federal agencies, and state officials during implementation of
the Federal Response Plan (FRP) and the Federal Radiological Emergency
Rcsponse Plan (FRERP). Evaluate interface of federal responding
agencies at the Jocal and national levels in command and control, logistical
suppart, public information, and state interface. Exercise concepts and
operations of a Disaster Field Office and Joint Operations Center (JOC) -
with the FBI as lead federal agency.. _Evaluate operation of the Joint
Information Center (JIC) during an incident which evolves from a law
enforcement problem to a consequence managcmcnt problem (Planning

Guide, FEMA, 1.10, page 7.).

Planning Mmcntanon Summaries. The Player orgamzznons of the four
federal, participating agencies were respectively led by individuals

designated as the Energy Senior Official (ESO) for the DOE, Defense
Senior Representative (DSR) for the DoD, Special Agent in Charge (SAC)
for the FBI, and Senior Federal Official (SFO) for FEMA. The internal
structures and assignment of personnel were determined by the respective
agency managers, based on the demands of the scenario. The JOC is, by
preagreement of the FBL, DoD, and DOE, divided into the Senior .
Command Cell (SCC), the Interagency Intelligence Cell (1IC), the Joint
Information Cell (JIC), and the Operations and Support Cell (OSC).

O - FINAL DRAFT
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playing; and responses to expected Player activities. In addition the
control database was configured to allow real-time generation of new
events by the Controllers to accommodate unanticipated Player action,
to permit the addition of Controller notes and evaluations to the event
as it occurred, and to record the changes in timing or content of an
event as dictated by Player or real world activity, The flexibility and
availability of IINNFO proved to be a real asset to the Controllers

dunngtthxcrcuc.

The first meeting of thc Sccnano Working Group as an interagency
entity took place on December 7, 1993, and after eight more meetings
the group finished its work an September 27, 1994. The Working
Group also established several subgroups concerned with partlcula.r
targets or phases of the Exercise, and these subgroups met in the
interim. In addition to the responsibility for the MSEL and the
Technical Support Plan underlying the material inputs to the MSEL,
the Group provided the cadre for and interface to the Exercise control
organization as it developed. _ _

At the conclusion of the Exercise the MSEL contained about 1000
documents supporting the scenario, along with the accumulated changes
and notes. This SRD database will not be reproduced in text files for
this report but is archived in the Controller Notes group in the Lotus
Notes format and is available to appropriately cleared personnel
through IINNFO. Controller evaluations and recommendations
contained therein have been abstracted into this report.

C. Scenario Brief.

" The following summary of the scenario reflects the planning intent, as of
October 1, 1994. Significant changes had occurred during the months up to this
time~due Jargely to uncertainties in the details of venues and operational
requirements—-and further changes occurred during the play. Real world events
intruded upon several of the agencies. Free play, where allowed and
encouraged, occasionally took the Players in directions not anticipated by the
Controllers. Furthermore, the necessary simulations required to keep play

- within pre-determined boundaries inevitably created some confusion. Some
comfort may be derived from the observation that many of the most valuable

" lessons learned arose from the deviations from the script. These are reflected
in Section VI and Appendix I of this report. :

WA FINAL DRAFT
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FBINchrlcam,manbc:pahmuflpotcnm]hostagelbm:adedmmm:t
- the house, requested deployment of - Additional investigative
information was obtained while the being dcployed, and plannmg for

an assault on the house was initiated. Early in the
msunmmmﬂthcmformanMWcm overheard and the tacncalacu_cm .

nuclcar matenal and assemble scvcgl,

w Thc mdcnq:_ahp_p_mdetf some possx‘bhleads-w-;mmt;mc
‘ rcqucst d i ' > :_' OE technical advice. Further

mvcsuganvc work and ann]ysxs :trenthcned the case for an immediate and
scrious nuclear threat to New Orleans. NEST, EOD, and FEMA support were

requested in late afternoon on the 17th. Louisiania state officials were potified

of the establishment of a FEMA regional operations center.

Thc actmty surroundmg the assault early on the 17th also gcncrated some
media attention which quickly focussed on the FBI Public Aﬁam Officer
(PAO) in New Orleans. :

' By early morning an October 18th the DoD tactxcal' assets and nntml NEST

e

search and support c]emcnts had arrived and qtabhshed thcn' sta

Jt:

NEST/EOD/FEMA elements established command posts and staging areas in
an unused industrial complex across the Intercostal Waterway from the NAS.

The FBI Joint Operations Center was set up in the same in8ustrial complex.

By mid-day the airlift of NEST personnel and eqmpmcm was complete but the
movements from the home facilities were attracting media attention.

Information developed by the continuing FBI investigation was used for .
planm'ng and programmmg a number of search areas. NEST initiated the first
. search in the FAA nquc abatement area ncar the New Orleans International

Airport.

By late afternoon of October 18, a fnariu'mc get was located (anchored at
Lake Michoud) and put under suncmanc&m

. WM - FINAL DRAFT
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” element of surprise, The terrorists at

Additiona! informatia
attention early on the 19th to a small flying service on an airstrip off Magazin

Road in the Belle Chasse area. NEST;@WMW
- got & "hit” during a drive-by. The FBI established surveillance on the flying

service that was supplemented by NEST radiation monitoring of the road
nearby. planning for an emergency assault based on the -
observed activities. . “ '

At about noon, three men were seen leaving the flying service with a small bu
heavy bag which they loaded into a closed van parked nearby. The NEST .
monitors were activated as the van left the area and'the FBI initiated mobile
surveillance. The van was observed entering a property at 797 Walker Road,
! owned by the same individual who owned the house assaulted by th i o

the 17th.

By mid-afternoon of the 19th mq’ﬁad determi were
people left at the flying service éparture of the van. The EOD ha
initiated access to the buildings. An Improvised Nuclear Device (IND) was
found with information indicating it was armed and set to detonate at 1200 &
the 20th. DOE/EOD technical working point activities were initiated to
diagnose the device and develop a render-safe plan. - :

Authority to execute the s obtained from Washington

during the morning of the 20th. The Plan was successfully carried out befon
the deadline without the release of-any radioactivity. Reentry at the site to
verify safety and initiate the FBI forcns:c actmty was to be undcrtakcn
immediately.

Surveillance was maintained at the Walker Road site and plans were made
assault that site and the maritime target simultaneously to maintain the
e two locations were in contact and
known to be uncertain about the cause of the apparent faflure of the device

armed at the flying service.

UCNI - FINAL DRAFT
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VL MAJOR ISSUES '
‘,Introducucn Dmmgandfoﬂowmgtbee:cmscununnumbcrafcommmu,

- Exercise managers. 3 I
| : evant ol malateuecuon. (SeeAppcnan). 'I‘hjuecucm(VI.
Majorlssucs)nmmanwthoscmswmdcredmhavethcmmtngniﬁcanccmd

the highest pnonty for follow-up action. The réader who n'nght have interest in
more detail or in specific issues and problems not addressed in this section will find

“  abroad array of participant comme.nts.ry in Appendix L
- A. Policies and Procedures
1 Intcragcncy Policy
o Imcragency Agrccmcnts “

. Problem: 'ntrc-mtcragcncy MOUs, directives, agreements, and
planning/implementing documents for a coordinated federal response to

\ a domestic nuclear terrorism incident were fragmcnted, incomplete, or -

non-existent. Specifically: -

- The FBI/DOE/DoD MOU ha.s an o]dcr, approved vcmdn and 2
newer draft version, not'yet approved. There was some confusion
as to which version pertamed. More to the point, neither version
recognizes the eommumg rolc of FEMA n t.hc likely oonsequent

- Outside of DOE, there was no policy documentation to guide the
transition from & NEST event to a consequence management and
recovery event. By prior planner agreement, the EPA ( the
probablc LFA in 2 consequence management phase) did not
participate because the Exercise was to terminate before then.

However, evaluation of the transition was a major objective and the

LFA necessarily has a decisive role. Among those agreements that
do exist, the FRERP is inadequate in incorporating roles and
- responsibilities where nuclear terrorism is the initiating event. -

- For lack of specific gmd&noc, suppox;nng\rolcs in the planning for

public safety were uncertain, with several agcncxcs falling back to
their responsibilities in other fcdera] missions. The DoD expected

AMIJY- FINAL DRAFT
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a JHEC to be operstive, based on ARG experience, including some
DoD responsibility for effects prediction, while elements of DOE
and FEMA were planning an emerging FRMAC. In fact, the sole
.responsx‘bﬂ:tyforprcdxcbonatthxs:tagchumthtthEST _
Containment and Effects (C&E) Team through the Science
Commander (SCIC)mdtheEnerg ScmorOﬁc:al(ESO)

- Although, by design, the state and local authorities were

represented in a limited way in the Exercise in order to interact
“with the major federal agencies, there were no uniform plans or

procedures to govern éither the public health or law enforcement
interfaces. State and local entities have significant and independen
responsibilities for the populace in & major crisis and must operate
with adequate knowledge. This requirement was not properly

+ accommodated even within the acknowledged limitations of the

" Exercise. By the same token, the probable impact of public
knowledge on federal operations was not adequately reflected.

- Although- Washmgtonllwel‘ activity was only simulated, the specter
. of independent and conflicting reports going up-channel from the
field elements was real. Clear and coordmated channels to the

highest level were not recognized.

Recommendations: MICA DIG was intended to fllustrate and to

- develop these interagency issues at the Headquarters level in
Washington, with the further intent of reaching resolution prior to
MIRAGE GOLD. When this became impossible for whatever reasor
the planners agreed to nmulatc all Washington action so as to reduce
the impact of uncertainties in policy on the field operations. To be
prepared for future exercises or real mmdcnts, some specific actions ¢

NECESSAry:

(1) An immediate and intensive interagency effort between the major
participants at both the Headquarters and field levels is needed t
establish roles and responsibilities and to systematize and docum
the federal policy for nuclear terrorismm. -

Wl - FINAL DRAFT

2R



WA - FINAL DRAFT

2 Lnng'termmunmtyn;mt&agcbcypohqcéordmammmtbe

stabhshedtonﬂowﬁrchangmgth:uts,tacba,andmhndogy

3) Umformpohcygmdancemmtbcdcvclopedwdeﬁneandambh:h
mterfammthmtcmdlocalgmmmcnm

(4) Simplified operational command and control channc]s to the thhm
Jevels in thc federal govcmmcnt mun be defined. -

Problem: Some observations from the exercise series indicate that
existing interagency agreements were not adequately supplemented by
more detailed implementing procedures, were not well understood, or
that operational problems arose that were not currently covered by -
approved procedures. Examples of the first two cases are documented
clsewhere in this report. The latter case speczﬁcaﬂy includes the

following:

- Although not intended by l.hc planncrt tobea consideraﬁon i
MIRAGE GOLD, the question arose regarding possible relocation
of the JOC, CPs, TOC and MSA for safe scparation from one of
the Working Points. This would be & critical decision, as sucha .
mcvewouldbed:sruptmmannrgentmnm : :

- For key operations requiring Washmgton-lcvcl approval,
standardized interagency reporting and request formats were not
available, or gcncrated, that addressed thc appropnate issues and

* the available opuons.

Reeommendahon Thc appropnate NEST worhng group, Plans and
Opcranons (P&O), should develop initial plans and procedures on
these issues for further mtcragcncy coordination and approval.

. Joint Field Opcrahons

Problem: The JOC, as sketched out in existing procedures, wes never
xmplcmcntcd by the FBI as lead agency. Inadequate coordination as 8
joint center significantly mﬂucnccd player decisions and conduct in -

specific areas:

- The JIC was not aIlowed to funchon realistically in response to
simulated public affairs activity. The simulated media were shut out
in a mode contrary to all experjence in real world disasters,
particularly in hght of state and local rcsponsibﬂmu. '

S . FINAL DRAFT
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- 'IhclICdemtﬁmcbonuthcmtemgcncymtcmgcnce interface.
, the Exercise intelligence information that was

:vaﬂablcwnoteasﬂymhangsdbctwmagcnmuorm '
Nomtreqmrcmcnuwcrcdcvcbpednrmshdwthc

simulated intelligence community.

Recommendations: As noted under interagency agreements, there are
anmnberofpohcy:ssuutobcmo}ved. Until that is done, joint
operations will not be effective and can not be evaluated until ..
m:plcmcntmg procedures have been approved by all concerned and -
substantial joint training undertaken—including drills and CPXs at all
levels. The mtcragency group charged with mamtammg long-term

policy continuity must also provide the continuing oversight of trammg
and evaluation. : i

2. DOE Policy

Problem - HQs/NV/Lab/Contractor Interactions: Both the no-notice -

EDRE and MIRAGE GOLD Exercise illuminated some internal DOE

policy and command and control issues to be clarified or rcsolved jointly

within the NEST community. "Specifically these include: |

. Rcsponsc times during the alert and notification phase were slowed by
existing requirements for some oommummtmns to proceed in scnc.s,
rather than in paraJ]cl. ‘

- chmrcmcnts for and ﬁcquency of no-notice callouts and EDRES are -
not clearly documented to address the needs of the community.

WS . FINAL DRAFT
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hmmmmwmmmmmdw}y.
Deunonsmdclayadbyﬂwumcrequmedmwmformmmﬂm

- 'I‘hccondmansfor,andlcveld.FRMACdcploymcntmmcmual
stages of a NEST incident are not clearly defined or documented.
" = Neither the transfer of FRMAC command and control from a NEST -
planning operatian to a post-disablement cansequence management
operation nor the post-disablement physical areas of responsibi]ny of
tthESTTOCnndFRMAmecIlmdcmood. ‘

- 'Inspltcofprmcuseﬁomwmolvetbcnarmmdnmuof ‘
responsibility, ARAC is still producing effects predictions during the
pre-disablement phasc in conflict with those uf the rcspon.n'bl: C&E
field team. - .

- Once agam the appropnaté dec:sxon-mahng level fm' technical :
problems was questioned. Technical activities currently requiring ESO
or higher authority approval could be knawlcdgcab]y approved at the
joint Science/EOD Commander level.

Recommendations: .Improvements in the sequence of alert and activation
times and in initial information flow require a critical review of the existing
procedures throughout the community and further drills.” DOE/NV and the
NAB should review and clarify the entire NEST/FRMAC relationship for
nuclear terrorism incidents and reexamine the key decision list.

B. Deployment

Problem: The No-Notice Emergency Deployment Readiness Evaluation
(EDRE) portion of MILE SHAKEDOWN defined inadequacies within the
activation, notification, transportanon, and deployment elements of NEST.
These issues were identified prior to and separately from full field Exercise
MIRAGE GOLD. Itis important to address these deployment problems at
this time, because pre-staging and pre-posmomng of personnel and equipment
took place dunng MIRAGE GOLD in an eﬂ'ort to reduce complexity and

" funding requirements.

It is the consensus of the evaluators of the various NESI‘ components that the
fol]omng deployment issues listed below should be addressed as community-
wide issues which need improvement.

WS - FINAL DRAFT
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4. EvﬂuawtbeeﬂccunpmNESTmthccvaOTmmpmucmwd
' or not granted to DOE. -
| 5. Determine commercial aircraft resources. -

6. Conduct Air Mobility Command (AMC) training (Equipment Preparatian
and Hazardous Cargo) and designate key deployment personnel to attend.

C. Technical ‘ " - .
1. Overview of Common Technical Problems

-~

* Access, Diagnostics, Disablement, Containment and Effects, Reentry, and
Forensic technical functions conducted at the primary Improvised Nuclear
Device (IND) i)y during N'E.S'l‘ full field
Exercise MIRAGE GOLD were not fully achieved by methods and

_procedures that would ensure adequate, accurate, or valid incapacitation of
tthNDmthnoormmxmalrad:oacuvedzspersa]. Evaluation of the -
pnma:y root causes of the identified problems within the NEST technical —
mission indicated a series of common, interrelated events, activitics, and

-errors. This section addresses these common problems. Following the
identification of the common problems, further analyses follcrw in which the
mdmdual NEST technical areas are addressed. 4

" Problem: In summary, the modes of information collection and cn'tica]
decision-making did not create a high confidence level for complete mission
success. Information flow at the Working Point (WP) was not efficient or
free-flowing. Technical teams at the Working Point and Forward Staging
Arca (FSA) operated in closed cells as a result of the information flow |
process. The primary root causes that generated these conclusions nnd
which were common throughout the NEST technical areas are:

)ﬁ- Pporcommandpndoonn‘ol S L o
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- Inadequate Information and Intelligence Flow from the Joint
: Operations Center (JOC), Interagency Intelligence Cell (TIC),
Operations and Support Cell(OSC), Senior Command Cell (SCC), and
the overall NEST Field Operations a.nd Managcmcnt Structure.’ ‘

Inadcquatc funding, planning, and training by means of focused drills
and exercises for FBL DOD/EOD DOE, and Nahonal Laboratories
' pcrsonncl :
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- Ovcnﬂ,meﬂ'ccnvctechmcalmpomcuamnhofunrcahsncwcnm
and timelines, artificialities, notionalizations, and simulations which were
created to meet complex mt;ragcncy objectives

- Failure to establish rotating work shifts and inability to track on and off
duty personnel

- Incomplete and incompatible safety cqmﬁpmcnt, operating plans and
proccdmes

" Ineﬁﬁc:entacqmsmonanddrsuﬂauuonofmtwalINDdatatoNEST

technical field and management personnel

- Inadequatc undcrstandmg and performance of mtcragenr.y interface .
and JOC formation

- Insbility to detonate disablement explosive charga on the New Orlcans

(Belle Chase) Naval Air Statlon. -

Recommendations: Thc lessons learned and problems identified during the
MILE SHAKEDOWN, pemcularly MIRAGE GOLD, should be:

o Further refined, evaluated, and resolved by way of solutions derived .~
primarily through the NEST Advisory Board (NAB) and the -
appropnatcNESTWorhngGroups. _

b. Interface and coordination between Working Groups will be necessary
to focus on the resolution of problems and the assignment of action ..
items due to the common, interrelated inadequacies dealing with
command and control, information flow, intelligence analysis and
distribution, and interagency interface functions and performance. -

c. An agenda, action jtems, personnel, and due dates should be develope:
by each Working Group that addresses the resolution of MILE
SHAKEDOWN problems.

d. Root causes of some of the common problems originate from a lack o
understanding and inefficient conduct of operations within the Joint
Operations Center (JOC), Interagency Intelligence Cell (IIC),
Operations Support Cell (OSC), and Senior Command Cell (SCC).
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e. These findings highly influence the effectiveness and timeliness of basic
policy decisions and critical decision-making in a NEST operation.

'~ Additional efforts are recommended to design highly specialized -
tammgdrﬁ]sthataﬂcwprachccuhkiﬂundreachmoluﬂmof

specific problems,

£ A dedicated training site is required to conduct thcse,d;riﬂs and :
exercises which would permit utilization of disablement explosives,
radioactive sources, rachography, and other hazardous materials
operations. -

g These activities wﬂl prowdc the technical c.xposurc to generate useful
Standard Operating Procedures (SOPs), supply training to NEST
personnel, and meintain proficiency. Review of the MILE
SHAKEDOWN Final chort by the NAB and NEST Working Gmups
will be necessary to assign action items to the appropriate Working
Groups. ‘

Search

ThcscarchphasenfMIRAGEGOLDwas,bydmgn,hmﬂedmmpe,
both in the number of teams deployed and in the time allotted for
scarching in the overall Exercisg timeline. The primary objective was to
evaluate the interfaces between search and other Exercise elements, such as
the DOE CP and the FBI, rather than the technology and readiness of the
teams. By prior agreement among the planners, Jocal law enforcement
support was limited, although normal procedun: would have prmded for
more Jocals.

8. Interfaces
Problem:
= The escorting FBI agents assisting the scarch were not aware of the -

scarch techniques or the safety and security requirements. Because
of the Exercise constraints, the majority of them were not familiar

© " "with the Jocal area. 'I'herc were also substantial delays in obtaining
€SCorts. . .

- The DOE search organization did not coord:nafc surveillance and

safety requirements adcquatcly with the FBI beforc entcrmg
potentially hostile environments.

Wl FINAL DRAFT
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1. Intelligence
a8. Intelligence Flow

*

Problem: Intelligence data regarding the IND and other techriical data
were not effectively transferred among the major federal agencies.
Hence, it was not avaﬂablctouscrpuupsvmhmtbcscagenm There
are several key reasons for this failure. : -

'I'be Joint Operations Center (JOC) was not propcrly implemented
for MIRAGE GOLD. Of its four key components, only the Senior

"Command Cell (SCC) was functional. The Operations and Support

Cell (OSC) end the Interagency Intelligence Cell (TIC) were not set
up. The Jaint Information Center (JIC) was nominally

implemented, but the Ceriter was pooily-executed, ie, it was too -~ -
- small to accommodate Public Affairs Officers (PAOs) from FEMA,

DoD, DOE and FBL Office equipment, such as phones, fax
machmu,TVmomtors,ctc.,weretoofcwmnumbcrtomppona
real emergency. The JIC played a role so small that media actors

' wcrcnotawarethatztcvenmswdunﬁlthcﬁfthdayofbﬂRAGE

GOLD. Hence, there was no conduit for media interaction. The
scenario became mcamnglcss, jrrelevant nnd unrealistic for FEM.A,

" state and local participants.

Since the TIC was not implemented, thcrc was no forum for
intelligence representatives from each agency to present problems,
trade data, and develop priorities for the technical resolution of
these problems. The results were apparent in key functional areas,
e.g., tactical intelligence was never provided to appropriate
members of the Device Asscssmcnt and D:sablcmcnt 'l‘camx.

It appears that the FBI was narrowly focussed on the forcns:c
aspects of technical intelligence, Le., learning what was necessary to
identify and capture the terrorists, not how the device was
constructed or configured. The latter is, of course, key to DoD and
DOE efiorts to diagnose the device, predict its effects, disable it,
etc. There were, for example, diagrams of the device firing systcm
in an area searched by the FBL They were either missed or not
recognized &s important to other elements of NEST. The data
missed were critical to the Disablement Team; the lack thereof
could have meant the difference between success or fai]ure in the

4% - FINAL DRAFT
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Absent an IIC, or an effective JOC, there was little opportunity f
mmgcncyduman,hulcprcssm:mdcvelopandduscmmte
critical intelligence. Other agencies complained that the Bureau
pmcntcdnomtclhgcnccbncﬁngsmrmalmwmgcn& thcyhnd
gathered.

Thcﬁnalngmﬁmntbamtoeﬁectwuharmgofmncal :
intelligence was the security procedures for protecting classified
materials. These procedures unnecessarily hampered mtcmgem
cooperation and the flow of vital information. There is no

. established equivalency of security classification levels or persom

clearances among the major participants. Hence, each agency h
its own procedures and cultural climate for safeguarding classifi
and sensitive information. Other agencies, especially FEMA, w
prevented from obtaining critical information concerning the se
diagnostics and disablement of the IND, as well as the evidence

- uncovered in the criminal investigation of the incident.

Recommendation: In order to solve & problem with the potentiall
catastrophic consequences of & nuclear detonation, agencies must
ma]iuthatanmajorNESTagcndanccdamto critical inform

(1) They must develop pmcedum; to reduce or ehmmatc institut]
barne.rs aﬁcc’ang the flow of information.

(2) An cqmva]ency chart that correlates security classification lev
clearances from one agency to another must be developed to
facilitate the appropriate information transfer.

(3) The JOC and its critical subelements, the JIC and JIC, must

operational so that intelligence data can flow frecly among 1
DOE, FBl, DoD, and FEMA. Conscqucncc management ¢
properly implemented only if FEMA is fully aware of the
developing situation ﬂom the vc:y beginning.
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3. Informstion Transfer =

Problem: NEST personne! at all leveks of the organization cited the
problem of information transfer, Le., obtaining accurate, timely information
regarding the developing situation. The NEST mission, responsibilities, and
number of deployed personnel have grown dramatically. Information N
transfer, however, has not been appropriately stressed, available tools have
not been used to maximum advantage. :

Recommendation: NEST can funcnon effectively cmly if its mcmbcrt are
fully informed of ongomg dcvclopmcnts. ‘

a. In Key Leader Training the nwesnty of regular briefings and situation
updates must be stressed. Oral briefings should be personally delivered
bymanager:,onarcgula.rbnm . .

b. Status boards and written ntuanon rcpom should be updatcd and
distributed on a regular basis, e.g., every four hours. These are
especially important when radio and telephone communication are still
being set up. IINNFOandotherclcctmmcmdsmaynotbeupm
speed. During.power outages or at outlying locations (the FSA, the
WP) these may be the on]y sources of current mformanon.

.~ A coordinated plan should be dcvc]oped to mtegratc. most of the vndeo
" and map-related inputs into the “video wall” so there is a unique
Jocation where CP and TOC personnel can quickly grasp a current
picture of the entire operation. News flashes and IINNFO net situation

reports should also be d:splayed.
E. Training Quahﬁcanom
. 1. Training

Problem: The MILE SHAKEDOWN exercise series was designed to be
the culmination of training of policy makers, technical/scientific personnel, -
command and control managers, and support staff from the various -
agencies who provide resources to the NEST and from the agcnmcs that

support and otherwise participate in that program.

- MICA DIG, the first of the four part sen‘cs of exercises of MILE .
SHAKEDOWN, was a moderated and scripted seminar with high level
participants invited from the Washington, D.C, area. In the exccution
of this exercise, several of the invitees delegated their roles in the panel
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topmomorfbwernnkmdpramblynﬂeuermthmtymﬂn
policy decision area of operations. Training and otientation of the
playcrswasreqmreddmmgtbcwmuufthnmrmc,wmnhnnmﬂr
pmposeort‘nncxcmse. , -

The Emcrgency Dcp]oymcn: Readiness Excrc:sc (EDRE) was a

- Department of Energy no-notice call-out of the various technical,

scientific, and logistical resources of NEST from the various sites from

which these resources are staged. The call-out was intended to test

alert capabilities, the staging of equipment, and the assembly of
personnel without actual transportation beyond the various assembly

~ areas. In several of the administrative EDREs personne! demonstrated

a need for additional exposure to the call-out proocdurcs and training

in their respective rcsponsibilmu. -

MILD OCOVER was an m:eragcncy, communications exercise in which
all of the primary federal agcncws pamcxpawd. Even though there
were some personne] from various agencies who had not been
previously exposed to a deployed NEST c.nuronment, the pemnnel
were technical personnel who did not require training in the various
tasks to which they were assigned. Some of the problems jdentified in
MILD COVER were:

The communications amngemcnts and mstallanons in MILD COVER
were utilized during this Exercise and left in place for the MIRAGE

GOLD Exercise. This process introduced a level of lessened reslity for
© these personnel. Even though this decision facilitated the
communications installation in the full-field Exercise, it did not provide
the exposure of communications personnel to the stress of a crisis and
the demands of an'mng crisis management personncl for
communications services.

The installation of the IINNFO system was a time consuming process,
which may be attributable to the fact that it was a new sys;cm and was
‘unfamiiliar to some of the tcchmcal personne] tasked with its
installation.

Bccausc five years had elapsed since the last major, interagency .
exercise involving NEST, several of the personnel at all player levels
had not previously cxpcnenccd this type of an event. This deficiency
was more obvious in the command, control, and management ranks of
- some of the agencies than in the technical and scientific personnel.
Technical and scientific personnel have more stability in their various

I - FINAL DRAFT
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umdthusmorecxposmmtthEsrenmonmcnt. Thc
tmmmgofpcrsonncldmmgancxcrasemthcpropcrwnductofthcn'
mgncdduhesiscountcxproducﬁvetoboththcmmmgprooessnnd -
thcmamgemcntofthentuanon. _ -

'chcraln'ammgmonswcreconductedpnormMRAGEGOIDin

the operation of the IINNFO, A cadre of trained personnel was thus
gvailable t6 utilize that system; however, training of personnel in both
the controller and player ranks in IINNFO operations was necessary
during the exercise which detracted from t.he play of the Exercise and
the performance of certain personnel,

Recommendaﬂonr - .

2. A msjor interagency, CONUS NEST field exercise should be conducted

once every three years, as prescribed by DOE Order. ‘Thcncnmch
exercise is to be scheduled for 1997.

. A series of interagency or agency-specific drills should be performed on

an annual basis in specialized areas that would prepare personnelforl
NEST deployment. These could incorporate classes, scmmars, limited

. deployments, tabletops, etc.

Mo new opcratona! support systems should be deploycd during the
next major exercise, unless and until pcrsonnel have been propcrly
tramcd in their use. .

NE.S'I‘ policy orientation sessions of top-level personnc], who will be

“advisors to the deployed NEST, must occur frequently so that an

elevation of decision making does not require orientation and training
of cxecuﬁvc personnel during an actual nuclear crisis.

The DOE and DOE contractor commumty should conduct an am:ual
EDRE call-out to assure an adequatc level of readiness. -

Each agcncy and contractor should conduct orientation and sufficient
training in skill areas required of its personne] in a NEST dcploymcﬁt
so that time will not be required during a dcployment to train the
uninformed.
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1. Simlation/realism |
Problem: ‘The MILE SHAKEDOWN Exercise series was planned in four

scgmcntstopcrmtspema]nedarwmpmgmmsto)dcnufypmb}cmmd -
recufythcmpnortothcstartofthcmajor&crmscCMIRAGEGOID).

This design, in and ofxtsclf,pmdedpamupantswﬂhwveml
opportunities to face issues prior to their parhapanonmLﬂRAGE .
GOIDand,mtum,dcm:tcdﬁ'omthcr:ahtyofhandlmgthcmam
rcaltxmcmthoutprmcw

. The planning of an exercise must be stmctured to meet the objccmres

of the exercise. MIRAGE GOLD and the three smaller exercises of

the scncs each had stated objectives. In addition, the various agencies
had agcncy-spccxﬁc objectives that impacted on the development of the
series. The major Exercise, MIRAGE GOLD, had a complex set of
objectives wluch mcluded sunu]taneous tamcal cvcnts fo i

c set of objccuvu for the Excrc:se scrics were too complcx

"andmsomccascsnot measureable,

'I'hc exercise series, due to fiscal oonstraints, was designed to be

confined to a limited number of days. The complexity of the potential
player activity, the fiscal/time constraints; the perceived need to include
all elements of NEST in play to some extent, necessitated simulation,
limited activity of some groups, and requircd notionalization of some
activities in the planning and execution of thc Exercise. 3
The infrequency in the staging of major, multiagency NEST exercises
necessitated loading (and perhaps overloading).the event with as many
opportunities for various player activity as possible. The act of Joading
an exercise with player opportunities to be played out in & limited time
period in and of jtself introduces unrealism in that the “terrorist
wouldn’t give us unlimited time" to execute our many tasks and
demonstrate our varjous skills.

Specifically in MIRAGE GOID, certain activitics were not
incorporated or were limited in their activity merely because those
activities, if fully exercised, would have incorporated significant -
additional expense, would have exercised clements that already were

- frequently exercised, or would have forced the incorporated activities to

perform in shorter time pcnods, thus imposing more unrealism than
was desired. : :
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ThchﬂlESHAKEDOWNEnmscummadﬁcuhnndexpemvcendcqvm
which involved over eight hundred people from many different agencies of Jocal,
parish, state, and federal government agencies. Often in tracking the exceptions in
an event like this, we fail to take the time to recognize the many things that went
right in the various activities. Recognition is due the planners of this series of -
exercises, who spent many months melding the requirements of their respective
agencies within the limitations imposed by fiscal constraints, to develop exercises
that incorporated many facets of a simulated terrorist plot with multiple nuclear
weapons. Among the many recognitions due, as a result of this exercise series, are:

-~ Four major agcncié of the federal government melded their respective
resources into developing & solution for 8 major criminal threat to a United
States population center that had potcntia] catastrophic consequences.

- State-and local government, though acting mamly in an advisory and
observational role in MIRAGE GOLD, provided important insights into the
interactions that would take plaec bcman all levels of govcmment in an event

of this type. -

-  Many dcdicatcd individuals and proups of tactica], investigative, technical,
scientific, management, and service people came togetherin a ma_}or '
deployment, demonstrated & high level of sincerity and dedication in
performing their distinct responsibilities, and did so in an eavironment that was
unfamiliar and pcrhaps even uncomfortable to many

- The smaller-scale exercises of the series prov:dcd efﬁmcnt and onntm]]ablc

experiences for defining the activities, trmmng needs, logistical reqmrcmcnts,
and liaison relationships that would exist in the full scale exercise.

- The logistical support to MIRAGE GOLD consisted of months of cleaning out
abandoned bm']dings, resolving indernnification problcms, reha'bilitating
structures, arranging numerous sites for a wide variety of actmucs, identifying
housing for hundreds of people, and providing numerous services to the many

. Players during the Exercise. It was done well and all the participants
appreciate the dedication of the people who provided it.

- The executives in the various federal departments who madc available the fiscal

are to be complimented for their rccogmtmn that the consequences for not
‘bcmg prepared for an event of criminal misuse of nuclear material or wcapons
in the United States are too great to ignore or minimize.

/ and other resources to bring about this opponumty to test our preparedness
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Paticnce, perseverance, and continued dedication are expected from all of the .
Players, Controllers, exercise managers, staff people, home teams, and executives
yvhocxpcncncedmmcaspcctofMILESHAKEDOWNandknowfromtbm
experience that th:rcuworktobcdone, there are policies to be modified or

formulated, there is rescarch and development required to enhance success, there
nrepeoplctotram,thcrearchmsonstobuﬂd,andthcrenn'ustmbtﬁldmthc

interagency relationships. The mhzens of our counu'y expect the besi fmm all of
us. Thanks. :
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Appendh L Crltiqnu, Enlutiou, l.nd Recommmdnﬂul

This appendix contains an ec‘hted oo]]ecbcm of mt:ques, eva]uanons and
recommendations from a large number of MIRAGE GOLD pa.rhc.lpants. Thc
contributors were Players, Controllers, and Observers. Hundreds of written
comments were received; a]lwcrcrmcwedbytheeommmce asngncdtopn:parc
this after action report. Some were not included in the compilation for very -
straightforward reasons: they were trivial, impossible to read (ha.ndwnttcn or badly

. composed), dcarlyemncous,oranwcdtoolatcformdm

Those included suffered various degrees of editorial revision. Somc are ncarly _
verbatim, with minor changes in punctuation or spcﬂmg. Ina ﬁ:w Cases ACTONymS

~were spelled out for the reader.

Some comments were very long and wordy. Efforts were made to summarize the
text and to reduce the statement to a Problem/Recommendation format for the
convenience of the committee and readers who may wish to sample the "flavor” of
the comments received. It should be noted that the committee has adopted a
critique by exception. That is, we have focussed on the negitive aspects of the
Exercise and the specific solutions each author suggested to improve the problem -

There were many strong, pdm‘ﬁve comments rcgérd:‘ng MIRAGE GOLD e:xprmd
by the perticipants. These have not been ignored by the Committee. However, we

fee] that optimum performance of NEST depends upon carefully scrutinizing the
_ problems we encountered and developing methods to prevent their recurrence.

The committee strove to preserve the viewpoint of the comments expressed by
each writer. No attempt was made to improve the accuracy of the writer’s
observations, to express them in ‘pohucally correct” verbiage, to soften the tone of
the writers editorial comments, or to review the credentials of the author(s). They
are included here as a sample of the commentary from participants, without
attribution, to avoid embarrassing the authors. Participants were asked to be
honest and candid. They were. The committee, and NEST, will benefit from their
candor because the problems and recommendations they reveal are the key to -
improving the performance of NEST. Readers who feel that the comments
submitted are erroneous, myopic or just plain unfair have no quarre! with the
committee members who compiled them, but Wlth the authors who wrote them.
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Recommendation: Realistic search sites should be provided for
extended, non-specific lengths of time. Exercise planners should secure
insurance which includes multiple, non-spcaﬁc search sites whose
. owners would bc automancany covcred once they have been selected.

Problem: 'IhemabﬂnytousehxghexplosxmandSpeaa]Nuclear
Material (SNM) in the Exercise created aruﬁcml problems and
canftmon for technical pammpants. i

Rmmmcndanon. Reconsider the Nevada Test Site (NTS) or the
" Idaho National Engineering Laboratory (INEL) as exercise Jocations.

Indemnification:

Problem: In MIRAGE GOLD the owners of the property where the
Exercise was to be staged imposed stringent "hold harmless”
requirements on the logistics planners late in the planning cycle. The
DOE, FBI, and DoD would not assume the responsibility for such

. indemnification and ultimately EG&G/EM, a DOE contractor, was
provided sufficient funds to purchase insurance to cover the cxcrmc
activity at the MIRAGE GOLD site.

Rccommendauon. In future exercise plannmg. the problems of
insurance and indemnification for private property owners must be
resolved early in the planning as & part of the site sclection process.

Agency commitment:

Problem: Consequence Management was not sufficiently exercised
during Exercise MIRAGE GOLD. In normal instances, consequence
management planning must be led by the state. Tle state "owns” the
plans and must resource any needs to the fullest extent of their
"capability. Unmet needs can be resourced from federal agencies when
conditions warrant and appropriate authorities are in place.

Only FEMA (HQ and Region) and the DoD (led by the DSR) at the
federal level possess sufficient information to address worst case
scenarios. This planning basically consists of identifying and prioritizing
potentially needed equipment and skills across the Emergency Support
Functions (ESFs). These assessed planning needs may not fit with state |
needs, nor are these needs compared to available assets provided by
the state. Requirements and resources cannot be rationalized wlthout
active state emergency planning.
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Recommendation: The need for a federal IND Exercise with peimary
focus on consequence management and public affairs was first
identified in MICA DIG in December 1993, Exercise MIRAGE
GOLD was not seen by the participating agencies as the proper
Exercise for consequence management and public affairs issues. -
However, MIRAGE GOLD did emphasize the requirement for such an

. Exercise. The next major IND exercise should focus on the

conscquence management and public affairs arenes. 'FEMA, DOE, FBI
and DoD must jointly develop policies and procedures for the early,
development of consequence management for an IND incident.

Problem: During MIRAGE GOLD there were significant interagency
operational problems, at both the highest levels and the wrking levcls.

Recommendation: To sort out roles and missions and procedures there
needs to be greater interagency interaction at both the policy and .
working levels. The NAB and the NEST working groups must dedicate
serious effort to the resolution of interagency problems. We need to sit
with the FBI and the DoD and frankly discuss some of the mtcmcnons,
the shdrtcommgs, and the proposed fixes. We then need to incorporate
those changu into policy documents and make them bmdmg dmmg our
next joint deployment.

Problem: We (‘DOE) are stifl troublcd by the many voices of the DaD,
which are not always in agreement. .

Recommendation: Don’t start a planmng cycle unlcss roles and
missions are defined for all.

Problem: EPA played only nonona]]y during the Exermse.

Rccommendanon. Since the EPA would probably be the Lead Federal .

Agency (LFA) during the conscquence phase, they should play a major
role during future Etercxscs lhat include a conse-quencc managcmcnt
phase.

Problem: FEMA, as well as state and local agencies, were kept away
from detailed, technical knowledge of Exercise developments for
security reasons. Hence, consequence management p]anmng was
distorted and dowmgmdcd.

Recommendation: Al planners should have the same c]carances and
need to know. FEMA must apply for DOE "Q" clearances for their

*mm.nnm
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’key persomnel. Red-badging FEMA Controllers, segregating thcmm a

“joint agency” environment, and not treating them as coequals is ‘
counterproductive, not only during an exercise, but in the integration of
that agency into real world applications of their expertise.

Problem: No multiagency financial plan was developed during the
pla.nmng stage in that cach agency assessed the financial commitments
it was undertaking by the decisions made at the various steering group
mectings. A significant portion of the expenditure for Jogistics and site
preparation for the' dcplcymcnt was underwritten by the Department of

Energy.

Recommendation:

1. A financial assessment of the common costs of an exercise should
bcdctcrmmeda‘tthcoutsctofthcplanmngpmccssandmal]
participating agency financial plan or budget should bc dcchOpcd
ahorﬂy aﬂer the objcctm: are adopted.

2 Al parhc:patmg agencies should agree to & more eqmtable share of
the non-agency specific costs of site preparation, insurance
coverage, and various common logistical costs.

'Problem: The Washington D.C. \;Iorhng Group of the planning group

had made plans for active Washington, D.C. (WDC) play. MICA DIG
was intended to be a precursor and staging platform for such active -

-play on the part of headquarters personnel from the various agencies.

Upon execution of MICA DIG, policy decision makers for the most
part, delegated their roles in that Exercise to subordinates. Within two
months of the execution of MIRAGE GOLD it was finally decided by
the various headquarters clements of the pnncrpal p]aymg agencies that
there would be no acuw: WDC play.

Rccommcndanon "High-level commjtmcnt from each agency head.
should be obtained by the planning group early in the planning process
for active play by WDC HQ in the major Exercise. A level of
commitment should be obtained early in the process so &s to preclude
unnecessary, expensive, and disorienting reshuffling of the plans late in
the planning process.

Problem: Because state and local aulhontucs have direct responsibility

for the health and safety of the local population, but do pot operate
under the control of the FBI, they can and will take action
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Pmblcm The inma] bncﬁng. apcc:ally for the ica:ch tcams, was
somewhat sparse. o

Recommendation: More background mformat:on shou]d be pmdcd |
to Players to make the intelligence database reahsuc. ‘ .

Problem: Dunng the planning for MIRAGE GOLD several problcms
oecum:d which should be avoxded in plannmg future exercises.

Recommendation:

1. Al Player groups and their activity should be written into the
wenanoandnmgle,mastermnanoshou]dbedmenbym
integrated group of Controllers.

2, Al agencies and other organmtlonal entities that expect to field
. Player groups in a NEST exercise must part:clpate as eqnal
partners in the planning and scenario writing process and in the
control process so that responsibilities and expectations of each
P]aycrenuqrwiﬂbe known and mnbefol]awedbyaﬂothcr

Problem: The Exercise scenario was unrealistic: a real world situation
would have mandated early FEMA, state and Jocal involvement.
Ciritical life-saving information was not distributed.
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Recommendation: Tbemmubouldh:vebeenreehmanywnnen,i.e.,

toanﬁc:pateP'EhiA,mmnndloeaJememencyrespome:m A
tabletop exercise may reduce communication gaps between FEMA and

other fedeml agencies. -

Problem: The breadth and complexity of MIRAGE GOLD presented
issues and decisions which should have been made to real Players at the
Washington Headquarters of the participating agencies. These issues
and decisions would have provided excellent training for real eommand
and contro] Headquarters personnel. © -

- Recommendation: Exercises of this magm'tude and expense should -

involve the Washington Headquarters of all participating agencies.

Problem: By design, DOE Headquariers was simulated in the Exercise
(as were other Washington entities). With the admitted limitations of a
small simulation cell, the reflection of Washington-level actions to the
Players was inadequate for realism. Add:tmml]y there was Do training
benefit to Headquarters personnel.

Recommendation: Future major ficld Exercises should include full
participation by DOE Headquarters.

Problem: Information relating to law enforcement and intelligence was
inadequate in the Exercise scenario. This part of the play lacked
realism, so morale suffered. Hence, we still do not know how the
mtemgence, assessment, and law enforcement operations would be
conducted in a real incident.

Recommendation: The scenario needs considerably greater depth for
intelligence, assessment, and law enforcement. We need this to develop

appropriate response procedures and to interface with NEST clements
addressing this phase of an incident. .
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k. Evaluation:
Problem: 'Iheremstsnoeﬁ'cchvcmechanmforcoﬂccﬁngand o
utitizing the results of post-exercise evaluation meetings held at vanous
Recommendation: We must, in the future, ensure that post-exercise

meetings throughout the NEST community are covered by evaluators or
that information from them gets to thc evaluators 30 that we do not

risk missing critical date. i
3. Player Activity in Exercise '
8. Commarid and Control
(1) Joint nOperatiom Center , _
" Problem: The FBI eonducted E.xermsc opcranons in “imperial

fashion,” failing to communicate or coo agencies.
The Bureau did not utilize the JOC;
they provided little information re eir portion e piay. . .

'IhcypcmstmhandlmgN‘ESTntuat:onsonanadhocbm

'Recommendation: The FBI should consxdcr crcanon of a unique
Command and Control Group, adaptable to NEST-type operations,
to significantly enhancc the probability of success. :

Problem: The FBI SAC stated explicitly that he did not want a
full-time DOE liaison at the FBI CP or JOC. This caused delays in
communication and various disconnects in operations.

Recommendation: Develop a consistent and viable interagency
procedure for implementing a Joint Operations Center.

Problem: The JOC was not effectively formed, configured, or
operated dunng MIRAGE GOLD.

Recommendation: The establishment of 8 JOC in an interagency
response scttmg is imperative. Senjor NEST leadership must
emphasize the importance of the JOC and the substructures that it
‘identifies for command and contro! of the interagency intelligence
sharing, operations tracking, media control, and command functions.
All NEST training is keyed to this structure and for direction to

oM. FINAL DRAFT
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emncfmntheLadFed:nlAgmcy 'Ihn:d:dmthappcnm
M]RAGEGO]J)

Problem: Tbcl’layersfaﬂedtoutabhshandmtcgmtclll

tions into the Joint Operations Center (JOC). This was the
primary cause of the insbility to share and coordinate vital
information and contributed to & lack of coordmatronby personnel

on the ground.

Recommendation: Agcncy heads from FBI, DOE, DoD, nnd
FEMA must ensure that a truly Joint Operations Center is
established and operates according to-the current MOUs, directives
~ or other documents. In those cases where no'po]icy‘cx;ists for the
" inclusion of an agency in the JOC, thase agencies must coordinate
with the FBI to ensure they have proper reprcsentaton in the JOC.

(Z)ESOofN'ESTns_scrs:

Problem: Packing up and mcm'ﬁg’ the search equipment had &
nouccable cffect on the Players’ attitudes, - 3
Recommendation: The intensity of play must bc kcpt up as an
exercise reaches its tcrmmahon.




Without a coordinator at this location, there was no effective Way 10
transfer information to and from the CP, to control access to the -
WP, mqmcklyreso}vemmdmﬂlmmfncﬂmtcmmnmg

Support requirements, etc.

Recommendation: A DOE FSA/WP Coordinator is needed so that
tthmcnccCommandcrandtthSOhxveamglcpomtof -
contact who'is constantly aware of operations and the sequencing of

* events which involve DaD, FBI, and DOE. The Support
Commander must rely on him to discuss continuing suppert .
requirerments: communications, generators, lights, special toals,
heavy equipment, status of each agency, fuel, water, tents, toilets,
etc. Many scientific and support activities are injtiated at the TOC; -
and thus feedback is needed from the FSA/WP to ensure that these
activities are carried out and aré consistent with projected timelines.
A DOE voice is needed at the FSA/WP to quickly resolve issues -
with the EOD teams, such as access to the FSA and WP, shared

- resources, priority of staging commumcahon elcmcnt:, number of
personne] at the WP, etc, : )

Problem: Thcloglsnugroupwaspoorlyused. Mostofthe :
logistics tasks had been acoomphshed pnor to.the Exercise by the

contractor.:

Recommcndaﬁon: NEST should delete the DOE/NV position
entitled “Logistics and Administration Director". The Support
Commander ought to perform that function; he can be given a
point of contact on the ESO staﬂ‘ if :uppon from & federal
representative is ncedcd. :

(3) FBI as lead Agency: i

Problem: There were Jong delays and considerable d:fﬁculucs in
obtaining FBI escorts for the Search Teams.

Recommendation: The FBI at an exercise or incident site must be
- made aware of the Bureau’s responsibilities.

Problem: During MIRAGE GOLD there was confﬁslon rcgarﬁmg

the amount of information which could be shared with FEMA to
plan consequence management.
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unnnuon&omonchadagcncytonnothcr(fonmgaponibh
detonation) are urgently needed. - i

" Problem: When NEST responds to an IND incident the FBL, as
the LFA, is precludéd from sharing adequate information with
FEMA aor the affected state(s) for OPSEC reasons, Valuable time
is lost, which could be dedicated to emergency planning, asset
mobﬂmanon, evacuation, €tc. i

Recommendation: Policy issues must be rwolved at the National
level for the integration of FEMA and the state(s) into

ence management planning. Policies and procedures must
be developed for requesting information, coordinating with key
personnel, and pbtaining local expertise, assets and plans 5o that .
consequence management consistent with FBI/DOE/DOD activities
can occur simultaneously. . :

Problem: The FBIL, DoD and DOE lack clear policy guidance
regarding law enforcement, technical IND considerations, and
federal, state and local political considerations. Improper release of
information to the public could cause panic and uncontrolled mass -
cvacuanons. Interagency policy for decxs:on makmg is inadequate.

Recommendation: Dcvclop policy to guldc FBI/DOEJDOD toward
. & recommended course of action for Presidential decision. .

Problem: The FRMAC role i not well coordinated with other
federal response agencies. The FRMAC dxrector never met with
the FBI during the Exercise.

Recommendation: The FRMAC must be treated as a federal
center, not a DOE center. It should be located with FEMA, the
state, and the potential LFA. It should havc representatives from
the FBL, DoD and DOE. '

(4) Intelligence flow:
Problem No real Joint Intemgcncc Cell was operational. The

DOE representative was able successfully to pass assessments to th
FBI net ﬂuough the * mrgap but wnhout thc opportumty for
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Recommcndat:on. Dev:bpacmtcntmdmblcmmgcncy
pmdmhmpmwmgmchwhwmgm&ﬂdmc

Problem: DOE is not dxstn’butmg adequate mformanon to othcr
agencies. ' )
Recommendation: A joint DoD/DOE agreement should be
established to determine the essential elements of information
which DOE should automatically transfer to EOD. '

- Problem: FBI intelligence efforts were narrowly focused on the

information required to identify and apprehend terrorists

" responsible for emplacing the IND, not on the technical information

requircd to prevent the device from functioning as desired. -

Recommendation: A DoD/FBI/DOE MOU to establish pnomy of
intelligence requirements should be established. Prcvcntmg a
device from achieving nuclear yield-should have priority as lngh as

_capturing the terrorist subjects who placed it.

Problem: There is no clear guidence to define who is respon.siblc
for requesting nanonal intelligence assets. -

Recommendation: Procedures should be wristen to remedy this
deficiency. The DSR will determine Priority Intelligence

. Requirements (PRI) needs, make requests to the tactical forces; -

these tactical forces should request national intelligence assets for
the DSR. The SAC also will have access to national mtcmgencc
assets.

Problem: Security procedurﬂ for protecting classified materials
unnecessarily hampered intcragency cooperation and the flow of
vital information. There is no established equrvalency of security
classification and clearances between agencies. Each agency has its
own procedures and cultural climate for safeguardmg classified and
sensitive information. This prevented other agencies from obtaining
critical information concerning the search, diagnostics and
disablement of the IND, as well as the crimina)l investigation of the
incident. In order to solve a problem with the potential
catastrophic consequences of an IND, agencies must realize all
participants nccd access to information.
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to reduce/climinate institutional barriers that affect the flow of
information. This policy must be exercised frequently to ensure all
organizations are able to fully interact. An equivalency chart that

-carrelates security classification and clearances from one agcncy to

all other agencies could be helpful

Problem: The flow of information, both rouﬁnc and opcraﬁonal]y
immediate, between the FBL DOE and DoD was inadequate.

Recommendation: Deficiencies in information flow can be reduced
by establishing information management SOPs within each agency
and an interagency SOP defining information flow among the CPs
of all thc federal agenau. :

Recommcndanon. FBI should increase thc mformanon provided to
theDOBandDoDsothcycannnpmvcthcnsuppontothc FBL
The Bureau should conduct routine "worker-level" meetings with |
DaD and DOE in atu:ndanc:. ‘

Problem: The FBI pmdu us with intelligerice information. We
received very little intelligence about MIRAGE GOLD activities as -
the event unfolded. No intelligence briefings were provided that
covered the mtclhgcnce that had been gathered. -

Recommendation: A ftmcnonal intelligence prcmdmg ccllin the

JOG, i Le., an IIG, would have had representatives of all agencies,

which in turn would have prav:ded necessary intelligence to the
subelements that needed it. The Interagency Intelligence Cell must
be activated by the FBI in the next exercise to preclude the loss of
technical intelligence, as occurred in MIRAGE GOLD

Problem: The Advance Adv:sory Team did examine the documents
made available by the FBI but did not visit the/@|site or question
the surviving informant. As a result they may not have determined
the scope of the opcrat:on for DOE. :

Recommendation: Develop proccdurcs and instructions for AAT
members. -

Problem: chhnica] intcﬂigcnce'did not éct to the appropriate
members of the Device Assessment and Disablement Teams.
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Recommcndauon. Imprmsdtechmm!hteﬂ:gmaemdmfomtmn
mwarcreqmred. _ : .

*(6) Intcragcncy Opcratmns coordmauon.

Problem: The roles and mpons:'bihuu of the FBL, DOE and DoD
are not clearly defined. The DoD’s perception was that DOE was
not wﬂhng to conduct acuons that DoD deemed necessary.

(1) The DoD pressured DOE to request REAC/TS :upport lnd
. wanted written justification for DOE’s failure to do s0. -

"~ (2) DoD Health Physics personnel demanded immediate

y establishment of a JHEC to effect health hazards pred:cuons
for consequence management. DOE decided the issue should
be a NEST policy decision, established outside the Pplay of the -
Excrcxsc. DoD was dxssansﬁed.

3) Thc DSR directed DoD to dcve]opfa plan for the disposition of .
the IND, which was done. DOE appeared to regard the plan
as unnecessary because DOE had full responsibility for the
disposition of the dcv:ec and had its own plan underway.

Recommendation: At the very highest lcvel, DOE, DoD and FBI
need to define and publish the roles and rcsponsibihhcs of these

agencies and outline the procedures for execution of those
responsibilities.
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Qrmblun. Dmmgthcapprwalpmcmfmcnﬂymd/m

disablement, a "Countdown Checkiist” was not available for higher
level decision- makers such as the Attorney General, Secretary of
Energy, the Secretary of Defense and the President so they could
beawarcofthcnepsmvoh'cdmdwhmhthcywlﬂdhavcuscdul '
basis for their on-scene decisions.

Recommendation: The appropriate working groups should .
prepare, coordinate and distribute a "Countdown Checklist™ to the
lppropnatc decision levels for use in the approval process.

Problem: The President would receive scparate, unoonsohdated
situation reports and recommendations from the Attorney General,
the Secretary of Energy, and the Secretary of Defense. The
President could be presented with conﬁzsmg or conmctmg
recommendations.

Recommendation: Justwc, Energy and Defense should: convene an
interagency working group, monitor the unfolding situation, and

. prepare consolidated pohcy recommcndauons and situation reports

formePrwdznt. .

Problem: Key NEST policy and procedural documcnu were not
followed or did not exist for MIRAGE GOLD. The Key Decision
List was not followed; NEST SOP § was not followed at either
HRT target. The following documents either do not exist or need
to be revised:

1. MNWE MOU exists on]y in draftform and does not include
FEMA or the DoD-T : :
JOC Implementing Procedures - mcomplctc

Forensics SOP - - incomplete -

Interagency Public Affairs ; - does not exist
Turmnover Procedures incomplete

Recommendation: A number of NEST documents need to be.
revised and several new ones need to be written, Key NEST
leaders need to ensure that policy and procedural documents are
used appropriately in the field. NEST SOPs must be stated in a
more simplified context. They bad not been broadly briefed. The
NEST principals expected to execute them did not understand
them.

Y T
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Problem: Mcm:bwmpomethmuzbamlthESI'
community during the No-Notice EDRE. Notification, activation,
and deployment procedures were not well known although many
were documented.’ Inmmccuec,NESTﬂeldpmonnelmnot
notified of mobilization for hours.

Recommendation: Notification and d;p]oymmt procedurcs should
be awclcratcd by proceeding in paraIlel communications rather

Problem: The need for support equipment from REECo, the

" Medical Team, the US Weather Service, and the EPA was not

defined during the No-Notice EDRE deployment. Not all agcnc:as
or their field elements were notified. US. Air Force Security -
personne] at some bases were not notified.

'Recommendation: Support elements (equipment and personnel)

outside of DOE and National Laboratory circles needs to be
defined and documented in NEST deployment plans. This includes
notification of U.S. Air Force and othcr appropnatc security
personnel

Problem: ncFBItooktoohtﬂcintermmthesea:chprocw,
both in setnng priorities and in personnel] pmtecmm. -

Rccommendanon We need to prepare a checklist for thc FBI and
explain to them more clearly what they will be expected to do.

Problem: All parties were not well \;crscd in the content of the
FBI/DOE/DoD MOU. There was also uncertainty as to which was -
to bc used, the older signed: vcrsion or the newer tmsigned version.

. Recommendation: We should dcvelop or find appropnatc
Command and Control training for the DOE NESTIDOD EOD

" management team.




N
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* Problem: There were diagrarms of the device firing system in an
.area searched superfidally by the FBL The FBI did not-find them.

Recommendation: FBI personnel need to search suspect areas
more thoroughly. The data missed were critical to Disablement and
could have meant the d.lﬁ‘crcncc between success and failure.

Problem: The FBI suppon 10 the Search Commander was

. inadequate. It seemed that Bureau personnel were not aware of

what DOE needed. A Search Team was assigned to search for a |
stolen car.

Recommendation: More interagency education and training is °
required for familiarization with capabilities and limitations.

Problem: The interagency deployment in both number of
personnel and organization seemed tpo big and sluggish for
response to a real NEST event.-

Recommendation: Smaller subunits should be identified for specific
kinds of responses, thus permitting better management and control.

Problem: The deployment of all NEST assets simultaneously led to
possible relocation of all command centers (other than the WP)
when the major target was found only a mile from the CP.
Collocating the JOC, CPs and 'I‘OC seems unjustifiable.

Recommendation: Only search parties and minimal assets should
be deployed until the target is located. The JOC and CP should be
located far from any target, as their survival is essential.
Problem: There were multiple lapses in timely communication

between the DoD and DOE at the TOC. This led to
misunderstandings about the disablement technique (notionally)
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used, the state of the IND after disablement and the continuing
need for protective gear by the reentry team. The root cause of
tbcproblcmistheorgamzauondthc'ﬂ)c,wmchumﬁgm'ed
mtophymcaﬂyupamtedccﬂsufdsﬂnctﬁmcbomlruponﬁbﬂny
and agency affilistion. This physical scparation of technical and
agency leadership impedes communication and i exacerbated by
the mc]mauaniorfnce-to-facc c:ommumeetmnmtthOC.

Recommendation: NEST should form a collocated joint tec.hmml

operations team, consisting of the Science Commander, EOD

Commander, and all technical team leaders. This would facilitate

communications and transitions across technical/agency cells within

the TOC and better reflect the integrated nature of much of the

TOC activities. The integrated team should be at a central TOC
location, not dxspcrsed within its cells. * )

Problem: Scarches were deployed too rapicﬂy for adequate
briefings on potential dangers, the search plan, the search
equipment setup, and FBI/DOE ¢oordination. -

Remmmcndanon The scenario should be dmgncd to force search
Ieaders to deploy more deliberately. Training should be designed to
include more realistic interfacing with law enforcement including |
penalties for unrealistic procedures. NEST managers should ensure
that an operations cell within the JOC controls the deployment.

Problem: Searchers were 100 brave or too careless in 2 potentially
hostile environment. ‘l'hcy searched without eﬂ’cctwc FBI -
concurrence and protwhon. —

Recommcndauon, All aspects of NEST searcher training should
‘ empha.s:zc realistic mtcrfacmg with law enforcement and a more
realistic view of actions to be taken in a potentially hostile
environment.

Problem: It was observed that various Piayer groups were on eight
hour shifts, others on twch_re-hour shifts, and yet others had no limit
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onthen'wmkpenoch. Itismlmdthntthnproblcmsgcnenﬂy
conndcmdlprerognmafthewmmndmﬂ'ofeachagencynnd
a Player choice. Howcver.thcfnctthatitmrrcdwasadumpmn
to interagency communication and command. ) i

Recommendation: It s assumed that in a real h‘fe, multiagency
deployment of the significance of resalving 2 nuclear threat against

a major population center, that central command would dictate the
mﬂabﬂ:lty of adequate pcrsonnel and the process of shift change to
obtain optimum communication and consistent operations. At the .
next exercise this detail should be agreed on, in advance, by the
planning staff 30 as to better simulate reality and prcc]ude the
introduction of an additional elemcnt of confusion into Playcr '

- operatians.

Problem: . The chain of command was either not understood or - |
dxrectnon from that enntywasnotﬁo]]owed. :

Recommendation: An interagency group should look at the various

- aspecuofeommandandoonu'olofallfederalrmurmuwenu .

the command and control in the NEST technical community, to -
determine if better communication, commend, ‘and control can be -
conveyed to the techmcal elements in the NEST community.

Problem: Time required to gt in and out of the Worhng Point -
was excessive,

Recommcndauon. The appropnatc workmg groups of NESI‘ b~ ;

shoul TCViEw worhng pomt mgress and cgrcss prooedures to
determine if there were delays in admitting personnel with essential
duties during the MIRAGE GOLD and if some coordination of .
essential functions at the working point nccds to be better defined
or otherwise streamlined.

Problem: - No place was _dcsrgnated as a holding area or staging
arca for searchers and other personnel who were not immediately
needed but were on standby for deployment to one task or another.
Personnel in this area would be out of the way of other TOC
activity, would be available for assxgnment and briefing for
assignment, and would be checked in at the beginning of shift and
checked out at the end of shift,
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‘Recomimendation: ‘A cortimon eris manigement process in &

situation favolving and Jargs numbess. of
mn-wm%mﬁmm-ﬁm

-nugingnruﬁartumthnmdcployed. Thntypcnfmashonld '
: ' be defined not only to facilitate personnel mandgement but also to -
: 'mﬁcmﬂmhmmmmmmm -
'othcrwwkilbdngperﬂnmed. _ .

‘Problem: ThcahmacoftutedpmcedmfmhﬂRAGEGOlD

andforensiacruwdpmbkm.

‘ “.Rccommmdaﬁm. Wesbuﬂdnotﬂeldelememsinnnmrdsg
- vmtil wve have established procedures for the function and
.dmmwdthem_mldrmwithmewtcp!am .
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Problem: NE‘STpamapantshckeddampuom of their general dutics.
They had no written guidelines to define their responsibilities. Hence,
t.h:ywcrcmeft‘ectwcp:rfamen.

Recommendation: NEST should publish, as qmckly as possx'ble, the
basic job descriptions, duties end responsibilities for each position.
Also needed, are interface guidelines for those who support pmt-

agency opcratmm.

blem: At the working lcvcl there was little interaction among FBI,
DOE Players. Procedures for the exchange of (and
destruction of) classified worhng papcrs were not available.

Recommendation: Procedures for handling classified working papcrs
should be prepared and distributed. Working-leve! interagency :
communication channels need to be developed and promoted during an
Problem: The Exercise Disablement Plan addressed primarily the
tactical need of the Players. It did not develop a number of issues of

" concern to Washington policy-makers, such as other disablement

options, hazards assessment for the chosen option (and for other
potential options), impact on the crvilmn population, acnons to address
their concerns, etc. , .

Recomm.cndation: Hcadquaners of involvcd agencies should review
the requirements of the Washington decision-makers and prepare a

checklist of requirements for inclusion in the Dlsablcmcnt Planora

separate document.

I..ogistiee] support of NEST activities.

Problem: Name tags are needed for.all players in the NEST
community, especially at the FSA and WP. Identification of personnel
at the FSA and WP was highly difficult. Closcd communications
resulted. :

Recommendation: Badges should be provided that show name, .
function, and field team group. 'I'hcsc should be dispersed to all NES
personnel.

Problem: Moving the TOCKZP would be too disruptive in a real
incident.
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Problun. F'BleonnnmnymgnedSeud:Tumtoperfom'hot .
pursuits”. The FBI mobile teams followed the searchers in their =
vans, creating a high-profile situation. Too many Teams were
dmcwdtneonvergconamspcctlocmonnmtﬂmnwmly

Recommendation: The FBI field teams need to be better tramed _
in handling and supporting NEST search operations. :

Problem: NEST Search Teams did not always locate the Exercise
targets without some input of Controller injects. NEST Search
Teams entered target arcas with purpose and enthusiasm but not
always with regard for personal and public safety, knowiedge of he
terrorist activity and location, or other security concerns.
Monitoring of the radios during the play indicated that the Search
Team was not provided intelligence that would guide their activity.
_The risk to the searchers personal safcty, as well as the risk that
they ‘might unintentionally warn terrorists of pending government
activity, were both real because of thc dearth ofmtc]hgcncc
fumxshed to thcm. . _

Recommendation: Better communication and intelligence from the
JOC to the Search Teams is critical. Efforts must be made through
training and interagency Haison to ensure that the Search Teams -
are not "left out to dry"'in a hostile environment. A reiteration of
the obhganon of the FBI to ensure the safety of the Search Teams
as defined in the MOU must be cmphaswed to all parhcapatmg
agencies.

Problem: We had 00 many vc]ucles and pcrsonne] ns ~
ne:ghborhood during search operations. ‘

Recommendation: Search managers need to reduce vehicle and -
personnel congestion to minimize the possibihty that onlookcr: (and
potential terrorists) may become tusplcwus. _

Problem: The DOE and FBI deﬁne “roadside momtormg"
differently. -

Rccommcndaﬁoh: The term "roadblock mom‘tor" should be
discontinued, to be replaced by "roadside monitor”. DOE and FBI
need to concur on the definition of the procedure involved. .
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' Problem: Search supp pcrsonndwercinnbuﬂdmg:cpamc
._ﬁ'omtheTOC,wbcrelearchControllcnmbcated.

Recommcndauon. Search support and search Controllers should
be in the same place to nmphfy communication and minimize
confusion.

Problem: The liquid mtrogcn supply for mecmng unit detectors
cnnnotlastthroughnlz-homshrft. :

Recommendation: We should have dewars which last longer or
additional liquid nitrogen in the field. Another solution: swap units
in ficld or run the search crews on shorter ghifts. (The dewars on -
the new screening units last 12 hours, but some searchers were in
the field as long as 17 hours).

Problem: The RISA software may require viewing the spectrum to.

identify radiation sources, particularly if the photopeaks arc small.

‘Recommendation: For the problem photopeaks, we should

implement one or more of the following solutions.

1. Improve RISA’s ability’u; identify fmall peaks in the spectrum;

2 Scnd experienced personne] into the field for onsite evaluation;
"3 Usc the radio modem to send spectm back to the TOC for

detailed mspecuun.

Problem: The search Dispatcher/Debricfer needed a “runner” to -
handle some of their tash. .

.Reoommcndaﬁon. Assrgn a pcrson to help with Dispatcher/
" Debriefers.

Problem: The FBI had no understanding of NEST search and had
to be constantly briefed.

Recommendation: The NEETI‘ briefings to the FBI field offices
should bc continued.

Problem: The _relationship of the Dispatcher/Debriefers with the
Search Director Coordinator, and Controller, was confusing.
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_‘idg:mlogy/documcnmﬁon form, followed by the Search Reporting .

Mbleﬁ: Searchers did not always have team Dispatcher/Debricfer |
radio!tclephonc numbcr .

Rccommcndanon. The daily search team roster prmtouts should
include the radio net designations and tclephouc numbers for the
team’s Dispatcher/Debriefer and the appropriate PIO.

v

Problem: The mobile Search Team had no Jocal drivers.

Recommendation: The mobile Scarch Teams should have local law
. enforcement drivers. . . '

Problem: There was a problcm with the mtcgrauan of the FBI and
the Search Teams,

Recommendation: The FBI attached to the NEST Search Teams
should be included in the search briefings and their role identified.

Problem: Search Teams were given instructions that were © .

- cancelled and then reinstituted. Delays were significant in the
deployment of Search Teams. Maps for use in search were of poor
quallty and generally not mﬂab}c to Search Teams.

Recommendation: Search manager: need to assess their l
communications with the FBI or NEST technical managers to
enhance the channels which define deployment of Search Teams
and eqmp them with ncmsary documcntanon to do their jOb

(2) Diagnostics:
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- Problem: The Disablement Plan was incomplete from an
operational perspective. It addressed the scientific aspects of the -
process but did not provide the direction for interaction of
DoD/FBI assets—~what to do, where to be, at what times,
Safety/evacuation annex, fallback options, ete.

Recommendation: All NEST agencies develop a more robust
template for this type of plan that addresses actions/activities and
requirements for all participants. This must be a joint operations
.plan. The drafting of this plan must be completed soon enough to
receive a high, multi-agency rmcw prior to publication.

Problem: The timelines in the Operauom Plan of the N'EST Initial

Response SOP were viewed as unrealistic by the Disablement
Team.

Recommendation: The times ass:gned to the Dlsab]emcnt Initial
Response operations plans shou]d bc derived from spccnﬁcaﬂy
focused drills.

Problem: It did not appear that there was a Disablement person
on the recovery team with EOD to determine whether a successful

WY . FINAL DRAFT
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- Froblem: Pombﬂﬂyd’eompumimnlequipmem(fm'c&ﬂ)
eempemlbec. :peedmdeonvemeneemheaqmm.

- Recommendauon. Fmpnnters.hrge:dzsplayxandfaner
computers ueneedeqﬁorume}y response, -
Problem: Once the device was foamed and it was decided to do a
surgical disrupt, there was no way to get rid of the foam. This
prevented early reentry for forensic purposes. .

Recommendation: One must decide carefully on the necessity of .

foaming. For a surgical disrupt, no foaming is necessary. An
effective method ofdispening foam rapidly is needed.

(5) Public Management and Evacunhon .

;::-_ ' s - Problem: TheP'BIdrdnotexecute enshngfederal plamreqmrmg
' potification of state authorities when there is a real or potential ,
hazard to the public. It is a drastic mistake to assume that NEST H’]

techn__g_lgnundmdurecwﬂ]almystumd,renﬂﬁngﬁm
nuclear yield.

Recommendation: The FBI and DOE should brief emergency
response leaders acting as liaisons to NEST. FRMAC eou]d asnst
in this pmm _

Problem: At MIRAGE GOLD we were ill-prepared for the
possible relocation of the CP and TOC.

Recommendation: All information (regarding equipment and
supplies) accumulated during deployment needs to be regularly
updated 5o that a re-deployment checklist can be immediately

provided, if required.

(6) Re-entry:
Problem: Reentry into the foam did not go smoothly. This was
less the fsult of the individuals involved t.han of the lack of planmng
and training for this situation. :

Recommendation: Plans for more extensive reentry trmnmg are
undemy ., .
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(9) Consequence Management: '

- Problem: The conditions for and level of FRMAC dcploymem are
unccrtam, not embluhed or docummwd. :

Recommendation: If the NE.S'I' is deploycd, FRMAC should also
be deployed. Non-NEST assets should be upwind, perhaps 100
miles away. FRMAC assets should be split, some at this remote
location, some att.beNESI'CP : ‘ )

Problem: NEST lacks a well-defined procw for effective
conseguence management. ,

‘Recommendation: NEST should include a Joint Consequence
Assessment Team (JCAT) or a Joint Consequence Planning Team
(JCPT), with representatives from FBL, DOE, FRMAGC, FEMA,
state and potential LFA (e.g., the EPA). The team should meet
regularly, as the crisis situation develops, to coordinate plans and
actions. - The DoD organized such a team dun.ng the Exermc,
‘worked very well.

Problem: Afxer device disablement it s not clear what is
considered on-site or off-site and who has jurisdiction. -

Recommendation: Aﬂer an IND has been disabled NEST should
define these terms as the Accident Response Group (ARG) does.
Then let NEST, specifically LANL, LINL and SNL, handle
radiological measurements on-site and FRMAC handie
measurements and assessment off-site,

W FINAL DRAFT
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£ Media and public affairs
(l)JoimInformatianCenm'

. Problem: mFBId\dnmmmwmmmgcncyHCmd ‘thus
the agencies did not have the opportunity to cooperate on media-
related issues. Thcre.mfac:,mnomdlaphy.whuhwastouny

- mneahsuconthcpanﬁFBImamgemcm. .

Recommendation: Training and operations orientation of FBI -
el must occur to help develop an appreciation of their lead
position and the dependence of all NEST organizations on their
Jeadership. DOE, DoD, and FEMA would not have been
pcrmmedbythwhcadquancrstom.ndmuteazamnthc .
" international press in a situation liké this. The FBI has control of .
media releases according to the MOU, but must face reality.

Problem: The FBI approach to the respanse to the media is .
unrealistic. This took much of the consequence play out of the

Recommendation: DOE is in a much better position to understand
the NEST requirements than the FBI and has an obligation to .
pmdetotheFBIlcbecklmm'tbcmtormanonanwhattthBI '
_lhou]d be prcpared to face. : .

Problem: ‘The JIC was too small to acoommodatc PAOs from
FEMA, DoD, DOE and FBL. Equipment (phones, TV monitors,
etc.) was insufficient for a rca] emergency situation.

Recommendation: The JIC should be large enough to
accommodate PAOs from participating agencies, with sufficient
eqmpmcnt to handie their needs. . _ .

Problem: So little useful information was released to the media
that speculation resulted in public alarm. During a real incident,
speculation would have caused panic reactions and sxgmﬁcam
problems.

. Recommendation: Adequate information must be released early &

an jncident, followed by regularly schcdulcd Pubhc Affairs ('PA)
briefings.
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Problem: hmnmdwwmdthemymwwthqmld
_mdwu]dnmnytothemednupuhh:. .

'Recommcndmm. M:hon]dbenh:eﬁngumcbcgmnmgof '
tbcmwhmhuphmswhatmbcsﬁdwm

Problem. All-agency objective. lsgmnouahsﬁedmthc o
Exercise. The FBI would not respond to injects designed to test
the objectives initially and later responded with b comment/no
problem”. No media conferences were held and the media actors
were not informed of the existence of a Joint Information Center
unti] the fifth day of the Exercise. To put it in proper perspective,
the pressures exerted by the media actors were small compared to
those which will be imposed in the real event. -

Recommendation: Interagency policy and guidance for public
affairs in domestic nuclear terrorism must be developed further.

(2) Interagency Acuvitr I . -

Problem: Only one Public Affairs Oﬁm ('PAO) was provided by
Sth Army Public Affairs. Second shift support was provided by one
PAO from the Defense Nuclear Agency Advisory Team (DNAAT).
The latter’s expertise was not available to the DSR when he was off
hif BRI .
Recommendation: The 5th Army should provide two PAO officers,

allowing the DNAAT PAO 1o be available to the DSR during peak
bours and immediately on call at other times.

Problem: The FBI successfully blocked any media interaction
during the Exercise by refusing to release informauon or allow
anyone else to do so. _ _

Recommendation: Although the DOE and DoD have Jearned to
act cooperatively, the FBI operated independently, to the detriment
of the overall NEST operation. -

(3) Local and state government incorporaﬁﬂn.

Problem: Al of the media play was handled by the FBI and DOE
public affairs was not oonsulted.
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: Rwommmdanom 'IthBIhchn.rgcdmmmkeormdcm

gite must unde memmtmm

needcdwnhDO

?roblem: The FBI unranhshcaﬂyexpeaed to withhold information
from the public.. Fn a real incident this will not be allowed by the
state and Jocal officials.

Recommendation: An honest and realistic policy toward the
. release of certain information to the public must be practiced in
mmc‘.. . ’ . ) “

_Problem: State and local governments need early notification so -
that adequate donscqucnoe management planning canbe -
-accomplished. There is no policy guidance to advise NEST
regarding the conditions for or timing of such notification. The
decision to not notify state and Jocal governments during MIRAGE
_GOLD was unrealistic and prevented adequatc development of

eonsequcnce managcment planmng.

Recommcndauon. Policies lpphcablc to all a,gcnc:cs involved in a
NEST emergency must be developed at the national level to
establish the conditions and timing for not:ﬁmuan of state and local

governments.

Problem: -If a high-profile, hxgh-ws:'bihty IND incident occurred i in
the real world, the reluctance of federal agencies to share critical
information with state and local! authorities would cause conflict,
confusion and chaotic response from FEMA, the state and other
critical agencies. “ _

Recommendation: NEST pdlicy regarding INDs must feqrﬁre

informing the governor of the affected state as quickly as possible. ‘

Failure 10 do 50 will ureparably destroy Federal Lead Agency
credibility. _

g- Prior Training and Qualiﬁcatiom .
Problem: Lack of NEST funding and training combined with growing
requirements in other parts of the NEST mission makes it increasingly

difficult for Working Point field teams to coordinate, communicate,
and accomplish their mission.
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Problem: NEST personnel need improved awareness of and training in
Recommendation: Follow-up training and drills can be enhanced with
the development of a NEST training facility and further development of
training courses. Wencedtopmcﬁcchumaﬂergmups:poreoﬁm- :
We tend to reinvent the wheel too often in a major exercise because we

have new personnel who have no institutional knowledge of what
happened the last time and what warked or failed.

Problem: We need to be hanest with ourselves. Some of our technical
operations did not work as well as they should. Some of the processes
we have developed must be examined for practicality and effectiveness.
Time must be the determinant in whether o not a process is ~
meaningful. Some of our processes take up too much time.

Recommendation: An exercise is a test of proficiency, not a training
session. We should not'permit.new personnel, new and untested
equipment, and new processes and procedures in an exercise. NEST -
personnel should arrive on site fully trained and equipped, ready to
execute appropriate procedures. - - " .

Problem: We need to check the actual MIRAGE GOLD Player roster
against the Deployment Authorization List from October 1 to see how .
many of the Players would have actually been authorized to deploy.
The DAP will only be meaningful if we incorporate it into our .
operation. I strongly suspect that a critical portion of the technical
capability would not have been authorized for deployment under DAP. .

Recommendation: The fact that we now have a DAP program defined
creates an even greater burden on the managers of NEST to ensure
that the program is fully implemented and enforced. In the legal world,
utilizing people who do not meet the criteria for such uvtilization :
appears in a court of law as negligent management and is the grounds
on which many liability suits are won. '

Problem: DTRG equipment to support the EOD Sophisticated
Improvised Explosive Device (SIED) Task Force is aging and personnel
are inadequately traincd.iniits use, o : :

Recommendation: Fundiﬁg should be proﬁdcci for new equipment,
especially for secure Satellite Transmission (SATRAN) capability,
assive Infrared detection and kill capability. Additional training
funds are needed to upgrade and maintain operational skills.
@il - FINAL DRAFT.

" 154



" - FINAL DRAFT

rmblem.'l'b"’ B hchndeqmtcmmuniaﬂms
eqmpmcm:n&-rmﬂidentnmn dmhedmﬁpenml -

Recommcndabon. Amcwmmummumsyﬂem,mm tible with
those of the FBI and DOE, must be provided for communications with
the support agencies. Various options are available. The DSR staff
should be expanded and divided into two elements: 32 personnel, co-

Jocated with the LFA, to provide IND response, plus 2% persorme! -

Jocated with FEMA to support consequence management. The former, .

~with technical, nuclear safety and security skills, should be drawn from

‘ | Funding should be provided far & stand-alane

communications capability, as well as for a stand-up exercise and
periodic sustainment exercises for each staff. .Chemical and medical
plans officers should be included on the DSR staff to handle mass
casualtm from an IND detonation. {

mrderstand the technical implications of their actions. This syndrome is
equally apparent at Jower levels of NEST as well, a fact noted by
observers of operations at the Worhng Point, pubhc affairs activities,

h’——z—l .
blem Senior FB] - Aficiaks, or even DOE
managers who donothavcnechmml background, may make
judgments which are seriously flawed becausetbcy do not fully

%

_search, ete. -

Recommendation: NEST should create a series of canned charts and
short videos to simply and graphxcel]y fMustrate key technical problems,
issues, and operations. Those in authority can quickly brief themselves
and their operating personnel on kcy issues and the technical problems
that need to be considered.

Problem: Many Players did not have job d&scnptions prior to the
Exercise and were not briefed on their duties and responsibilities. They
had to learn, by trial and error, not only their own jobs, but those of
equally confused people working with them. .

Recommendation: Job dcscnpuans should be provided, prior to
departure, to all NEST participants. The Support Commander and/or

the DOE Administration and Logistics Section, need to have access to
the duties and responsibilities of all deployed NEST personnel.
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