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Errata

NFR . wrE 6-86 . .

Notice to recipicnts of National Intelligence Estimate; The Like}ihbod of Nuclear
Acis by Terrarist Groups, NIE 6-86, Sceret Noforn Nocontract, Aprit 1986, (u)

— The clussification (s ¥F nc) should bc added 1o the paragruph that concludes at
the top of page 3. (V)

~— Ling 2 of the footnate on page 3 should read "low prabability™ mstcad of “low
mub:lm "y

I S




X o
PRI SISt DU s e pper U

. - '.
PO e D O R L B N adsaahani e Y0 Tl ol a adi B

fran

NIE 6-86

THE LIKELIHOOD OF
NUCLEAR ACTS BY

" TERRORIST GROUPS - -

Informavion avatlable as of 17 Apr) 1956 was wed
in the preparation of thi Estimate, which was
approved by the Nattanal Forelgn tntelligenee
Baard on that dats.

1
"-s.‘rx‘
L :"‘-‘\'
B

5

LAY

gV

R TN D LU N

P R N A

MIMANLS ams . 2ma

v P ————

-

~ e




G05370410

RANav AL,

ALV

P P

D e < T

e AT & e g e o - > - -
" e o BN I Y ey S ARG R IEINEN ) A sy e o o v 4 gmatt &

ant

lis

v HT—— ——— T MR i .
. “SEEREF—
NEFORNNGECONIRAGT
CONTENTS
Page
"SCOPE NOTE , iff
KEY JUDGMENTS ovvvunn . 1 -
" DISCUSSION 3
Introduction 3
New Incentives and Constraints 8
Availability of Nuclear Information. Material, and

Trained Personnel 8

Nuclear Information ]

Fissile Material 6

. Trained Personnel 6
Changing Levels of Prdtgct'inn 6 [
Security for Nuclear Weapons 6 i
Segurity.for Nuclear Power Plants 8 &
Security of Fissile Materfal Produation Faciliiies e 8 g
Security of Othar Radioactive Material -9 2
Terrorist Capabilities and Motivations 10 ;
" Examining Terrorist Capabilities 10 §
Changes in Terrorist Motivations and Intentions, ..o 12 H
State Support for Nuclear Terrorism . 13 - F
" Conclusions and Implications. 14 .

\X\‘l
B
REVERSE
¥




G05370410

crete e

T LI T N

-

s ag

SCOPE NOTE

We know of ne cuse where a terrorist group has attempted or even
seriously contemplated a terrorist nct that had as its goal the release of
nuclear radiation. While nol terrorist in nature, threatening nuclear-
related actions and eredible houxes by disgruntled individuals acting

- alone and' for personal motives are, however, on the record. These

exatnples are evidence that acts of nuclear tervorism are possible if the
right-motivation develops. Moreaver, recent worrisome developments—
such as increases In attacks by West European terrorists against NATO
targets, in Middle Eostern terrorist operations in Western Europe, ant

‘in the use of powerful vehicle bombs—have again raised the question of
shether nuclear terrorism is just around the corner. (v) .

This Estimate examninés the Judgments of previous interagency
papers on the subject of nuclear terrorism to see if they still hold inlight
of whatever changes may have occurred In nuclear and terrorist trends
in the last several years. Tt alio assesses the likelthood that terrorist
groups will undertake nuclear acts over the next seversl years. (v)

“The following possible acls, when done with political intent by
nonstate actors, ire included in the category of nuclear terraxism: .

-—-Constmetmn and threatened .use of an fmprovised nuclear
device

w~ Saizure o{ P nuc!ear weapon,

~ Attacks on nuclear weapon stoxage faciljties or weapons in
transit,

" Attacks on or sabotage of nuclear power plants, fissile material

production facilities, nuclear weapon preduction facilities, or

nuclear wasle storage sites,
~— Theft and use of radiorctive materials as contsmlnants.
— Credible hoaxes involving any of the above. (U)

‘The following toples are not diseussed directly in this Estimate,
although whatever governments do to counter the pessibility of nuclear
terrorism will also have beneficial effects against these threats:

«=~ Actions by psyéhopalhs that have no rational political intent,

= Actions by disgruntled Individuals {such a3 fornier employees)
that are taken to satisfy personal grievances.
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— Attacks on nuclear facilitios where it is generally known that
there s no chance of releasing radioactivity (for example,
nuclear power plants under construetion). ’

w= Acts by states using their own agents (rather than acting through
a separate subnational or interuational group).

— Acts by US terrorist groups. {v)
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KEY JUDGMENTS

We continue to rate as low to very low the prospects that terrorists’
will attempt high-level nuclear terrorism: that is, the most technlcally
difficult, malevolent, ancl harmful types of nuclear acts,' This kind of

. . nuclear terrorism would include construction and threatened detonation
: of an improvised nuclear device, theft and threatened detonation of a
nuclear weapon, and the dispersal of radfoactive materlals in such 2
way as to threaten mass casualties or cause mdespread contamination,

‘This assessment is based on four major consfderatiuns‘

~— High-leve] terrorism may be within the capabilities of a few
terrorist groups. “The constraints thet exist against it, therefore,
probably are primarily behavorial.

e g st e 10

~ Most important, the fact that most terrorists place a high
premtum on the political consequences of their actions probably
helps dissuade them from threatening ferrorlst-acts that could
lead to mass, indiscrimitiate casualties, because such & threat
would alierate even those that they conslder to be sympathizers
" among the affectéd public. We note, for example, thet the.
growth in terrorist-caused casualties that has occurred over the
last decade is largely attributable to a higher rate of incidents in
which fewer than 10 people were kl]]ed or wotinded. In the only
category that might approach “mass” casualties (over 200
casualties per incident), only three cesurred In 1981-85, the -
satne number as in 1976-80, It is possible, however, that some
Middle Eastern and South Aslan separatist and radical groups
raight feel less constrained than groups that act only. domestica)-
ly from attempting acts of nuclear terronsm agalnst foreign
poputaces.

~— Even though exténsive information has been avni]able in the
public domain since the early 1980s on what a terrorist would
need to know for even the most technically difficult nuclear
terrorist act, such actions as constructing an improvised nuclear
device still remain beyond the capability of all but the most
sophisticated and well funded of terrorist groups. There are no

o Y e e et e by AP TR PR ¢ ¢ e s

The reader should nole that making fudkments about the Hkelibood of siuclear terrotism Is diffeui
beeruse there ia Nltle an which tobase our conclusions other than our perceptions of Srrrorists” ovesall papa-
bilittes und what motivetes them in gencral fu)
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sigis that any of these roups has attempted 1o recruit the
feaple with the advancedt echuical skills that woult be needed
for this. kind of nuclear terrorism. Morcover, déspite the
growing use of vehicle borabs and commerciully manufachired
clectronic detonntors, thee is litlle evidence that tersorists are
Leroming appreciably more sophisticated in their ability lo
construct devices, nuclearor otherwise, -

— Gavernment capabilities b protect their most sensitive nuclear
targets gemernlly have improved faster than have terrorist
copabifities to penetrate those targets. While some vulnerabili-
ties remaln, physical securly has been considerably improved In

recent years at NATO nuckar weapons facilities, for weaponsin -

transit in Western Europs for nuelear weapons in the United
States and Great Britain, and probably- for those in France,
Meanwhile, terrorist capdilities have changed hardly at all
since the 1970s in terms of the sophistication of the weapons
they use or in their cholceof aperating tactics. In general, they
continue to prefer operaions that de not arcuse unusually
intense government countemeasures, are of short duration, and
that avoid well-defended urgets.{s-xsh

" Despite the improvements s the security afforded US nuclear

weapons, potential vulnerabilities iemain:

— Several Nike-queules nulear weapons storage sites in West
Germany will not receive full physical upgrades or new intru-
sion detection systems, lecause they sare-scheduled to be
removed within the next tiree years,

— Those US Navy surface ships and submarines that carry nuclear
weapons may be vulnerabl: to waterside attack, especially when
they are being on and oflwded, ) 4

— The helicopters that are wed to transport weapons in Western
Europe could easily be shol down by terrorists.

. —'There is virtually nothing that can be dorie to make storage sites

{or naval vessels in port) iivalnerable to standoff attack. {a=ri

In contrast to our judgment stout bigh-level nuclear terrorism, we

believe there is 2 somewha! greaterpossibility that terrorists will engage
i those lower level types of nuclea terrorism that are designed mainly
to garner publicity or to undermie a government’s nuclear or other
policies. We cannot, however, conidentially assign & speecific probabili-
ty to this prospect, although we joubt it reaches the “even chance”
predicted by eatlier assessments. for example, we note that; although
their existing capabilities are sufident for mounting direct attacks on

2
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nuclear facilities, terrorists and wviclent environmentalists whe are
apposect to the nuclear industey seens to have deliberately struek anly
veripheral faeilittes, attacks against which in no way could arouse the
auclear anxieties of the publiv, This suggests that, even if they are
imperfeetly understood, fundamental behavioral constraints continue to
exist on terrorism involving nuclear matlers. Moreover, there are no
signs they are weakening.

One possible stimulus for overcoming these inhibitions might be if
s patrop state supplied backivg and encouragement for an act of
nuclear terrorism. A number of states—including the Soviet Union,
Libya, and Iran—could coneelvably have sufficient access to terrorist
groups and the motivation to provide such supporl. We believe,
however, that under present circumstances there Is virtually no chance
that the Soviet Union wauld encourage an act of nuclear terrorism.
Moreover, the chances are slight that any of the others would see much
profit at this time in nuclear terrorism or would be williog to risk the
consequences of exposure of having backed such an endeavor,’

. We also conclude that the prospects are Jow that foreign tecrorists
will attemnpt aets of nuclear terrorlsm of any kind in the United States.

- Over the years, there has been very little foreign terrorism in the United

States and virtually none by foreign terrorists against official US targets,
In our judgment, any of the foreian terrorist sroups that might
conceivably attack a US nuclear target—and they are probably restricts

ed to major grougs from Western Europe or the Middle East—would be -

most likely to do so in Western Europe, where they have a considerably
greater operating capability than they do in the United States, (s.awa}

There are certaint areas we believe are worth eareful watching for
signs that the behavioral constraints that seem to be preventing nuclear.
terrorlsm may in the future come under strain, break down, or no
longer apply: .

-~ Intense internal debate on nuclear targeting (possibly leading to
splits or defectlons) within tercorist groups, similar to the kinds
of debate that have sometimes occurred when other iundamen-
tal targeting changes were under consideration.

Y

! E.O. 12058, as amended
- Section 1.4(c)

-B.O, 12958, as émended
Section 1.4(c)
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- A signilicant rise in attacks by patron state-backed Mididle ' g
Eastern terrarists onn West Eurapeun or US Government targels :
i Western Europe. ‘This might indicate change in the vriority
such states-as Libya, Syrla, Iraq, and Itan now apparently assign
to maintaining a relatively permissive operational envivenment
{n Western Europe for attavking other Middle East encmies.

— Any substantial change in the operating paramieters of terorist
groups, such as a greater willingness to attack well-defended

. targets, to attempt complicated operatlons of long duration, or

v . to use more exotic (for esxampls, chemical or biclogical) ‘
weaponry, . -

— Terrorism associated with cult groups that, if they have an
apacalyptic view of history and see themselves as the agent for
bringing about the end of civilization as we know it, might not
be bound by concern for public reaction. g :
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DISCUSSION

" introduction

1. New Concerns. Several developments in patiems
of terrorist selivities n the Tnst few yoars have generats
ed new concerns that the prospeets for nuclcar tefrore
isn) are Increasing:

—Since the end of 1984, in the wake of the ’

deployment of U$-Pershing and cruise missiles,
there has been & surue of terrorist attecks on
NATG:rclated targets In Western Bueope,

~—Simultaneously, some terrorist groups n Wast -

Germany, France, and Belgium bave incteased
thelr cooperation.

— Vehicle bombs have uhered in new levels of
terrorlst violente fn the Middle Hast and, to a
lesser extent; Western Europe. Moreover, the
Shia svlcids bomber s a new element on the
tertorist scene,

—Middle Eastern tertorist groups have become
incrensingly active in Western Europe, (u)

2, The Estimative Problem. 1t is very diffeult to
make confident or precise estimates about the fikeli-

hood that -terrorlsts will add nuclear acts to thelr .

ersenal of tactics. The estimative problem has at Jeast
three principul causes. First, the range -of posstble
nuclear terrorist gols is so great—from the delonation
of u stolen weapon or an improvised nuclear device
that Xills tens of thousands to & credible hoax that omly
‘it publie alarm—that the calculation of probability
is vary camplex and would differ significantly among
the varlous kinds of acts, Sccond, according to the

© records of all US agencles that collect thistnformatton,

only one terrurist fncident has occurred in the last 10
years in which nuclear radiation molght have been
released.* Consequently, there fs virtally no enipizical

On 18 December 1982, th African Natlom) Congress st off |

four chatges at 4 Just completed nuelear power plant in Kocberg,
South Afrlca. Fresh nucloor fuel was 1 the reavior site but had not
et been loaded into the cnre, While we leck ditect evtdence of the
intedtion of the ottockers, the attack-protably was delgned to

prevent the reactor hom becoming wpzrolional rathes than o
threaten the release of radiozctivdly. fewig

evidenee from which we can directly establish pat
tevns, trewds, wod fikelibouwds. Thied, we know alnzost

" uothing about whether tecrorists ever consider npuclear

acts and, 1 so, what factors influcnce how they thisk
about them. It the area of mativation, therefore. our
Judgments about whether Verrorists wauld want 1o
attenipt nuclear actions are bosed olmost complelely
on deductions of uncertaly accuracy from what we
pereeive to be the way they behave cancerning woniu-

clear matters, i

8. Canclustons of Previous Estimates. The previous
yelevant Estimates ure o besic 1978 SNIE and two
Memorandums to Holders in 19829 They *said, in
assence, llut.

—Puhlir apprehension, espeelalh in Westem Eu-
rope, over nuelear maiters was such that there
was an even chance that terrarists would seek to

conduet varlous kinds of low-Jevel nuclear tercor. -

fst aels that would not. risk serious release of
radiation,

~—The chances were moderately low to Jow that
texrorlsts would attempt to steal or ssize & nucles
ar weapon in Western Europs, to take over for
bargaining purposes & nuclear.weapons storage
" facility, or that a patren state such as Libys
would spensar iome kind of nuclear terrorist aet
against the United States,

~ The prespacts were low to very low that terrorisls

would attempt to fabricate and use their own

improvised nuelear device or that they would'ér
could explode a stolen US weapon. in a way that
created a nuclear yield,

~— If a nuclear terrorist inctdent éccurted. it proba-
by would take plrce overseas rather than in the

Untted States, dambaciicl

¢ The documents releired to wre SNIE 7-78, L'krlllmad of
Atrempled Acquisiion of Nuelear Weapons or Materials by For-
eign Terrorst Gromms for Ute Agotnst the United Statrs and
Memoramfuins to Holdets, with 1he same title, jsued in ¥ ebtuan
umd \lnuzh 105 e
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Now Incentivas and Consiraints

4. Whuther terrorists become more or Tess Yikely to
cngage in nuclear acts over the next sevesal yoars will

. be determined, as outlined below, by the net balanee

resulting from devclopments i Jour areas {1) the
degeee to which nuclear information and waterials
Yecome more or less avallable to tepzorists, {2) the
extent to which the levels of protection afforded by
gaveraments to powible targels improve ar decling, (2)
the amount and type of impravement or digradation
of terrorist operational cupabilitivs, and (4) whether
possible molivalions for engaging in nuclear terrorism
become stranger or weaker, (v)

A')ﬂ“ﬂbiﬁty of Nuclsar Information, Malerials,
and Tealnad Personnel

5. Nuclear Information, If lereasists destred to
engage {n nuclear acts, they would not be constrained
by lack of {nfurmation. Since the eacly 19805, more
than ndequate data has been avallable in the public
domain of the sort that a tervorist would need to know
for a wide range of terrorist acts, including: how to
construct relatively crude but effective nuclear explo-
sive devices, how US nuclear weopons sites in Western
Edrape are protected, how to hypass- safety and
security devices on the weapons, and the nioit sffec
five ways to sabotage nuclear veactoys. Iv ally &

" Department of Energy bibliography of publications

that mixht be of interest to a unclear-inclined texronist
bias registered about 2,500 entries since 1962, More
than  third of the publications appeared in the United
States and Great Britain, but several eniries are re-
corded each year in most of the countries that posess
nuclear faeilities in Western. Europe snd elsewhere,
including Pakistan, Indts, and South Afriea. fo}

8. Fiatle Material. The amount of ssile materfal
avallable has at Isast temporartly stabilfzed since ¢hé
early 1880s. No new uranlum enrichment factlities
have opentd in Western Burope sinee then, nor has
the amount of plutonium being separated from spent
resctor fuel fnereased significantly in the Wast, The
amount of plutontuta containing mixad oxide fuels
belng moved in international commeree, however, has
grown, Most important, while there Is an active gray
market in components for bullding nuclear facilites,
no gray yaarket in Bssile materfal hes been or seems
about to be developed. On the other hand, Pakistan is
completing & facllity that probably will be able to
produce substantial amounts of enriched wranjum,
Argentina has one under construction, and India is
beginning to accumylate significant amounts of un-
safeguarded plutonjum.

% Trained Perzonmel. There bus by g sty
seowtl worldswide in the number of pezsonned yruined
in such wottets ns nuclear reacter dusien and opera.
tiun, uranim enviclment and vepriessiug technel
agy, and nuvlear selences. Moreover, the numbtr of
indlividuals who are o lrve been guards at nuelear
focillifes—ineluding nuclear sveapons. sites—is geow-
ing. The expausion of these pools of trained ywuple
enlarges the group from which a fereorist organtzation
might be able o scoruit or cocree assistance from
sonteane who would be knowledgesble alwoul, for
cxample, power reactor or weapon facility sulurablls

ties. te¥ :

Changing Lovals of Proteciion

8. Security for Nuclear Weapona, Latgely in re.
spense to concern abouwl the postbility of terrorist
attacks on nuclear fucilitles wn Western Esrape, gov-
epnments have constderably fmproved seeusity In re.
cent years, both at NATO nuclear weanons facilities
and for weapans being moved in Western Europe.
Physleal socurity has also been stendily tightaned for
nuclear weapons in the United States and for British
weapons in the United Kingdom. British weapons are
stored under conditions very similat to, those in the
United States, and vegular exchanges of information
take place betwesn US and Brilish nuclear secority
experts, We know much less about how the French
protect Their weapons but, hecause of sing aetivity by
domestie French ferrorlit groups, lavels of security
probably have Inepeated thers alio, fererd

8, The effort to imprave security for US weapons

e Tt L PR,

L AR Y SV

.

stored in the continental Unlled States, in JiUS non- -

NATO sites”abroad, and {nJJff NATO factfities fn -

Waestarn Evrope i being sccomplished under a three-
pari Long-Range Security Program. The fisst part, a
civil construetton program to upgrade fences, Hghting,
guard fowers, commang: centers, and the like, is
complete in the Unlted States and at non-NATO sites

overseas, and'is almost finishad at the NATO facilities. -
" The second part has been the introduction of more

aggressive deplovment concapts (for examble, roving
patrols amund storage bunkers) and an intensified
trafning program for guard pesonnel. In additton,
improved intrusion detection systems have been in-

. stalled at almost olt nuclear wespons sites in the

United States, and instailation will be completed at the
I con-NATO overseas siles early in 1986, After
testing ot a slte in West Germany (s completed,
compurable systems will be installed over a 30-month
period ot ol the NATO sites. fo) .

EECHE

. Portions denied are S-FRI
and thus outside of
I ISCAP’s jurisdiction
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E.O. 12958, as amended
Section 1.4(c)

) 12. Despite these improvements in the security
affarded US nuelear weapons, potentia) vulnerabilities
remalns '

= Several-Nike-Hercules nuclear weapons storage-
sites in West Germany have not recelved the ful
vhysical sreurily upgrade and will not receive
the new intrusion detection systems, beeause all
these missiles are scheduled to be removed with-
in the next three years. The Nike-Hereules mis-
stle is one of the gldest in the NATO inventory,
and s safety and security systoms are nore
eastly bypassed than those In the newer weapons,

In addition, the Nike-Bereules—when nuclear

i armed—{s vulnerable to standofl attack and pos-
.- : slbk}:} d:ispersal of nuelear rontertal from Ihe
: : : warhead,
_? : . 1. The third past of the securlty Improvement —~Those US Navy surfuce ships and submarines
) i’ program i the Installation of access denfal devices that earry nuclear weapons may be vulnerable to +
i oaterside attack whin, they are in post, 3

These
systenms will make it murh more difficult for a térrorist
graup that bax successfully breached a bunker to gain
access to and carry off a weapon beforé an outvide
reaction foree can arrive,

—The hellcénteis that are used to iransport weap-
ons in Western Europe could easily’ be shot.dawn
by terrorists.

e ks oy r

. = Perhaps most smportant, there is virtually noth-
ing that ean be done to make storage sites (or
naval vessel in port) fnvulnerable ‘o standof
attack.

Portions denied are S-FRD
- and thus outside of
ISCAP’s jurisdiction
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1. Seeurtty for Nuclpar Pawrr Mlunds, Operating
tuclear power facilitfes eaist i 26 coundeies srannd

the world, of which 13 an develomd eruntries, sisape

Comninlst uations, ad sevey fhrivhusling Santh Afri-
ea) are Thitd Wield pations. tn the st four ypars
only 58 (fower than i) of the new power reaclors
that had been seheduled t ge on line hrve wetundly
begun operating, and anly Brazil Hugary, and South
Alrica have joftied the list of cnmmries it produce
mucleas puwer. Of these three eounteles, only South
Africa dias an active terrurist of insurgent problern. (1)

34 As with nuelear weapons sites, questions of Bow
well pratected nuclear power facilitles are against
possible terrorist acts relgte dircetly to what kind of
incident is under consideration. Iy Drtef, most nuelear
vower plants probably ere not seeure from stuadoif

attacks, particularly {F the terrarist intends simply 1o,

arouse gublic anyicty rather than ta cause a nnjor

telease of radiactivity, Ty is primasily because it is .

not econemically feasible to surround most nuchear
power planls with contyolled buffer zones wide
enaugh to put the plant beyond the range of he
standoff weapons available to terrorists. [

15 Rt is difficull to gencralize about levels of
protection agalnst viher kinds of possible terrorlst
actlons—particulzrly thow that wauld Invelve internal
sabatage or penetration of the nuclear plant's perime-
ter. Al plants bave some degree of protectivn agafnst
unavthorized intruston-and agatust “jusider™ sabotage,
beezuse this fs bullt into International Atorale Energy
Agency (IAEA) gutdelines that apply to facililles
where fisslle matesial &5 presani. Mereover, the wartd-
wide-concern created by the Three Mile Iland acci-

dent in’ 1879 .stimulated greater sttentlon o safety .

considerztions fn the operation of many suclear power
plants—and many of the procedures adopted to en-
hance safely also improve security- agaiust, sabotag

17, Withiu the Unfled States, i the last fodr years

- only u few new powst reactors have conte aon line, and

the scourity situation dus nel chamged much with
rogard to wnlnerabiliies to external attack. As in
Western Ewrope, the reactors are not vasy lorgels to
peietrale, much less to damage- severely, but they
probably are susveptible to attack. for example, by
trucks loaded with explusives, In a few cases, It might
e possible to place a truck bomb tlose enough to q
fucility s0 that, if #t were detonaled, massive darnsge
would be cansed that might cventually lead to the
release of n large amount of radiaetiviy. Moteover, if
the terrorist was willtng o sacrifice himself, many
nuclear bower facilities probably could be attacked by
erashing an explosives-faden truck through the faciliy

. wale and meneuvering close to a vilal area before

exploding it. fsh :
18. Of possibly even greater concern worldwide is

the potential for sabolage of a power reactor findced, °

any nuelear facility) by someone ‘with authorized

Nonetheless, the abllity of swclear power fuciliiies to
withstand externa! attack from a delermined and swell
equipped terrortit group or to guacd against sabotage
of vital equipmen: within the facllity varies widely
from country to country. fs}

}6.

access o the Facllity~the problem of nuclear terror- ‘

I3 by an “inslder.” We have only limited information

- ap bow aware variaus countries are of this possibillly -

and what precautions they take to guard-against it,
These might include security checks on applicants tu
screenaul potentlal terrorists, and the installation: of
protective devices or access controls to prevent a
would-be saboteur frow, for example, lurning valves
that might disastrously shut down g reactor's cooling
system.
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I the Unitect States, fadustry
stamclards extst on trustworthiness amd psyehologival
- stability. Local police eliocks prabahly are earried ant
£n moat places an now hires, but these chiecks are likely
to show enly if the jub applicant has o Toval crinssinal
record or s a fugitive. Therefare, It is possible that 2
forclgn terrorlst with uo local record could gain

employment at 8 US nuelear plant. In fact, at present”

there Is no way lo ascertain with cettainty how many,
{f any, forelen nationals may be employed at commer-
“clal nuclear veaclor facilities, much tess wha they are

and what kinds of contacts they huve, Legistation to

permit the Federal Burean of Inveatigalion to make
national arrest data available on new hires with aeetss
to vital aveas is pending in Congress. €s}

20, Even ff it were possible to tightly screen alb
employees ab pawes reaclors, no one has yet come up
with an effective way e cope with ancther kind of
“inslder” passibility. In this scenario, a terrorist group
kidnaps and secretly holds hostage the family of an

employes, who s forced to do their bidding at the-.
threat of harm to his family, Thus a normally trusi-

svorthy fmsider might be forced to steal sensitive

mnaterizls, facilitate the sntry of “outsiders™ intothe R

- facility, or eommit(sabo!nze himself, epraey .
21. Securlty.of Fiasile Molerial Production Fa-

cflities. Because of the presence of Busile material,

uranium enrichment plants and reprocessiug facilities
that chemically separate plutonium fram spent fuel
are alsa loglea] targets for terrorists. OF the 14 urantum
- enrichment plants now operating around the world,
onty the one in Pakistun was essentially éompleted in
the last thres years. Such facilitles also exist 1n Great

Britaln, France, the Netherlands, the USSR, Japean, -

South: Africa, Ching, and the United States. The
facilities in the Netherlands, Japan, and Great Britain
Timit thelr output to low enrlched uranium (enriched
1o less than 20 percént of U-235) for power reactor
fuel, which is unatteactive for use in & nuclear device.
Plutonipm Is separated from spent fuel in Great
Britaln, France, West Germany, Italy, India, Japan.
Chins, the USSR, and on & noncommercial basis in the
United States. No new reprocessing facilities have
come onfine in the Jast four years, although this éption
is still considered attractive by nations with naclear

power programs that are potentially jvterested n -

gaining weapons-usable material, {oap-ra-saeh

22 Becanse vy of Hese phints pradece wiaporis.
wrade waterish they s, fo penerad, ut least oy well
protected as any wnelvar weapom sile. Any external

-atten! to penelrate such Gaeilities and makie off with

the fssile naterial probaldy wenld requiee o larcer
group of well anmed and teained enmmandos than
most lerorist groups can wster,

"23, Securlty of Other Radivactive BMatertals,

-‘T'wa other kinds of nuclear material potentially usable .
" by tesrorists are ypent fuel from a reactor and varlous

radioactive isolopes that are used for an awray of
medical, commercial, and industria} purpases. Such
materials at least theoretically could be used in'a

. dispersal device lo contaminale a site of economie or

symbolic fmportance. Of the two types of materfal,
spent fuel genenlly would be more hazardous for
terrotists to vse and more difficult to gain aecess to
sinee, for the most ‘part, it Is kept in storage ponds in
the same Jocatlon and under the same security as the
reacor that prodiieed it. After it hias decayed toa favel
at which it is zafe to transpost, the spent fuel s placed

" in sealed casks on board vehicles protected by varying

degrees of securily. Tests have demonstrated that the
casks are very hard to breach with.explosives and that,
even when breached, not much radioactivity is ves
Jeased. Nonetheless, terrorists might not kaow this. In
addition, if they were sdble to seize 2 oask, thelr
possession of it probably would cause widespread
public 2larm and might zive them some bargeining
power whether or not they had the intention or
capabtlity of npening 1. 4sh
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24. Radioartive isologes sre a different watier. In
sencrl, they are inuch les protected Sromn thedt than
euriched wrunium, plutonium, ar even spemt fuel, and
thelr use ‘avound the world Is growing. Brazi), for
example, is rying to develop now food preseryation
techaiques by {oradiating foodaslfs with cobak-co
and cosium-187. It would be techaleally diffienlt to
we radioactive Isatopes cffcetively (o cause many
casualifes or latge arca contamination. §n addition,
many of the Bsolopes ave dangerous to handle and
would need shielding. But if the lexrorist intent wore
Airected more at covsing @ psychologica) Impact than
at cansing death or fnjury, solistlons of such medinal
{sotopes as todine- 131 eould be injected into foodstuffs;
ar salts of eobalt-B, steoitiunv90, cestum-137, or
radium-226cauld be introduced Into water supplies or
scattered in a building by wing them os an ingredient
In 3 typical terorist bomb, At & minimum, such usage

wonld eause detectable levels of radioactivity and, in
all likelthood, a strong public maction even it the
actual sisk to publie health was slight. 4}

Terrorht Cupﬁbiﬁﬂ.u und Mofivations .

23, Examining Terrorhal Copabilitfes. For the
modt port, terrorist capabilities to accomplish purtion-
Jar kluds of muclear terrarism can-be mest elfectivaly
estimated by Judging them against the lévals of protec-
tlon govemnments heve developed to guard against
varfous types of Nlegal nuclear acts, The capabilities of
two kinds of terrorist sroups ate of pactisulir concern:
graups that redde in countsies where nuelear weapons
ace buzed or teansit or that have nuclear facilitles

-wheze significant amounts of radioactive materials are

present, and groups that have demanstrated the ability
to canduct stgnificant extratenitorial apotations evan
if thers ate no.nuclear targets in their own country.

Thase two categaries include, in pariicoler, the major
tarrorist organtzations of Western Europe (such a3 the
‘Red Brigades of Italy, the RAF of West Germany, the.
ETA of Spain, and Aation Directe of Frence} and the-

_more prominent Middle Eastem organization that

operate-abrosd (such as the Abi Nidal group and
certain of the radical Shia groups) Our general conelu-

slons are that (1) government efforts to protect. their

most sensitive nuclear targets generally have improved
faster than have terrorist capabilities to engage In
high-level nuclear terrorion but that (2} velative terror-
ist capabilitles to engage in Jowsr leval nuelear tetror-
fsm may have Inereased somewht: for example, the
ability of governments to protect their installations
from standoff aitacks probebly bes not improved,

- while terrorlsts may now have access to weapons that

make stasgloff attacks sumewhat osler, These eosehs
sy are Vpsed on assossing the evtert o which
changes have oeeurred in the fallewing areas in the
Tast soveral years.4ef

26. Skilled Manpower, With rspect to probibly
the most worrisome praspecl—thal lezrorists will de.
velap the ability to fabricate their own nuclear devices
or to bypass the safely and securlty mechenisms on a
stafen nutelear weapon-~there hiave bean no signs in
recont yoars that terrarlst groups ate attempting 1o
recrult prople with technical knowledge ot skitls jan the
ficlds of nuclear engineering, metatlurgy, clectronics,
advanced osplosives, and the like-that would be
necessary for this kind of ntuclear terrosism, 40}

27, Sovhtsticatton of Weapons. In general, the
kinds of =rnn used by terrorisis have changed very
little since the 19705 The shoulderfircd SA-T heal-
seeking misslle and the RPG-7 antitark rocket retnain
the most polent weapons gencrally found in terrorist
inventories. Other, more eHective standolf weapons
do ot seem to be in thelr possession. Although they
probably are zvailable on the gray market, tevearists
have never used, o1 example, wirs-éontrolled antitank
weapons, which would considerably extend the range
at which ther could attack a nuclear facility. More-
over, other much less technically sophisticated-but
still highly eflective~devices, surh as explostvely
driven fyer plates, ure potentislly svatlable to terror-

. lIsts but have not been used. {6

28. Use of Explosives. The bamb has always been
the favorite wespon of letroriste. Year after year most
terrorist bunblngs, partielorly in ‘Wastern Europe,
hitve not been deiigned to cavse casualties or axtensive
damage. Within that genersl tendency, however, a
notable chafige has ocourred in recent Nmes: the

- expanded use of the vehicle bomb. While this tiend

has been most prominent In the Middle Esst, since
1982 vehicle bombs have alse besn exploding with
some regularity in Western Europe. There were, for
examiple, seven-such attacks In Western Europe in
1983, five in 1884, and fiva in 1985, in contrast with
hardly any before that. The mast disturbing aspect of
vehicle bombs with regard to the potential for nuclsar
teszoriem is that they improve the prospecls for stand-
off aitecks. The magnitude of the explosion from the
several tons of explosivas that can be packed in a
vehicle at least raises the. possibllity that ferrorists
oould -caute extensive damage to a nuclear wagpons

- site, a fisstle material production Facility, or a nuclear

10 .
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power reactor without risking their group by ettempt-
ing to penelrale the securlly of thess Installatlons. fo
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29, Another notable recemt development is that
tersorists are mote Ereanently using somewhat more

. 3ophisticated means of detonating theis Lambs. Middie

Eastern terroriats, {n partivular, often ni radis con-
trolled firing devives ar electéonle timers 1o 5ot off
their bombs. In Western Europe, the PIRA in North.
ern hickand frequently uses radle controlled firing
devives, although terrorist groups on the continent
seem lo employ them much less often. The use of
moze sophisticated dotonators does nol mean, hewev-
er, that terrorists are becoming substantially Letter
able to build, bombs~nuclear o otherwise~or to
understond and manipolate the mechanical or eloe
tronie devices assoclated with nuclear weipons, This
might be the cascdf terrarists were bisilding their own

vadio controlled Bring desices or elecironic tmets, So°

for, hiowever, they have simply purchased and adapt-
ed commetelal items, Evey then, an many cecasions
these devices have fafled, rossling In a premature
explosion or none at all—an indication thal texrorist
technical abilities may nat be appreciably improving.

30. Operational Tectfes. The“deslgn eriteria® for
sensitive nuelear facilitfes bn the Unlied States and in

most foreign natlons usually speclfy that the sccurity

arrangements provided for the facility should be able
to withstand an.attack by ] well-trained and

" dedicated commarndos. A poulble indicator, thesefore,

that terrorist capabilities to inount assaults agalist o
nuclear weapons storage site were improving svould be
stgns that they have begun to operate in groups large
enough to dafeat on-site resistance at well-defended
-facllities—~that Js, ) So far, at
Teast, thal does mot appear to be the -case. In all
instances that we are aware of, terrorists (o Western
Europe and the Middlz East continue to aperate in
groups that never exceed| and usually are
smsller. That has been trize of late, for. example, in
even the bloodiest and mast-dramatle terrorist opera-
tlons, such as the August 1983 detosation of a car
bomb at the US Rhein-Main Alrbase In West Germa-
ny, the hilacking of TWA 847, the seizure of the

- Achille Lauro erulse ship, and the altacks in December

1985 on the nirports in Rome and Vienna. &}

81. Tervorist groups opetate iu such small teams,
particularly fn Western Europe, in-order to maintain
compattmentation and because the number of hard-
core activists from which members of an assault team

.probably would be drawn are very few. Recent esti-

males are, for example, that the activist hardeore of
the RAF in West Germany nunibers about 20 to 25
persons, that the Action Directe in France probably

lus fewer than o dozen, and thal the Communist
Combarant Cells (COG 0 Belgtum @t its maximum
had oaly about 10. The E'TA in Spain and the Red
Brigasdes i Italy are larger, each probably having at
least 50 ta 100 activixts, but thoy alsa operate in very

small groups for reasons of conyrastmentation. All of

Uiese geoups huve been huet by significont police
suecesses, which probably hos further reduced their
ability ta moust aperations that would require an
unususlly large number of penonnel. Noncthelos, alt
of these grows have demonsteated the ability to
recover from such setbacks. n additton, ore receni
trend that might enable the smaller sroups v oser-
conie personsiel Initations has been a nrovement
toward eooperation among the RAF, AD, and CCC. So
fat, however, the cooperation has been mantfested in
coryrion propaganda releases and some shured use of
resources (such as stolen dynamite) but dpparently not
in joint operations, (s .

82. Changes in Targeting and Arcas of Operalion.
For the most part, tesrorlst grouns seldom deviste
much from their established medus operandi in terms
of the targels they attack and where they operate, Two
recent shifts, hoivever, in these fundemental aparating
parameters are relevant in considering prospects for
nuclear terrorism: o

~ Since late 1884, there has besn a sibstantial

increase in -West Kuropean terrorist sttacks

against NATO nstallations, US military facilities,
and various defense-related Industries, principal

Iy in West Germany and Belgium, Although all

of these atticks were against essentially unpro-
teeted targets (for example, the NATO oil pipe.

. Nine), the altacks, partlcularly in West Germany,

were part of & concerted effort simulsted by the
RAF to stike symbols of US “impatialism” and
to stic ub opposiiion to NATO &t a time of
considerable public oppusition to the deployment
of US Pershing I and crulse misstles.

= Several Middle Eastern torrorist groups have
demanstrated a growing ability to operate in
Western Europe, Almost 60 tercorist Ineldents of
Middle Eastern orlgin occurred there in {984

and over 70 such incidents in 1085, Many of the

. attacks were by state agents of Libya, Syria, Traq,
and lran against their respactive Middle Erstern

enemies. Some, however, were by terrorist otga- -

nizatlons like the Abu Nidzl Group; which is
assoclated currently with Syria and Libya, and
Hizballah, the vadical Shis group lecated In
Lebanon and generally influsnced by Iran, s x#)

"
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83. Changes in Terrarial Motivationx and Intens
tions, As indicated carlier, we huve litle evidence of
how terrarlits think about the possibility of engoging
fa1 nucleas terratism. No eaptured or repetiten? terror
ist, ta aur knowledge, has ever been questioned on this
subjeet, there are no humsn suugce reparts on the
auestion, and terzorisl-originaled deewnents do sot
refer to the topic. In secking to undersiand, thesefore,
why terrorist up to.now have aot attacked nucloar
targets and under what conditions these mmlmlms
mighl give way, we are limited to deductlons draven
fram information on how terrorsts generally behave
and to a small amount of materlal on how antimiclaar
environmentsl aclivists in West Germany  have

_thought about sebatege of nuclear targets. te3

4. Normys of Terrorist Behavlor, In general, terror-
ists up {0 now seom to have aeled In accordance with
the following precepts, ench of which could dissuade
them from engaging in at least some kinds of nuclear
terrorism:

-~ Be attentive to the politteal consequences of a

terrorist act, Tersorists may belfeve that any act |

that appears (o thredten release of radioactivity
would slienate even their sympathizers among
the public and tharefore shauld be avolded. This
is sugested by the fact that terrarists in Western
Europe regularly atteck construction, computer,
and other ‘business frms asoclated with the
nuclear power industry, but, excent for one
isolated Incident more than 10 years ago, they
have never even threatened to attack an operate
ing nuclear reactor or a facility where Sssile
wmaterdal 1s storedt.?

~He prudent about taking sisks. In deciding what
acts to undertake terroxist groups gencrally seem
to be éanservative in terms of the degree of visk
created for the graup. This implies that the level
of protection aforded nuclexr facilities can
make a difference in whether terrorists deeide to
attack them, They may slso be deterred by the
prospect of the massive govarnment counterter-
rorist response that probably would be provoked
by an act of nuelear terrorism,

~— Be frugal in expending resources, Terrorist oper-
atlons, espéaially in Western Evzope, ace umally
of very short duration {for example, an assessind-
tion attempt or placement of a bomb), use a vary
smalk number of personne), and are intended to

® On )5 August 1973, wo plastique chargss were detonated at lhv

Monts d'Arce zeactor in France that destroyed & water towsrand a

radlo telephone coom. The Breton Liberation Fromt claime 4 respon-
aibiliy. (c)

12

fwve- an imniediate fmpact. These factors dos

" trease the keliuxad that the terorist orgaiza-
tlons we know todday would be willisg to make
the extended commititent of tie and resourees
necussary to niount tiese kinds of anclear terrog-
it operations—snch us Dullding and thremtening
ta use an improvised device or hiolding a govern-
wient hostage with @ stolen nuchar weapan-—that -
do 1ot lend themiselves ta quick resalution. They
do not, however, affect the attractiveness of thuse
operations—such as standoff altacks—thet are
designed for immediote effect.éed

85, West German Antiuiclear Activisis, In addi-
tion to the ‘possibility of attacks by terrorist arganiza-
tions, the Intelligence Communily hos been concernad
at least since the Jate 1970s that antinuclear environ-
mentalists or peace movement supposters might turn
1o violence against nuclear facilities In an effort 1o
force governments té change nuclear power or nuclear.
weapons policies. The fact that the feaders of the
peace movement in Wastern Burape have worked
bosd fo prevent terrorists from Infiltrating and ma.
nipulating their demonstratlons against deploymient of
Pershing 1l and cruise missiles sugaests, however, that
they would regard acts of nuclear tercoristn as flegiti-
mate. This alsa seems Lo be the case with the environ-
mentalists who oppose nuclear power. All their vie
lence hes g0 far been directed at nedipheral facilities
and not at the power’ planis themselves. In addition, a
1879 West German undeiground handbook, ‘which
provides “Informetion on Practizal Opposition 1o
Atomic Flants”™ (primarily how to sabotage high volts
sge lines), contains the following language: "We state
exprexly that we do not comsider 1t appropriate to
szbotege the aperation of the plant at the plant itsell.
Wae fee! that no nucleay opponent should risk radioac-
tive contamination of the nopulation thereby. ... We
do not have anything against discupting the opemtion
so that a radivactive danger to people does not occur.”

86, Areas of Concern, Some recent developments
have raised the question whether possible nhibRiens
against nuclear tersorism may be weakening. Of par-
ticular concern are:

~ Whether Middle Eastern terrorists operating in
Western Europe are less concerned abour the
public reaction to their attacks than local terror-
1si¢ would be. Attacks by such organtzations as
the Abu Nidal Group or Hizballah on British,
French, or even US vuclear weapon sites are
more conceivable than by local terrorisis because
Middle - Eastern terrorists would be loss con-
cerned about the consequences of such attacks on
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bypassing safety and seeurity mechanisms in o

theie own sympathitzors, Nouctheles, Middle
Lustoru 1¢rrurists do care about weild apinion,
fcluding that of West Evropeans, ns demanstrat
ed by Hizbaltah's faiely shilled attenpts to ma-
miptlate Western media in the aftennath of the
~FWA 847 hijicking. Morcover, the ability of
Middle Eastern lorsorisis to operate ogainst their
prineipal targets—ather Midile Easterncysaein
Western Europe benefits from the relatively
permissive atthtude taken toward them by some
Eurapean governments in exchange: for their nol
operaling against domestic targets,

~To what extent. terortss tubitbizions against
causing “mass" casualttes may be changing. The
apparent Incrense- in terrorist-caused casoalties
over the last decade and the memaory of g few
speetacular, bloody fncidents have Jod some ob-
sarvers to fear that the reluctance terrarists have
- generally shown about killing indiseriminately
and in largé numbers was disappearing, This
wrobably s not the case. Virtually 2l the record-
ed growth i atirtbutable lo a higher rate of
ineidents in which fewer than 100 catugliies
occurred {primarily where fewer.than 10 were
killed or wounded). In the culy category that
might sppreach “mass” casusfties (over 206 per
- incident), only three occurred in 1881-85, the
same number as in 1976-80, Mareover, ihe psy-
chological state of mind necassary delibarately to
kill the tens of thoussnd that might sssult from
cven & small nuclear explosion may be quite
different from the state of mind necessiry to kill
* the largest number (in ‘the low hundreds) that
Aerrotlsts have tried for up to now.

=~ Haw much an apparent increase in fanaticism
among some terrorists and the appesrance of
the “suictde™ bomber has boosted the possibility
that lerrarists will take on the high dsks they
probably assactate with nuclear terrortsm. The
* relevance of the spate of sulvide bombing attacks
that -have cccursed In the Middle East (and
nowhere else} to prospects for nuclear terrorism
probably is not great. Almast all of those who
have sacrificed themselves have besn—as far as
we can lell—poor, uneducated Shia youths who
are intensely indoctrinated by clarfes and then

injected into en operation as soon as pousible, *
before their willingness to die hes a chance to- .

“fade. This kind of fanatlc is not the type who
would be involved in risking slow death from
exposure to insufficiently protected radiolegical

matetia) while: building = nuclear devlce or -

weapan. It Is coneeivable that e could be ysed
I drive a vehicle bomb into a nelear favilityw~
bul there is also good reason Lo beliove that it
" would be very difficult te ransfor Shia sulefde
terroriam effectively’ outstde its normal cultial
seiting nto an industrislized, Western country,

87, State Suppart for Nuclear Terrotlsm, One
chouge that might make o difference in a terrorist
sraup’s capability for or interest iy committing ait act
of wuelear terrarism would be a decision by a patron
state to provide backing. ond encauragesnent for such

an act. A number of sales~the Soviet Union, Iran, .

and radical Arab states such as Libya, Syels, and
Trag~might have sufficient access 1o terrorist groups
and the motivation that could conceivably lead them
1o make this deciston. The paragraphs that follow
examine" what considerations muoy have econstrained
them from so far from backing nuclear tersorism and
what, i anythiog, might dilute these constraints. &

88. The Sovtet Union. It 1s hard to imagine uny
cireumstances fo which the Sovlets would encourage 8
terrorist group to develop an independent nuclear
capability, no maiter how crude, by building & device
or stealing a weapon, Lower levels of nuclear terzorism
ure snother matter, however, Pacticulurly at the Hms
when West European countries were making the

declsion 1o particlpate in INF modérnization and.

during the period of inttial deployment of Pershing Il
and erulse missfles, any terrozist act that raised West
European publlc concern shout the safely of nuclsar
missiles might have stopped the program i s tracks,
Clearly, the Soviets would have coitnted this a major
success and wonld have been willing to take some level

of tisk-to achieve 1L Thate is 1o way of knowing for

sure why they apparently made no move in this

direetion, but the following possible constralnts malée‘_

Sense;

- Terrorism doss not fit in with thelr overail
Strategic approach toward weakening NATO,
which emphasizes portraying the USSR as a

seasonable, peace-loving suparpower, with which'

Western Eutape c2n negotinte,

s part of this effort, Moscow provides suppon
and encouragement to the legal left in Western
"Eutope. The legal.loft is the most likely to sulfer
from public backiash against terrorism by the
tadicat left, -

— The Soviets mey not want to risk breaking the
basier against nuclear terrorism. becduse Com-
munist nuclear power facilities, pasticularly in
Eestern Eurape, might be vulnerable, (s )

&
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89, X these consteaiats uee, in Tact, the ones Uit
apuly, ther it-is fikely that Soviet aitude tavind
nuclear tezzorlsm will not change eeept as past of o
much larger revision of their steatewy In Western

43 fean. Ve Seanian Govermment adse cleardy sup-
ports the vae of derrarisn o an aeeepinble weans of

-striking @t is enemics, Mot of the terrorid acts o

Europe, Nonetheless, the vatential benefits for the -

Soviots (rom even whitvely minor “dncidents that
would raise concerns nbout safery of nuclear missifes

are ureal cunugh that a change in Soviet atthtude -

toward nutlear terrordsm Is fav from inconceivalie,
espechally if they percoive thieir present NATO policy
ds glearly hailing, s}

d0. The Radical Aral) States. Syrla's nnd frag's
foreign polics goals, ivhich have almost exclusively u

- reglonal focus, would not bo advanced by miclear

tezsorism except in the extremely unfikely case that
they found & way to attack Israel's nuclear facilitics,
Libya, however, is of greater concern becnuse of
Oadhuﬂ s hatred of the United States and his tendency
to threaten West Buropean governments (most recent-
Jy the United Kingdom and Italy) with setaliation if
they toke ant-Libyan scis, Mot Libsan terrorist
attacks are carsied aut by state agents, hut the proba-

ble Libyan backing the Abu Nidal Group received for -

Its December 1965 attacks at the Vienns und Rome

_ airports indicates that contgets with that group are
strengthening. Until reently, Qadhafi had not, for the -

. might have difficulty meintaining an arms supply
relatlonship with a government that supported an et -

most pazt, diracted terrorist assets against US interests,
veshops because of fear of retalintion should his
spomorship become revealed. In the past fow months,
however, thers is evidence that Libyan awsets huve
intensified thefr efforts to collent information on
NATO bases, including military insmllalions where US
ttooys are stztioned. ic-m'-ne-vmr

4L Qadlwhi clearly believes in the (cgitimacy of
terrorist violence and undoubtedly would {ove to strike
a grievous blow against the United States. The chances
that he would back an act of nuclear tesrorism are

rechiced, however, by the likelihood that &t would be .

vary' diﬂieult ta hide the. Libyan hand even if ¢
surrogats carried owt the action, Moreover, the zest of

the world prabably weuld react by, &t ¢ minimum,

{wolating his regima totally, Even the Soviets, if they
hoped to relain any inlluence in Western Europe,

of nuclear teryorism there,

B.0.12958, as amended
Section 1.4(d)

14

Weszern Hurope with whivh fran §s ussoelnticd were
carrfedd out by s own simte anents and dirceted agdnst
Middie Eastern targets, Nonetheless, its links to {1z
balfads givee fran at loast the potential to altoek wnclead
targets in Westert Eueope whthout dircetly exposing
fts own hand. The risk to Yean of being implieated in
such. an act, however, woulll be extremely high. As
with-? thya, the lrapian regime cannol afford to be ent

off economically fram the vest uf the world, por wonld -

there be much sense in tnking the risk of provoking the
Western industrhalized countsios-into supporting Ienq

mote openly It s war with Jran. Both consequences:
could cesult if Hizbatiah attacked a nuclear target jn -

Western Europe, because most of the world would

fimply assume that [ran was behind such an atlack,

given the strength of Its tivs to that argantzation.
Consequently, while the possibility can never be com-
pletely excluded that Khomelni or some successor
radical religious leader might frrationally Tnsh aut at
the United States by sponsering an act of nuclear
terzorism, the probability of this happening & fairly
remate. el i

Conclutions and Implications

43. In general, we conclude that nose-of the obe
served changes that may hiave ccourred in the opera-
tional capabifities, targeting practices, levels of cooper-
ation, patron sale supvort, of terropist motivations has
slgnificantly saised the likelihood that terrorists witl
attempt the most technleally difficult, molevolent, and
harmiul of polential nuclear acts, Thus we judge the
vrobability of these kinds of acls peeurting reruains

“low o very low, federei~

41, \Wealw conclude that the prospects that forelgn
lerrorists will attemnt acty of nuclear terrorism of any
kind i the Unlted States remiin low. Over the years,
there het been very litle foreign tetrorlsm in the
United States and virtually none by forelgn terrorisis
against officlal US targets, In our judgment, sriy of the
terrorist groups-—-such os thos from Western Eutope
and the Middie Eost—that mlght concelvably attack a
nuclear targel would be umost lkely to do s0 in

“Western Europe, where they have a comsiderably

greatesr operating capabilly than they do in the
United States, faivel

15, In contoast to our Iudgmenl about highelevel
nuclear terordsm, we belleve that there is a somewhat
greater possibility that terrorisls, pastleularty In Wests
ctn Europe, will engage i these lower level types of
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oueleat terrorism tht ure dosigmed minly 1o gener © — Any substantid chitige in the ope suting pusume ’ f .
mablichy and undveisine o goveemuents wclar uy ters of terparists would be worth sticg, This
nther policies. We eamn, heiveser, confidently assiar conld telnde attaeking walldefended targets,

a specific prolmbility to s proset, althoh we
daubt that it reaches the "even cance™ vruicied by
the eaclier Esthivates. Capabilitios fur {ow-Jovel kinds
of nucloar werrorism may be incrensing, but the behgv

apeating in spds of mose than 10 uttackers,
awovime loward compheated operations that pote .
. sist for sopne perlnd, or using more eatie {for

foral conalraluits an terrorisir Involving mielear matters example, '-'"""_'“‘“' or biological) weapnnry. (ewee

i * -show no stgns of wenkentng, foielif . N} L .
16. There nre certain areas we bekieve are worth . 47 Al ol the above indicators pertain to esling
i i cau:ful watching for signs that these beliovioral con- tesrarist graups. Thete is tie possibility, hawever, that
. strainls may fn the fiture come under straln, break {#f nuclear tersorisnt cloos eceur—paptientasly the most

‘dosn, or no langer apply: malevolent agd harmful kinds——that it would ke per-

—If West Buropean ttrorisls seriously begin to  peirated by a kind of terrorist niot subject to current’
conslder broadening thelr anti-NATO attacks to inhibitions, who may nut vet exist, We have no way of
include nuclear targels, ntense internal debate predieting whether thls will oecur, but such a terrarist
may eceur thet could lead to splits, defections, or,
at & minimum, internally circulated documents

that attemnt to justify such @ radical change. 0 3 t ;
Similay debates—as when the Red Brigades first  SPawded a terrorist group would be particularly worrt.

decided to altack non-lalian targets—heve laken  some, with respect to nuclea¢ terraidsm, If {1 (1) had an

-place when other fundamental shifts in trgeling apacalyptie view of history that weleomed the end of

oceursed, T. . the world or of civilization as we know i (2) saw fiself

— One sign that patron state-backed Middle East- a5 the agent for bringing sbuut this end, and 6]
ern terrorist groups operating in Western Europe featured nuclear energy somewhere fn s doctrine,

!

1

¢ wight, for example, ovolve out of existing quasi-
1
S were broadening their targel selection to the  Such a group probably swould be uticoncerned as to
H

(

t

H

i

L]

2

H

3

§

1]

religious or rightwing, “survivalist” culls. A cult that

point that they might consider attacking nuclear  how much of the public it alienated by its actions and .

fgi"me’ “’.’:{;‘ldtb?""‘“‘" ““m.gg' gﬂt‘?ﬁgﬁi’; might not care if it -stimulated severe government
m on West' European or U T cneasires, ) ol

targets in Western Europe generally, This might cmu;ltcbrr:cts}um Mfm:‘er' a Q; Is sox;ctimcs;’lo;ﬂit

indleate they were lowering the priority they  ™Bbt be uble to enlist in 1is rinks muc more highly

now appazently assign to malntaining a relatively  educated and technically lra{ned meAmbers than sp-

permissive environment there for altacking other  Pear to be atiracted 10 teday's terrorist groups, Qi

Middle Ensters enemtes. we}
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