


































































































Without a coordinator at this location, there was no effective Way 10
transfer information to and from the CP, to control access to the -
WP, mqmcklyreso}vemmdmﬂlmmfncﬂmtcmmnmg

Support requirements, etc.

Recommendation: A DOE FSA/WP Coordinator is needed so that
tthmcnccCommandcrandtthSOhxveamglcpomtof -
contact who'is constantly aware of operations and the sequencing of

* events which involve DaD, FBI, and DOE. The Support
Commander must rely on him to discuss continuing suppert .
requirerments: communications, generators, lights, special toals,
heavy equipment, status of each agency, fuel, water, tents, toilets,
etc. Many scientific and support activities are injtiated at the TOC; -
and thus feedback is needed from the FSA/WP to ensure that these
activities are carried out and aré consistent with projected timelines.
A DOE voice is needed at the FSA/WP to quickly resolve issues -
with the EOD teams, such as access to the FSA and WP, shared

- resources, priority of staging commumcahon elcmcnt:, number of
personne] at the WP, etc, : )

Problem: Thcloglsnugroupwaspoorlyused. Mostofthe :
logistics tasks had been acoomphshed pnor to.the Exercise by the

contractor.:

Recommcndaﬁon: NEST should delete the DOE/NV position
entitled “Logistics and Administration Director". The Support
Commander ought to perform that function; he can be given a
point of contact on the ESO staﬂ‘ if :uppon from & federal
representative is ncedcd. :

(3) FBI as lead Agency: i

Problem: There were Jong delays and considerable d:fﬁculucs in
obtaining FBI escorts for the Search Teams.

Recommendation: The FBI at an exercise or incident site must be
- made aware of the Bureau’s responsibilities.

Problem: During MIRAGE GOLD there was confﬁslon rcgarﬁmg

the amount of information which could be shared with FEMA to
plan consequence management.
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unnnuon&omonchadagcncytonnothcr(fonmgaponibh
detonation) are urgently needed. - i

" Problem: When NEST responds to an IND incident the FBL, as
the LFA, is precludéd from sharing adequate information with
FEMA aor the affected state(s) for OPSEC reasons, Valuable time
is lost, which could be dedicated to emergency planning, asset
mobﬂmanon, evacuation, €tc. i

Recommendation: Policy issues must be rwolved at the National
level for the integration of FEMA and the state(s) into

ence management planning. Policies and procedures must
be developed for requesting information, coordinating with key
personnel, and pbtaining local expertise, assets and plans 5o that .
consequence management consistent with FBI/DOE/DOD activities
can occur simultaneously. . :

Problem: The FBIL, DoD and DOE lack clear policy guidance
regarding law enforcement, technical IND considerations, and
federal, state and local political considerations. Improper release of
information to the public could cause panic and uncontrolled mass -
cvacuanons. Interagency policy for decxs:on makmg is inadequate.

Recommendation: Dcvclop policy to guldc FBI/DOEJDOD toward
. & recommended course of action for Presidential decision. .

Problem: The FRMAC role i not well coordinated with other
federal response agencies. The FRMAC dxrector never met with
the FBI during the Exercise.

Recommendation: The FRMAC must be treated as a federal
center, not a DOE center. It should be located with FEMA, the
state, and the potential LFA. It should havc representatives from
the FBL, DoD and DOE. '

(4) Intelligence flow:
Problem No real Joint Intemgcncc Cell was operational. The

DOE representative was able successfully to pass assessments to th
FBI net ﬂuough the * mrgap but wnhout thc opportumty for
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Recommcndat:on. Dev:bpacmtcntmdmblcmmgcncy
pmdmhmpmwmgmchwhwmgm&ﬂdmc

Problem: DOE is not dxstn’butmg adequate mformanon to othcr
agencies. ' )
Recommendation: A joint DoD/DOE agreement should be
established to determine the essential elements of information
which DOE should automatically transfer to EOD. '

- Problem: FBI intelligence efforts were narrowly focused on the

information required to identify and apprehend terrorists

" responsible for emplacing the IND, not on the technical information

requircd to prevent the device from functioning as desired. -

Recommendation: A DoD/FBI/DOE MOU to establish pnomy of
intelligence requirements should be established. Prcvcntmg a
device from achieving nuclear yield-should have priority as lngh as

_capturing the terrorist subjects who placed it.

Problem: There is no clear guidence to define who is respon.siblc
for requesting nanonal intelligence assets. -

Recommendation: Procedures should be wristen to remedy this
deficiency. The DSR will determine Priority Intelligence

. Requirements (PRI) needs, make requests to the tactical forces; -

these tactical forces should request national intelligence assets for
the DSR. The SAC also will have access to national mtcmgencc
assets.

Problem: Security procedurﬂ for protecting classified materials
unnecessarily hampered intcragency cooperation and the flow of
vital information. There is no established equrvalency of security
classification and clearances between agencies. Each agency has its
own procedures and cultural climate for safeguardmg classified and
sensitive information. This prevented other agencies from obtaining
critical information concerning the search, diagnostics and
disablement of the IND, as well as the crimina)l investigation of the
incident. In order to solve a problem with the potential
catastrophic consequences of an IND, agencies must realize all
participants nccd access to information.
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to reduce/climinate institutional barriers that affect the flow of
information. This policy must be exercised frequently to ensure all
organizations are able to fully interact. An equivalency chart that

-carrelates security classification and clearances from one agcncy to

all other agencies could be helpful

Problem: The flow of information, both rouﬁnc and opcraﬁonal]y
immediate, between the FBL DOE and DoD was inadequate.

Recommendation: Deficiencies in information flow can be reduced
by establishing information management SOPs within each agency
and an interagency SOP defining information flow among the CPs
of all thc federal agenau. :

Recommcndanon. FBI should increase thc mformanon provided to
theDOBandDoDsothcycannnpmvcthcnsuppontothc FBL
The Bureau should conduct routine "worker-level" meetings with |
DaD and DOE in atu:ndanc:. ‘

Problem: The FBI pmdu us with intelligerice information. We
received very little intelligence about MIRAGE GOLD activities as -
the event unfolded. No intelligence briefings were provided that
covered the mtclhgcnce that had been gathered. -

Recommendation: A ftmcnonal intelligence prcmdmg ccllin the

JOG, i Le., an IIG, would have had representatives of all agencies,

which in turn would have prav:ded necessary intelligence to the
subelements that needed it. The Interagency Intelligence Cell must
be activated by the FBI in the next exercise to preclude the loss of
technical intelligence, as occurred in MIRAGE GOLD

Problem: The Advance Adv:sory Team did examine the documents
made available by the FBI but did not visit the/@|site or question
the surviving informant. As a result they may not have determined
the scope of the opcrat:on for DOE. :

Recommendation: Develop proccdurcs and instructions for AAT
members. -

Problem: chhnica] intcﬂigcnce'did not éct to the appropriate
members of the Device Assessment and Disablement Teams.
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Recommcndauon. Imprmsdtechmm!hteﬂ:gmaemdmfomtmn
mwarcreqmred. _ : .

*(6) Intcragcncy Opcratmns coordmauon.

Problem: The roles and mpons:'bihuu of the FBL, DOE and DoD
are not clearly defined. The DoD’s perception was that DOE was
not wﬂhng to conduct acuons that DoD deemed necessary.

(1) The DoD pressured DOE to request REAC/TS :upport lnd
. wanted written justification for DOE’s failure to do s0. -

"~ (2) DoD Health Physics personnel demanded immediate

y establishment of a JHEC to effect health hazards pred:cuons
for consequence management. DOE decided the issue should
be a NEST policy decision, established outside the Pplay of the -
Excrcxsc. DoD was dxssansﬁed.

3) Thc DSR directed DoD to dcve]opfa plan for the disposition of .
the IND, which was done. DOE appeared to regard the plan
as unnecessary because DOE had full responsibility for the
disposition of the dcv:ec and had its own plan underway.

Recommendation: At the very highest lcvel, DOE, DoD and FBI
need to define and publish the roles and rcsponsibihhcs of these

agencies and outline the procedures for execution of those
responsibilities.
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Qrmblun. Dmmgthcapprwalpmcmfmcnﬂymd/m

disablement, a "Countdown Checkiist” was not available for higher
level decision- makers such as the Attorney General, Secretary of
Energy, the Secretary of Defense and the President so they could
beawarcofthcnepsmvoh'cdmdwhmhthcywlﬂdhavcuscdul '
basis for their on-scene decisions.

Recommendation: The appropriate working groups should .
prepare, coordinate and distribute a "Countdown Checklist™ to the
lppropnatc decision levels for use in the approval process.

Problem: The President would receive scparate, unoonsohdated
situation reports and recommendations from the Attorney General,
the Secretary of Energy, and the Secretary of Defense. The
President could be presented with conﬁzsmg or conmctmg
recommendations.

Recommendation: Justwc, Energy and Defense should: convene an
interagency working group, monitor the unfolding situation, and

. prepare consolidated pohcy recommcndauons and situation reports

formePrwdznt. .

Problem: Key NEST policy and procedural documcnu were not
followed or did not exist for MIRAGE GOLD. The Key Decision
List was not followed; NEST SOP § was not followed at either
HRT target. The following documents either do not exist or need
to be revised:

1. MNWE MOU exists on]y in draftform and does not include
FEMA or the DoD-T : :
JOC Implementing Procedures - mcomplctc

Forensics SOP - - incomplete -

Interagency Public Affairs ; - does not exist
Turmnover Procedures incomplete

Recommendation: A number of NEST documents need to be.
revised and several new ones need to be written, Key NEST
leaders need to ensure that policy and procedural documents are
used appropriately in the field. NEST SOPs must be stated in a
more simplified context. They bad not been broadly briefed. The
NEST principals expected to execute them did not understand
them.

Y T
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Problem: Mcm:bwmpomethmuzbamlthESI'
community during the No-Notice EDRE. Notification, activation,
and deployment procedures were not well known although many
were documented.’ Inmmccuec,NESTﬂeldpmonnelmnot
notified of mobilization for hours.

Recommendation: Notification and d;p]oymmt procedurcs should
be awclcratcd by proceeding in paraIlel communications rather

Problem: The need for support equipment from REECo, the

" Medical Team, the US Weather Service, and the EPA was not

defined during the No-Notice EDRE deployment. Not all agcnc:as
or their field elements were notified. US. Air Force Security -
personne] at some bases were not notified.

'Recommendation: Support elements (equipment and personnel)

outside of DOE and National Laboratory circles needs to be
defined and documented in NEST deployment plans. This includes
notification of U.S. Air Force and othcr appropnatc security
personnel

Problem: ncFBItooktoohtﬂcintermmthesea:chprocw,
both in setnng priorities and in personnel] pmtecmm. -

Rccommendanon We need to prepare a checklist for thc FBI and
explain to them more clearly what they will be expected to do.

Problem: All parties were not well \;crscd in the content of the
FBI/DOE/DoD MOU. There was also uncertainty as to which was -
to bc used, the older signed: vcrsion or the newer tmsigned version.

. Recommendation: We should dcvelop or find appropnatc
Command and Control training for the DOE NESTIDOD EOD

" management team.




N
;

* Problem: There were diagrarms of the device firing system in an
.area searched superfidally by the FBL The FBI did not-find them.

Recommendation: FBI personnel need to search suspect areas
more thoroughly. The data missed were critical to Disablement and
could have meant the d.lﬁ‘crcncc between success and failure.

Problem: The FBI suppon 10 the Search Commander was

. inadequate. It seemed that Bureau personnel were not aware of

what DOE needed. A Search Team was assigned to search for a |
stolen car.

Recommendation: More interagency education and training is °
required for familiarization with capabilities and limitations.

Problem: The interagency deployment in both number of
personnel and organization seemed tpo big and sluggish for
response to a real NEST event.-

Recommendation: Smaller subunits should be identified for specific
kinds of responses, thus permitting better management and control.

Problem: The deployment of all NEST assets simultaneously led to
possible relocation of all command centers (other than the WP)
when the major target was found only a mile from the CP.
Collocating the JOC, CPs and 'I‘OC seems unjustifiable.

Recommendation: Only search parties and minimal assets should
be deployed until the target is located. The JOC and CP should be
located far from any target, as their survival is essential.
Problem: There were multiple lapses in timely communication

between the DoD and DOE at the TOC. This led to
misunderstandings about the disablement technique (notionally)
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used, the state of the IND after disablement and the continuing
need for protective gear by the reentry team. The root cause of
tbcproblcmistheorgamzauondthc'ﬂ)c,wmchumﬁgm'ed
mtophymcaﬂyupamtedccﬂsufdsﬂnctﬁmcbomlruponﬁbﬂny
and agency affilistion. This physical scparation of technical and
agency leadership impedes communication and i exacerbated by
the mc]mauaniorfnce-to-facc c:ommumeetmnmtthOC.

Recommendation: NEST should form a collocated joint tec.hmml

operations team, consisting of the Science Commander, EOD

Commander, and all technical team leaders. This would facilitate

communications and transitions across technical/agency cells within

the TOC and better reflect the integrated nature of much of the

TOC activities. The integrated team should be at a central TOC
location, not dxspcrsed within its cells. * )

Problem: Scarches were deployed too rapicﬂy for adequate
briefings on potential dangers, the search plan, the search
equipment setup, and FBI/DOE ¢oordination. -

Remmmcndanon The scenario should be dmgncd to force search
Ieaders to deploy more deliberately. Training should be designed to
include more realistic interfacing with law enforcement including |
penalties for unrealistic procedures. NEST managers should ensure
that an operations cell within the JOC controls the deployment.

Problem: Searchers were 100 brave or too careless in 2 potentially
hostile environment. ‘l'hcy searched without eﬂ’cctwc FBI -
concurrence and protwhon. —

Recommcndauon, All aspects of NEST searcher training should
‘ empha.s:zc realistic mtcrfacmg with law enforcement and a more
realistic view of actions to be taken in a potentially hostile
environment.

Problem: It was observed that various Piayer groups were on eight
hour shifts, others on twch_re-hour shifts, and yet others had no limit
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onthen'wmkpenoch. Itismlmdthntthnproblcmsgcnenﬂy
conndcmdlprerognmafthewmmndmﬂ'ofeachagencynnd
a Player choice. Howcver.thcfnctthatitmrrcdwasadumpmn
to interagency communication and command. ) i

Recommendation: It s assumed that in a real h‘fe, multiagency
deployment of the significance of resalving 2 nuclear threat against

a major population center, that central command would dictate the
mﬂabﬂ:lty of adequate pcrsonnel and the process of shift change to
obtain optimum communication and consistent operations. At the .
next exercise this detail should be agreed on, in advance, by the
planning staff 30 as to better simulate reality and prcc]ude the
introduction of an additional elemcnt of confusion into Playcr '

- operatians.

Problem: . The chain of command was either not understood or - |
dxrectnon from that enntywasnotﬁo]]owed. :

Recommendation: An interagency group should look at the various

- aspecuofeommandandoonu'olofallfederalrmurmuwenu .

the command and control in the NEST technical community, to -
determine if better communication, commend, ‘and control can be -
conveyed to the techmcal elements in the NEST community.

Problem: Time required to gt in and out of the Worhng Point -
was excessive,

Recommcndauon. The appropnatc workmg groups of NESI‘ b~ ;

shoul TCViEw worhng pomt mgress and cgrcss prooedures to
determine if there were delays in admitting personnel with essential
duties during the MIRAGE GOLD and if some coordination of .
essential functions at the working point nccds to be better defined
or otherwise streamlined.

Problem: - No place was _dcsrgnated as a holding area or staging
arca for searchers and other personnel who were not immediately
needed but were on standby for deployment to one task or another.
Personnel in this area would be out of the way of other TOC
activity, would be available for assxgnment and briefing for
assignment, and would be checked in at the beginning of shift and
checked out at the end of shift,
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‘Recomimendation: ‘A cortimon eris manigement process in &

situation favolving and Jargs numbess. of
mn-wm%mﬁmm-ﬁm

-nugingnruﬁartumthnmdcployed. Thntypcnfmashonld '
: ' be defined not only to facilitate personnel mandgement but also to -
: 'mﬁcmﬂmhmmmmmmm -
'othcrwwkilbdngperﬂnmed. _ .

‘Problem: ThcahmacoftutedpmcedmfmhﬂRAGEGOlD

andforensiacruwdpmbkm.

‘ “.Rccommmdaﬁm. Wesbuﬂdnotﬂeldelememsinnnmrdsg
- vmtil wve have established procedures for the function and
.dmmwdthem_mldrmwithmewtcp!am .
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Problem: NE‘STpamapantshckeddampuom of their general dutics.
They had no written guidelines to define their responsibilities. Hence,
t.h:ywcrcmeft‘ectwcp:rfamen.

Recommendation: NEST should publish, as qmckly as possx'ble, the
basic job descriptions, duties end responsibilities for each position.
Also needed, are interface guidelines for those who support pmt-

agency opcratmm.

blem: At the working lcvcl there was little interaction among FBI,
DOE Players. Procedures for the exchange of (and
destruction of) classified worhng papcrs were not available.

Recommendation: Procedures for handling classified working papcrs
should be prepared and distributed. Working-leve! interagency :
communication channels need to be developed and promoted during an
Problem: The Exercise Disablement Plan addressed primarily the
tactical need of the Players. It did not develop a number of issues of

" concern to Washington policy-makers, such as other disablement

options, hazards assessment for the chosen option (and for other
potential options), impact on the crvilmn population, acnons to address
their concerns, etc. , .

Recomm.cndation: Hcadquaners of involvcd agencies should review
the requirements of the Washington decision-makers and prepare a

checklist of requirements for inclusion in the Dlsablcmcnt Planora

separate document.

I..ogistiee] support of NEST activities.

Problem: Name tags are needed for.all players in the NEST
community, especially at the FSA and WP. Identification of personnel
at the FSA and WP was highly difficult. Closcd communications
resulted. :

Recommendation: Badges should be provided that show name, .
function, and field team group. 'I'hcsc should be dispersed to all NES
personnel.

Problem: Moving the TOCKZP would be too disruptive in a real
incident.
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Problun. F'BleonnnmnymgnedSeud:Tumtoperfom'hot .
pursuits”. The FBI mobile teams followed the searchers in their =
vans, creating a high-profile situation. Too many Teams were
dmcwdtneonvergconamspcctlocmonnmtﬂmnwmly

Recommendation: The FBI field teams need to be better tramed _
in handling and supporting NEST search operations. :

Problem: NEST Search Teams did not always locate the Exercise
targets without some input of Controller injects. NEST Search
Teams entered target arcas with purpose and enthusiasm but not
always with regard for personal and public safety, knowiedge of he
terrorist activity and location, or other security concerns.
Monitoring of the radios during the play indicated that the Search
Team was not provided intelligence that would guide their activity.
_The risk to the searchers personal safcty, as well as the risk that
they ‘might unintentionally warn terrorists of pending government
activity, were both real because of thc dearth ofmtc]hgcncc
fumxshed to thcm. . _

Recommendation: Better communication and intelligence from the
JOC to the Search Teams is critical. Efforts must be made through
training and interagency Haison to ensure that the Search Teams -
are not "left out to dry"'in a hostile environment. A reiteration of
the obhganon of the FBI to ensure the safety of the Search Teams
as defined in the MOU must be cmphaswed to all parhcapatmg
agencies.

Problem: We had 00 many vc]ucles and pcrsonne] ns ~
ne:ghborhood during search operations. ‘

Recommendation: Search managers need to reduce vehicle and -
personnel congestion to minimize the possibihty that onlookcr: (and
potential terrorists) may become tusplcwus. _

Problem: The DOE and FBI deﬁne “roadside momtormg"
differently. -

Rccommcndaﬁoh: The term "roadblock mom‘tor" should be
discontinued, to be replaced by "roadside monitor”. DOE and FBI
need to concur on the definition of the procedure involved. .
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' Problem: Search supp pcrsonndwercinnbuﬂdmg:cpamc
._ﬁ'omtheTOC,wbcrelearchControllcnmbcated.

Recommcndauon. Search support and search Controllers should
be in the same place to nmphfy communication and minimize
confusion.

Problem: The liquid mtrogcn supply for mecmng unit detectors
cnnnotlastthroughnlz-homshrft. :

Recommendation: We should have dewars which last longer or
additional liquid nitrogen in the field. Another solution: swap units
in ficld or run the search crews on shorter ghifts. (The dewars on -
the new screening units last 12 hours, but some searchers were in
the field as long as 17 hours).

Problem: The RISA software may require viewing the spectrum to.

identify radiation sources, particularly if the photopeaks arc small.

‘Recommendation: For the problem photopeaks, we should

implement one or more of the following solutions.

1. Improve RISA’s ability’u; identify fmall peaks in the spectrum;

2 Scnd experienced personne] into the field for onsite evaluation;
"3 Usc the radio modem to send spectm back to the TOC for

detailed mspecuun.

Problem: The search Dispatcher/Debricfer needed a “runner” to -
handle some of their tash. .

.Reoommcndaﬁon. Assrgn a pcrson to help with Dispatcher/
" Debriefers.

Problem: The FBI had no understanding of NEST search and had
to be constantly briefed.

Recommendation: The NEETI‘ briefings to the FBI field offices
should bc continued.

Problem: The _relationship of the Dispatcher/Debriefers with the
Search Director Coordinator, and Controller, was confusing.
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_‘idg:mlogy/documcnmﬁon form, followed by the Search Reporting .

Mbleﬁ: Searchers did not always have team Dispatcher/Debricfer |
radio!tclephonc numbcr .

Rccommcndanon. The daily search team roster prmtouts should
include the radio net designations and tclephouc numbers for the
team’s Dispatcher/Debriefer and the appropriate PIO.

v

Problem: The mobile Search Team had no Jocal drivers.

Recommendation: The mobile Scarch Teams should have local law
. enforcement drivers. . . '

Problem: There was a problcm with the mtcgrauan of the FBI and
the Search Teams,

Recommendation: The FBI attached to the NEST Search Teams
should be included in the search briefings and their role identified.

Problem: Search Teams were given instructions that were © .

- cancelled and then reinstituted. Delays were significant in the
deployment of Search Teams. Maps for use in search were of poor
quallty and generally not mﬂab}c to Search Teams.

Recommendation: Search manager: need to assess their l
communications with the FBI or NEST technical managers to
enhance the channels which define deployment of Search Teams
and eqmp them with ncmsary documcntanon to do their jOb

(2) Diagnostics:
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- Problem: The Disablement Plan was incomplete from an
operational perspective. It addressed the scientific aspects of the -
process but did not provide the direction for interaction of
DoD/FBI assets—~what to do, where to be, at what times,
Safety/evacuation annex, fallback options, ete.

Recommendation: All NEST agencies develop a more robust
template for this type of plan that addresses actions/activities and
requirements for all participants. This must be a joint operations
.plan. The drafting of this plan must be completed soon enough to
receive a high, multi-agency rmcw prior to publication.

Problem: The timelines in the Operauom Plan of the N'EST Initial

Response SOP were viewed as unrealistic by the Disablement
Team.

Recommendation: The times ass:gned to the Dlsab]emcnt Initial
Response operations plans shou]d bc derived from spccnﬁcaﬂy
focused drills.

Problem: It did not appear that there was a Disablement person
on the recovery team with EOD to determine whether a successful

WY . FINAL DRAFT
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- Froblem: Pombﬂﬂyd’eompumimnlequipmem(fm'c&ﬂ)
eempemlbec. :peedmdeonvemeneemheaqmm.

- Recommendauon. Fmpnnters.hrge:dzsplayxandfaner
computers ueneedeqﬁorume}y response, -
Problem: Once the device was foamed and it was decided to do a
surgical disrupt, there was no way to get rid of the foam. This
prevented early reentry for forensic purposes. .

Recommendation: One must decide carefully on the necessity of .

foaming. For a surgical disrupt, no foaming is necessary. An
effective method ofdispening foam rapidly is needed.

(5) Public Management and Evacunhon .

;::-_ ' s - Problem: TheP'BIdrdnotexecute enshngfederal plamreqmrmg
' potification of state authorities when there is a real or potential ,
hazard to the public. It is a drastic mistake to assume that NEST H’]

techn__g_lgnundmdurecwﬂ]almystumd,renﬂﬁngﬁm
nuclear yield.

Recommendation: The FBI and DOE should brief emergency
response leaders acting as liaisons to NEST. FRMAC eou]d asnst
in this pmm _

Problem: At MIRAGE GOLD we were ill-prepared for the
possible relocation of the CP and TOC.

Recommendation: All information (regarding equipment and
supplies) accumulated during deployment needs to be regularly
updated 5o that a re-deployment checklist can be immediately

provided, if required.

(6) Re-entry:
Problem: Reentry into the foam did not go smoothly. This was
less the fsult of the individuals involved t.han of the lack of planmng
and training for this situation. :

Recommendation: Plans for more extensive reentry trmnmg are
undemy ., .
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(9) Consequence Management: '

- Problem: The conditions for and level of FRMAC dcploymem are
unccrtam, not embluhed or docummwd. :

Recommendation: If the NE.S'I' is deploycd, FRMAC should also
be deployed. Non-NEST assets should be upwind, perhaps 100
miles away. FRMAC assets should be split, some at this remote
location, some att.beNESI'CP : ‘ )

Problem: NEST lacks a well-defined procw for effective
conseguence management. ,

‘Recommendation: NEST should include a Joint Consequence
Assessment Team (JCAT) or a Joint Consequence Planning Team
(JCPT), with representatives from FBL, DOE, FRMAGC, FEMA,
state and potential LFA (e.g., the EPA). The team should meet
regularly, as the crisis situation develops, to coordinate plans and
actions. - The DoD organized such a team dun.ng the Exermc,
‘worked very well.

Problem: Afxer device disablement it s not clear what is
considered on-site or off-site and who has jurisdiction. -

Recommendation: Aﬂer an IND has been disabled NEST should
define these terms as the Accident Response Group (ARG) does.
Then let NEST, specifically LANL, LINL and SNL, handle
radiological measurements on-site and FRMAC handie
measurements and assessment off-site,

W FINAL DRAFT
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£ Media and public affairs
(l)JoimInformatianCenm'

. Problem: mFBId\dnmmmwmmmgcncyHCmd ‘thus
the agencies did not have the opportunity to cooperate on media-
related issues. Thcre.mfac:,mnomdlaphy.whuhwastouny

- mneahsuconthcpanﬁFBImamgemcm. .

Recommendation: Training and operations orientation of FBI -
el must occur to help develop an appreciation of their lead
position and the dependence of all NEST organizations on their
Jeadership. DOE, DoD, and FEMA would not have been
pcrmmedbythwhcadquancrstom.ndmuteazamnthc .
" international press in a situation liké this. The FBI has control of .
media releases according to the MOU, but must face reality.

Problem: The FBI approach to the respanse to the media is .
unrealistic. This took much of the consequence play out of the

Recommendation: DOE is in a much better position to understand
the NEST requirements than the FBI and has an obligation to .
pmdetotheFBIlcbecklmm'tbcmtormanonanwhattthBI '
_lhou]d be prcpared to face. : .

Problem: ‘The JIC was too small to acoommodatc PAOs from
FEMA, DoD, DOE and FBL. Equipment (phones, TV monitors,
etc.) was insufficient for a rca] emergency situation.

Recommendation: The JIC should be large enough to
accommodate PAOs from participating agencies, with sufficient
eqmpmcnt to handie their needs. . _ .

Problem: So little useful information was released to the media
that speculation resulted in public alarm. During a real incident,
speculation would have caused panic reactions and sxgmﬁcam
problems.

. Recommendation: Adequate information must be released early &

an jncident, followed by regularly schcdulcd Pubhc Affairs ('PA)
briefings.
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Problem: hmnmdwwmdthemymwwthqmld
_mdwu]dnmnytothemednupuhh:. .

'Recommcndmm. M:hon]dbenh:eﬁngumcbcgmnmgof '
tbcmwhmhuphmswhatmbcsﬁdwm

Problem. All-agency objective. lsgmnouahsﬁedmthc o
Exercise. The FBI would not respond to injects designed to test
the objectives initially and later responded with b comment/no
problem”. No media conferences were held and the media actors
were not informed of the existence of a Joint Information Center
unti] the fifth day of the Exercise. To put it in proper perspective,
the pressures exerted by the media actors were small compared to
those which will be imposed in the real event. -

Recommendation: Interagency policy and guidance for public
affairs in domestic nuclear terrorism must be developed further.

(2) Interagency Acuvitr I . -

Problem: Only one Public Affairs Oﬁm ('PAO) was provided by
Sth Army Public Affairs. Second shift support was provided by one
PAO from the Defense Nuclear Agency Advisory Team (DNAAT).
The latter’s expertise was not available to the DSR when he was off
hif BRI .
Recommendation: The 5th Army should provide two PAO officers,

allowing the DNAAT PAO 1o be available to the DSR during peak
bours and immediately on call at other times.

Problem: The FBI successfully blocked any media interaction
during the Exercise by refusing to release informauon or allow
anyone else to do so. _ _

Recommendation: Although the DOE and DoD have Jearned to
act cooperatively, the FBI operated independently, to the detriment
of the overall NEST operation. -

(3) Local and state government incorporaﬁﬂn.

Problem: Al of the media play was handled by the FBI and DOE
public affairs was not oonsulted.
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: Rwommmdanom 'IthBIhchn.rgcdmmmkeormdcm

gite must unde memmtmm

needcdwnhDO

?roblem: The FBI unranhshcaﬂyexpeaed to withhold information
from the public.. Fn a real incident this will not be allowed by the
state and Jocal officials.

Recommendation: An honest and realistic policy toward the
. release of certain information to the public must be practiced in
mmc‘.. . ’ . ) “

_Problem: State and local governments need early notification so -
that adequate donscqucnoe management planning canbe -
-accomplished. There is no policy guidance to advise NEST
regarding the conditions for or timing of such notification. The
decision to not notify state and Jocal governments during MIRAGE
_GOLD was unrealistic and prevented adequatc development of

eonsequcnce managcment planmng.

Recommcndauon. Policies lpphcablc to all a,gcnc:cs involved in a
NEST emergency must be developed at the national level to
establish the conditions and timing for not:ﬁmuan of state and local

governments.

Problem: -If a high-profile, hxgh-ws:'bihty IND incident occurred i in
the real world, the reluctance of federal agencies to share critical
information with state and local! authorities would cause conflict,
confusion and chaotic response from FEMA, the state and other
critical agencies. “ _

Recommendation: NEST pdlicy regarding INDs must feqrﬁre

informing the governor of the affected state as quickly as possible. ‘

Failure 10 do 50 will ureparably destroy Federal Lead Agency
credibility. _

g- Prior Training and Qualiﬁcatiom .
Problem: Lack of NEST funding and training combined with growing
requirements in other parts of the NEST mission makes it increasingly

difficult for Working Point field teams to coordinate, communicate,
and accomplish their mission.
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Problem: NEST personnel need improved awareness of and training in
Recommendation: Follow-up training and drills can be enhanced with
the development of a NEST training facility and further development of
training courses. Wencedtopmcﬁcchumaﬂergmups:poreoﬁm- :
We tend to reinvent the wheel too often in a major exercise because we

have new personnel who have no institutional knowledge of what
happened the last time and what warked or failed.

Problem: We need to be hanest with ourselves. Some of our technical
operations did not work as well as they should. Some of the processes
we have developed must be examined for practicality and effectiveness.
Time must be the determinant in whether o not a process is ~
meaningful. Some of our processes take up too much time.

Recommendation: An exercise is a test of proficiency, not a training
session. We should not'permit.new personnel, new and untested
equipment, and new processes and procedures in an exercise. NEST -
personnel should arrive on site fully trained and equipped, ready to
execute appropriate procedures. - - " .

Problem: We need to check the actual MIRAGE GOLD Player roster
against the Deployment Authorization List from October 1 to see how .
many of the Players would have actually been authorized to deploy.
The DAP will only be meaningful if we incorporate it into our .
operation. I strongly suspect that a critical portion of the technical
capability would not have been authorized for deployment under DAP. .

Recommendation: The fact that we now have a DAP program defined
creates an even greater burden on the managers of NEST to ensure
that the program is fully implemented and enforced. In the legal world,
utilizing people who do not meet the criteria for such uvtilization :
appears in a court of law as negligent management and is the grounds
on which many liability suits are won. '

Problem: DTRG equipment to support the EOD Sophisticated
Improvised Explosive Device (SIED) Task Force is aging and personnel
are inadequately traincd.iniits use, o : :

Recommendation: Fundiﬁg should be proﬁdcci for new equipment,
especially for secure Satellite Transmission (SATRAN) capability,
assive Infrared detection and kill capability. Additional training
funds are needed to upgrade and maintain operational skills.
@il - FINAL DRAFT.

" 154



" - FINAL DRAFT

rmblem.'l'b"’ B hchndeqmtcmmuniaﬂms
eqmpmcm:n&-rmﬂidentnmn dmhedmﬁpenml -

Recommcndabon. Amcwmmummumsyﬂem,mm tible with
those of the FBI and DOE, must be provided for communications with
the support agencies. Various options are available. The DSR staff
should be expanded and divided into two elements: 32 personnel, co-

Jocated with the LFA, to provide IND response, plus 2% persorme! -

Jocated with FEMA to support consequence management. The former, .

~with technical, nuclear safety and security skills, should be drawn from

‘ | Funding should be provided far & stand-alane

communications capability, as well as for a stand-up exercise and
periodic sustainment exercises for each staff. .Chemical and medical
plans officers should be included on the DSR staff to handle mass
casualtm from an IND detonation. {

mrderstand the technical implications of their actions. This syndrome is
equally apparent at Jower levels of NEST as well, a fact noted by
observers of operations at the Worhng Point, pubhc affairs activities,

h’——z—l .
blem Senior FB] - Aficiaks, or even DOE
managers who donothavcnechmml background, may make
judgments which are seriously flawed becausetbcy do not fully

%

_search, ete. -

Recommendation: NEST should create a series of canned charts and
short videos to simply and graphxcel]y fMustrate key technical problems,
issues, and operations. Those in authority can quickly brief themselves
and their operating personnel on kcy issues and the technical problems
that need to be considered.

Problem: Many Players did not have job d&scnptions prior to the
Exercise and were not briefed on their duties and responsibilities. They
had to learn, by trial and error, not only their own jobs, but those of
equally confused people working with them. .

Recommendation: Job dcscnpuans should be provided, prior to
departure, to all NEST participants. The Support Commander and/or

the DOE Administration and Logistics Section, need to have access to
the duties and responsibilities of all deployed NEST personnel.
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