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28 September 2006

Mr. James A. Baker

Counsel for Intelligence Policy
U.8. Dapartment of Justice

950 Pennsylvania Averue, N.W.
Washingtos, D.C. 20530

Dear Jim: .

(8//31) The Natonal Security Agency (NSA) is requesting that the Sccretary of
Defense zad the Attomey General spprove an amandment to the Classified Annex to
Depertment of Defensé Procedures Under Exacutive Order 12333 (May 27, 1988), That
amendment would parmit NSA parsonnel snalyzing communicaticns metadats to analyze
contacts invelving U.S. telephone numbers, e-mail addresscs, and other idemifiers.
While NSA has for several years engaged in such activities, it has heretofore applicd
procedures in 2 manoer that hes precluded it from chaining “from"* or “‘through”
communications connections with telephona vumbers and eloctronic communications
metadste when it has had resson to beliove the communications were those of U.S.
persoOns.

(S/SVOC,NF) NSA is committed 10 vigorous and effective oversight of all of its
activities that affiect the privacy imerests of 1.S. persons. With respect to the
communications metadata of U.S. persons affected by this smendment, NSA wishes to
inform you of the following:

1. NSA scquires this commumnications metadata under its muibority to collect,
process, and disseminate signals intelligence information under Bzecutive Order 12333,
All of the communications metadata that NSA scquires under this suthority should have
at least one communicant outxics the United States.

2. The Oversight and Compliance Office in NSA’s Signals Intelligence
Directorate conducts oversight of NSA’s activities involving communications metadats.

3. NSA restricts acocss to communications matadata to those gnalytic and other
personnel with a need for this dsta in the performance of their official duties,
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4. Mnnammmmmmmmmdumof
NSA obtain acoess to commumications metadats, such parsoanel will recefve mandatory
training, spproved by the Oeseral Counss] of NSA, on the proper use of such detsbases
and chaiming fools. That treining may be provided cn-line. Usecs will compiete and
acknowledge the training before access. The training will highlight the sensitivity of the
date and the users® obligations when accessing the data, the restriction on use of the data
mfuﬁgumﬁmcemoﬁy,mdhmq\mmwfmowmqmndw
when disseminating resul

S, Befisre acoessing the date, users will view a banner, displayed vpon login and
positively acknowladged by the user, that ro-emphasizes the key points reganding use of
the data and chaining tools, end proper dissemination of sny resnlts obtained.

6. NSA creates sudit trails of every query made in cach datsbase containing U.S.
commuaicstions metadata, and has & network of suditors who will be respongible for
spot-checking sctivities in the dstabase to cosure thay activities remain complisnt with the
procodures described for the data’s nse, The Oversight and Compliance Office conducta
periodic super audits 1o verify that activities remain propesly controlied,

7. NSA will report sny misuse of the infirmation to NSA's Inspector Genersl
and Office of General Counsel for inclosion in existing or future reporting mechanisras
relating to NSA’s signals intelligence activitics,

(C) Should any of these statements change, NSA will prompely infhem the
Aszsistant Attexney General, Nationsl Security Division, U.8. Department of Justice. In
this event, NSA will discuss with the Assixtant Atiomey General what other steps NSA
W&emmmdwmmummmmmaus.pm

{C) In addition, each year by October 15th, I will report to ths Attorney Genersl
on (i) te kinds of infarmation that NSA, is collecting and procesxing as comumunications
ractadata; (if) NSA’s tmplexnentstion of the stepy described sbove; and (ili) my
gignificant new legal or oversight issuer that have arisea in connection with NSA’s
collection, processing, ar disseminatian of conmnunications metadats of U.8. persons.

Sincercly,

)5 §7 Cofl

VITO T. POTENZA
Acting Ceneral Counsel

e Geaeval Counsel, Department of Defense
Genensl Counsel, Offipe of Director of National Intelligence
Civil Libertics Protection Officer, Office of Diréctor of National Imelligence
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