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8 Sep 92

MEMO FOR —

SUBJECT: NRO Personnel Disclosure Issue

REFERENCE: Your Issue Paper S$SS, Same Subject, 8 Sep 92

I agree with the concept expressed this afternoon that
guidance tg the members of the NRO should be kept simple. This
is vital ig-the message is to be passed on quickly and if people
are to understand what they are to say, and why. Because the
nezure of our assignments varies so widely, I do not believe that
we can rave a single disclosure policy that will apply to every-

on I =hink maybe the right approach is somewhere betwesn "one

s &ll" and "expressly tailored for each individuzl."

Tre near-cterm gulidance to the NRO should therefore read
sore-ning iike this:

ncil we provide mora specifis tailerad guidance far your
sg=22ific organizaticn ar loca:zo1, nothing will change as far as
na cuiside world is concermed.

If asxked abcut the NRC cr any of the principals who will
Ldve pubiicay 1dentified (Mr Faga, Mr Hiii, or RADM March),
daZlacs the quastion with a ccmment like, °0Okh, I heard something,
tus even if I knew aayching for sure, I probably couldn’z ralk

azz2uz it.® IE the guestion is more dlrect concarning ysur ac:tivi-
tizs, a czmment like, *I don’t talk abour what I ds,* might ke
mcra apprepriazs.  Any inquiries from tha press cr frcm saspla you
45 2t knew sheuld Ee referred to your Lhome osrganizanisn's puhliz
Affzirs CiZice

rose two paragraphs address only the near-tcerrw nenc AWmat
l-o o is address the policy issue you raised in your

ary Sheet. I agree trat the basis ought o be tche

points yci cize as your provise, and that would be a good _ezd-
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f the NRO ¢ disclosugg of individual
shall pnot be made

/.‘"
Such disclosure confirms or tends to confirm the
other sensitive project, organiza-

It is the policy
involvement in the NRO
if:

1.
existence of
tion, or locatiofl;

2. The identity or location of and NRO ground station
or classified facilicy; or
av

3. The identities of NRQ personrel.

Once these basic tenets were established, and perhaps

elaborated on, if necessary, you could introduce the corcept of
rizk znd sensitivity as factors to be consicered. 7o mé&ke i:c
asier for the individual to determine what he or she ought to ba
oirg, we could do the risk analysis for them and present a logic
ble which assigns a category to each and every element ol thne
a

_
I suggest we use your three options as the basis, and ad
Tore Everyone would then know what category zhey were in
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né zre rules for each would be relatively simple. Inszead o

a-egories, we Rpight choose a term thaz already nz2s similar
connozations, such as anonymity level, a2z 1s used oy NSA. Tha:

ig ghe cerm I'1l the rest of this discussisn, alzhough =

don'zs have any parcicular bias abouz any zerm.

[
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Anoniymity level Zeroc would be for those organizations which

will function best as acknowledged elements of the NRO, and who
w3113 appear as such irn their official personrel resords. It mayv
= tnEr we do net wanr to pul anyorne exces: parts SI ER Lntc tnis
-ErEL &I 1nl3 time.

Anonymity level One would be analogous to your Oprtion Ore,
where affiliation with the NRO could be disclosed

would envision anonynmicy level one to include
~he NRO neadquarters and staff, but a determination should be

made for each individual elemert. For example, wha: might be
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. appropriate for the Dir of Security’s immediate staff may not be
C‘ right for the NRO— as a whole. ‘"How to" guide-

lines would be needed on addressing and routing collateral and

Anonymity level Two would be analogous to your Option Two,
where affiliation with the NRO could be disclosed

of the detail, I do believe there is a middle ground which might

apply to some category of organization, such as a program office,
where (without violating the precepts of policy on exiscence of a
program, etc) there would be some benefit in identification with

the NRO.

The point thaz must be made wizh either ol the two Lewvels
described above (One and Two) is tta: no cne is obiigazed o
identify themselves as being with the NRO, and thaz use oI :he
parent organizacion affiliation is, in facz, preferred.

. The next Anonymity level, Three, is like your QOocion
(;_ in that affiliation with the NRO could be disclosed

ts would have to be kept 1n mairid, but

< - [ . | o = - [ M
rpriate for atwernowlsedzersnt 58 oinm
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vo.vement Lin NE: cperacisns withour revealing geographic ioca-
cions. Interacrion petween Ground station personnel and uliizate
users (on neutral turf) mignht £it this category.

I would envision thaz references to reconnaissance aczivi-
ties could he made in unc-assiiied performance reports Zfor anvone
in levels Zero th Trnreae, provided the% sensizive Locations

I have added znother Anonymity level, Four, to -he or:tigrns.
These would be those locazions or activities whose associaczic
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with the NRO must be kept in compartmented channels.

The approach I've outlined appears to be more cumbersome
than a single policy for everybody, and it will require careful
thought and deliberation as the categories are decided and
organizations sorted out among them. I think that it will be
better in the long run, since the policy will bear a direct
relationship to the risk for that particular unit or site, and
will therefore stand more of a chance of being supported by :he
folks in the fielé.

DENNIE M, DR
Co.cre., JEA

Insgector Gsnera.
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