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This document replaces the March 1989 version, which should be destroved. Any discrepancy .

between the USSID and this document should be resolved in favor of the USSID.

(FOEO) This manual serves only as a general reference, It cannot provide guidance for handling
every nuance that may arise in reporting. In the final analysis, the reporter must make USSID 18 .
decisions, consulting with staff oy other personnel whenever necessary. In the decision process, the
protection of the right to privacy of the U.S. person must be weighed against the need of the
government to produce foreign intelligence. T ’
(FOF0) Send 2l requests for additional copies through appropriate channels to NSA, ATTN:
P0521. Forward comments and queries concerning the information in this manual to NSA, ATIN:
P0521, or call NSTS extension 963«19.115. B oo
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(F9¥9) This manual focuses
on the dissemination of U.S.-
identities and attendant proce-
dures. While particular sec-—
tions or appendixes &an serve as
& quick reference, th& manual is

-not intended to be zll-encom-

passing. Rather, analysts and
reporters should be familiar
with the scope and zpplication
of USSID 18, particularly in
metters concerning the defini-
tion of U.S5. person.

c

(€E~€<O) 2Although primarily
intendad to address the use of
U.S. icdentities in SICGINT seari-
alized or
arplies
any for
outside
INT Sys
Teins s
prccess
riz, <l

<

ons between
- Persons must be dsstroyed.
Communications of (or which ref-

e o o A T

. P .
erence) a U.S. person must be
processed and disseminated in
strict compliance-with the gquid-
ance, in USSID 18. The USSID:
stipulates procedures and sSpe- -
cific.restrictiofs“pPlaced on:
SIGINT operations.-This enzbles
the US3S to conduct its mission.
lawfllly, while guaranteeing the
right to privacy of U.S. citi-
ZEns.
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Section 2 -

Responsibilities .= - ___h_J

s Nalals}

The Director}nNSA,

is responsible for ensuring that

the USSS conducts its missions
and functioms in a mgnner that
safeguards the right to privacy
- Persons. To =zccom-
h th the Director has
¢ned specific responsibilj-

NSA OfZice
(OGC) prowvi

n SIGINT matt
of ths USSS and
Primary Tnter-
sible for USSiD
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ing activities tkat

t eawareness and compli-
and reports the results to
the zppropriate senior offi
cials within ang outside tha
Usss. ;

RO m
I

g
c
r

b Tk

ance,

(FOHO) The NSa Deputy Direc-
(DDO). pre-
~to- the -IG on

Pa&res- and forwards

T e rretmeam e

Yo fwn!

& quarterly basis & report ti
documents compliance with E.O.

12333. This DDO ~r&pdrt is .input
for an NSA repost,that is for-
warded to the ASSiwtant

t

f

S2 to thes
Secge;ary of Defense for Intel-
ligence Oversight, to the Presi.-
dent’s Intellicence Ovar- sight
Board, and to the U.S. Attorney
Gensral. The DDO, or his cdezgig-
nes, is .zlso the EDDroving offi-
cizl for certain Categoriss of
dissemination of U.S. icdenti-
ties outside the USss for for-
gicn intellicence purDossas,
—CwT) Wichin the Cpeara-
ticns Directoratce (DO), =032
{the Office of ths Assigzanc
Chief of Scefi for Pezorxtinge:
Policy and Programs) isg ths
focal"point for USSID 18 mar-
Tars '
=S59) FLZ21 ($53-1ciic
hancdiss all rsoussts for imtas.
rstation, c¢uicdazncs, comsan gl
ollection a=cé Cissamizacion,
nc. case-byv-cass ox bpiznk=s
borovals for ths Gisszasminztian
E-U;S.:idgntities In regoris.
P0321 will not issus p=y inter-
Drefztions of the USSIiD without
first soliciting the g€vice ofF
Ehe Office of Ggneral Counssai.

{e—ece) p)322 {$53-3%6¢8s)
erv ths “sensi-chack”
£F1 will rdingta
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the DO focal point for ail ' DO for destruction waiver
requests, under the Foreign. requests and f0r guidance on .,
Intelligenge:§ggvgill§pce’Aqt“. targeting and collection.

{ ) o

(FOYO) Each emnloyes of the
: S i USSS will conductiintelligence
gl i all requests for operations in accdrdance with
“the Director to exercise his E.0.712333, the Ctassified Annex
collection authority under E.0. ~7 te Procedures Under E.Ok 12333,
12333. In addition, P0524 con- DoD Regulation 5240.1-R, NSA/CSg
solidates and forwards quar- Regulation 10-30 and USSID 18.
terly the information provided Emoloyees should be famili
by ezch NSA 0PI for thao DO Quar- | with the provisions of th

terly Report (ses Section or documents.
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Dissemination Policy for .U.S.

Identip@e

BASIC FOLICY

i

(|
f

(€-eco) ' Section. 7 of USSID

18 regulates dissamiTiation of &
.U.S. identity interc&ptéd in -
foreign communications. 2 for-
elgn-communication is dziinad as
ong meeting one or mors of tos

following criteria: ’

- & communication that has a=
l=zst one communicant outsids
ths U.S.;

(&—<e2) _In sricINT rgporgs,
raznlace 2 U.g. identity with a
Ceneric tsrm unlass cne oif the _
€xceptions listed below zppliss:
~_Reporting €lements, eithsr at
NSaA heacdcuarters or =+ & field
facility, ray disseminzste a 4.9,
identity pertinenc to 2 physi-
cal safety situation such zs =z
hijacking or a Cerrorisc attack.
In such a case, the issuing ele-
rent must notify PO52 a< s on &s

" Possible zfrer the fact.:

- o
l..

]

& report when the ,provi
listed in USSID ¥8,¥ sac -
and summarized dn.Appen -
this document, az¥e met. -
appiovals miy b= one

-~ forms discussad below?.

~~ Thnz DDO or his csgigmsas

rently CriezZ, P03, Bernuzs

~205,. €k=s 2DDO, or,

duty hotxs, the Sa=n

tions OFficar (S00)

National SIGINT O

ter (NSOC)) has = _
onz-tims use ofp t =
tity in 2 report.

raguest to dissemir

OF &2 U.S. identity 1 b

basis to P0521, which will taks

the necassary action to obtain
gooroval.'®

L
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gssess the foreitn i
gence. If the foreign i i
gence information can be under-
Stood or its importanca 2ssessed
without the specifitc U.s. .

[ DEFINITION OF A U.S. PERSON tity, do not inglude that
= - ‘ nste

a
ity in the repory. Inst
N S

ti ¢
- " . P --np_f-:a - -
._ ()" By USSID 18 definition, replace the’specific U.S. iden-
. - i . ) FO T ’ " .
& U.S. person can be = human - L1t L S =n g
being, organization, or thi S. pe c
(e.¢., an aircrafc). Tha d - ¢
tion of aad guidelinssz for
Cstermining who or wnat is =
U.S. psrson are in USSID ig, :
Ssction ¢ Very gan rally, how-
€ver, a U.S. person is N
- & U.s Citizen; é
T & DErXmansnt reside-r glian g
{(¢resz caxg holcsx) ; «
- & Corporztion lnCcoxporatss in
h U.5 nle T iz openmia
1 b Toxaicn cove
=2 o - tLor o
== oG con s idezzi-
Bt fis s Ccon-
T &I unincorporated &sszociztior “f: -
Orgenizad in the U.S. o hzzd- S =
GRarcersd in trs G.8.;

T &1 Unlincorporatss

with hezdcuarters ou:

U.S., if =& substantiz .
its mexmbers ara U.§.

&liens lawfully adms

permanent residence;

[
]
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-
m
=
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0
1= ¢F
!_lo
in
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m O
m
L
¥
r

h A~ K

C
Point to consider n ing
ebproval to include. a soecific
Or gsneric.U.s. identity in =2
TeDort is whether the identity
is nséessaryv Eo understand or "33@
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(20E9) sSin
aot list and explain every con-
ceivable <ituation, 052 {(in ”
c0ﬂsult¢tlon with the. GC) must \y
tent &1 4. c.'D'D.l i- 910’3

1nteror=t its imn
cuidance 1s=uea oner the
ears hes covevea

EXRMPLES L ) (é—%g) termanent
=iiens f{those ;ith greesen cards)
zre U.S5. persons amd are civen
the same prot“ctions unéer USSID
1§ as U.E. gitizens.

“¢te) The reoorblﬂa elemen
P052, must ceterﬂwrc the
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If the status : .
cannot bes detexmined, the ana-
lyst or raporter must make 2z
Cecision based on thse guide-~
lines outlined in USSTID ig.¢e.

&nd summarized in Section 3 of
tni ' o

0 how to £drward requests
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~alk approval tO Jisseminate the
U.S. identity -fxom the Chief oOF
Depuly chief, PO5. 1f they &re
=psent, then p0S521 will seek
+ RADDO or DDO approval. T Cime-
' gensitive situations of & r
npormal duty hours, the §00_%9
rhe NSOC may suthorize “he Gis-—

i -
prhysical szfabty, USE the
saweg undexr physical gafety git-
uwations, zhove.
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o - con +E & cunstantial number Of
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5 y of ths U.S. cr aliens lawivlly
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Section s - mesore CiTEuEiion s
U.S5.-ISSUED REPQORTS ( )
&) On occasion, U.S.
reports intentiona le disclose &
U.s. 1aent1ty, either by name ox
'bv title when authorizéd by the
DDQ or his designe= on = CZse-
by-case basis or through & blan-
ket waziver. Tha dlsclosure_of a
name or title is azccepntzabls
under USSID 18 oniwv if ths &is-
closure is necesszrvw tor the
resdsey to vnderstend e for-
gicn-intslligence information or
g8sess dits imoorEancs .

4

s WM arch 1994~

(U) canczr THIS RE?D
DOES NOT comzLy V_T"
DISSEMINATION REGULAT
CORRECTED VERSTON or
WILL BE PUBLISEED IN
SERZIAT, NUMBER) ) .

() REMOVE FROM PLT MaNUAa
COMPUTER FILES.

Ses USSID 300 for zddi- o
tional details on how to issus
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IX.B.
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Administrative COQEereqce of the Unlted Statcs i

\frican Development Foundation S
Central Intelligence Agency )
Commissior on Civil Rights . )
Commodity Futures Trading Commission s,
Consumer Product Safety Commission . .
Defense Nuclear Facilities Safety Board SRS .
Environmental Protection Agency - -

S

Equal Employment Obbortunity ComnﬂssiBﬁ-
-

Farm Credit Administration

Federzal Communications Commission
"Federzl Deposit Insurance Corporation
Fedsrzl Election Commission
Federzl Emergency Management 2Rgsancy o
Fecerzl Eousing Finznce Eoard
Feceral Labor Relations Authority .
Feasral Maritime Commission
rederel Mediztion and Conciliztion Sarvicse
redsral Mine Safetv and Hszlth Bsaview Commission
FaCesrzl Pesesrxrve Svystam
Fegsral Hstirement Thrifc Invsstment Soa~d . .
recsrel Trade Cos: ssion
Generzl Ssrvices Administratien
er-Em=rican Foundzbtion
Intarscate Commarcs Commission
Merit Systems Protection Scard
Netional Rsronsutics and Spacs Administraticn
Nationzl Rrchives ané Records Adminiscracic-
Nationel Capitel Pizanirg Commission
Netionzl Cradit Urnion Réminiscraztion
Neticnzl Foundation on ths 2ris znd Eumanitiss
Mational Labor Pslztions EBoa-d
National Msdiztion =oard ' -
Nationazl Pailroad Passencer Corporztion [amirzk)’
Nationzl Science Fouzdation
National Transportation Safetv Board
Nuclezr Regulztory Commission .
Occupeational Safety &nd Eezlth Raview Commissics -
Lfice of Govermmsnt Ethics : oo
- 'Office of Personnel Management
Oversignt Board for the Resolution Trusctc Corporation

Panzme Canal
Pezce Corps )
ennsylvania Avenue Development Corporation
Pension Benefit Guarantes Corporation
Postal Rate Commission.- '
Railroad Retirsment Board

Commission
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Resolution Trust Corporation . .
Securitiss and Exchange Commissgion
Selective Service System &t .
Small Business Administration . - .
Tennessee VallevasAuthority : -2 )
UG.S. 2rms Control zndg Disarmament Agency g
. U.5. Information Adency . T
U.S. International Development Coopératioh'égancy
U.S. Internationzl Trade Commission
U.S. Office of Specizl, Counsesl
U.S. Postzl Servics .

BQOARDS, COXEMISSIONS, AND COMMITTEES (partial list) .
American Battle Monuments Commission -
Appalzchizn Ragionzl Commission ]
A}ELitectural and Trznsportation Earriers Complizncs Scard

02xC for Intsrnational Broadcasting
omission of Fins 2rts ’
nCangersd Species Commibice
nIormation Sscuricy Oversicnhnt Qffics
Marinz Mammzal Commiczior '
Presidsnt's forsien Int=lligence Eovisorv Zcars
President’s Intellicancs Cversicht Bozxd
Texzils Trade .Policy Group ’
Tracs Policy Commitces
NOT=Z: Tha Lecarés, committees iong, councils
in this Croup have bssn ests : ¥ congressio=a
tizal action, perform actions ret limited to-ths int
of & parent department X e&gency, &and s2re authdrize
the Fedaral Ra&ister. ror & more complsate ligtizg
tions, comsult the currant edition of ths Unitsd Ska
Mznuz1,
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{(¥659) This appen
ties that might Eppe
inated. in reports

S
kg
has been granted b

several examples of U.S. didenti-
and shows how they must

be dissam-
to use more specifigrterminology
signes .

d
ar
unless =
Y DDO or

-

. A~ . - [y ;
TOUG] The disseminzation of & U.S. identity must _Ha Justified by
» i:e.; the identity 'must be BECESS&zv.in order £ ths reazdar to
rstand or zssess ths forgign dritelligenca information. DPrigr
roval from the SPproprizte zuthority must be obtained to dgig-
ate thes idsntity. Do no: inclués a2 U.S. identity, eiths+ puv
Or in c¢gsneric Eerrs,'simhly because it is avzilabls, - .
T£TS) Senior officizls 0f theg Exscutive Erancn and of Indspan-~
stablishmants and Governmsnt Corporztions zra thoss lis:tea o
nd title in ths mogs curreat edition of ths .S, Govsrnmens
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USSID 18 CRITERIA FOR DISSEMINATION

-

(S~e€8y Only the Director,
NS2&, may authorize the dissemi-
nation of a U.S. identity for

purposes,,

i 3t

N

ove
E;-ti -
uthor-
fur-

(69 Disszmination of =

U.S.icsntity outsids ths t

for any purpcss othsx th
enforcemsnt or Poysicsl
situaztions (sz= De=licow)

&00rovad kv tre Depucy

20%; Chief, 205; oxr’ in
ebs=nce, Dy thsz 2DDO ox

1T tims~cricical situac

sidz rmormzal Suty hours,

in NSOC may zuzhoriza ci

ticon.

({e—-cco) neporting elemsnts

&t NE& hesadguarters or at field
sites may issue, withou:t prio-
" epproveal, reports that contain
information related to paysical
safzty, but the issuing element
must notify 20324 zs soon as
possible afrer issuing the
report.

]

(€—eee) P0521, the Reporit-
na
i1l handle =211 reguests for
lanket and case-by-casge
roval to disseminate U.s.
ntities. Pp0522, the Sensi-
Product Control Branch,
h

andle 211 external

U‘s ;:u.
fu =1

E gl D]
e e l.d
=g mtg

Policy and Programs Branch, ’

reguests for the 3 ssemination:
of a U.S. identity -(oral, writ.
ten, or video). Dikkemination ig
limited, to authqqued SEEINT
users 4n satisfaction of - - .
réglirements legitimately levy-
‘igd om.the.USSS.

(F0LE8) Critsxia
nation. USSTD 1ig.7.
tniat at lezst ors of
ing Criteriz mus:t be
Cisssminaticn is ESDro
EDDYcDriats autcnoricy _

(e~ces) Th= U.5. gzrsen nzs
conssnced Lo phe tss of his com-

C2ticrns or ¢f communiea- -
tions concexning ni 23
gxzcuiczsd th=s zznlic mE=nz
Torm. o

(=352 T=e in
evailzbls publici
?ls, the informacs
~rom unclessified

nrormation availabh
gnsrzl publiic.

(€—€£6). The icanticty of ths
U.S5. person isg Lecessary to -
undersiand for eign irzslii-
gence information or assssgs ics
importancs. The follcowine iisc
of examples, which is not
exhaustive, providss instancas
desmed to mest this standard,

- ation or informa-
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- the communication or informa-
tion indicatses that ths U.Ss.
person is or may bz ths target
of intellicsnce activities of =
forsign powsr.
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