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PRELIMINARY STATEMENT

1. This lawsuit challenges the constitutionality fecret government
program to intercept vast quantities of the inteamal telephone and Internet
communications of innocent Americans without caproval (hereinafter “the
Program”). The National Security Agency / Cen8aturity Service (“NSA”) launched
the Program in 2001 and the President of the UrStates ratified it in 2002.

2. Plaintiffs are a group of prominent journalistfyalars, attorneys, and
national nonprofit organizations who frequently coomicate by telephone and email
with people outside the United States, includinthim Middle East and Asia. Because of
the nature of their calls and emails, and the ileatand locations of those with whom
they communicate, plaintiffs have a well-foundetidi¢hat their communications are
being intercepted under the Program. The Progsatisiupting the ability of the
plaintiffs to talk with sources, locate witnessesduct scholarship, and engage in
advocacy.

3. By seriously compromising the free speech and pyivaghts of the
plaintiffs and others, the Program violates thetrand Fourth Amendments of the
United States Constitution. It also violates citnsbnal separation of powers principles,
because it was authorized by President George \8h Buexcess of his Executive
authority and contrary to limits imposed by Congreb response to widespread
domestic surveillance abuses committed by the HEkecBranch and exposed in the
1960s and 1970s, Congress enacted legislatioptbeides “theexclusive means by
which electronic surveillance . . . and the intetmn of domestic wire, oral, and

electronic communications may be conducted.” 18.0. § 2511(2)(f) (emphasis



added). Plaintiffs respectfully seek a declaratiat the Program is unlawful, and a
permanent injunction against its use.

JURISDICTION AND VENUE

4. This case arises under the United States Conetitatnd the laws of the
United States and presents a federal questionnatitiie Court’s jurisdiction under
Article Il of the United States Constitution an8l B.S.C. § 1331. The Court also has
jurisdiction under the Administrative Procedures,AcU.S.C. § 702. The Court has
authority to grant declaratory relief pursuantite Declaratory Judgment Act, 28 U.S.C.
8 2201et seq. The Court has authority to award costs and radti®’ fees under 28
U.S.C. § 2412. Venue is proper in this districl@n28 U.S.C. § 1391(e).

PARTIES

5. The American Civil Liberties Union (“ACLU”) is a 9@c)(4) non-
profit, non-partisan organization that engagesuiblip education and lobbying about the
constitutional principles of liberty and equalityhe ACLU has more than 500,000
members and has members in every state, includiogi¢gn. The ACLU sues on its
own behalf and on behalf of its staff and members.

6. The American Civil Liberties Union Foundation (“ACIE”) is a
501(c)(3) organization that educates the publiauabivil liberties issues and employs
lawyers who provide legal representation free @afrgh in cases involving civil liberties.
The ACLUF sues on its own behalf and on behalfosiaff.

7. The American Civil Liberties Union of Michigan (“AJ of
Michigan”) is a 501(c)(4) non-profit, non-partisarganization that engages in public

education and lobbying about civil rights and ciiberties in the state of Michigan. The



ACLU of Michigan has approximately 15,000 membefse ACLU of Michigan sues
on its own behalf of on behalf of its members.

8. The National Association of Criminal Defense Laws/éiNACDL”) is
a 501(c)(6) non-profit organization based in Wagton, D.C. whose direct membership
is comprised of more than 13,000 criminal defease/ers. The NACDL has members
in every state, including Michigan. The NACDL sussits own behalf and on behalf of
its members.

9. The Council on American-Islamic Relations (“CAIR%)a 501(c)(4)
non-profit organization based in Washington, D.@ & the largest Islamic civil
liberties organization in the United States. CAl&s chapters and members nationwide
and members in over 25 countries. CAIR sues oowits behalf and on behalf of its staff
and members.

10.  The Council on American-Islamic Relations Michiga8AIR-
Michigan”) is a 501(c)(3) organization and reprdsehe interest of the American
Muslim community living in the state of MichigafCAIR-Michigan sues on its own
behalf and on behalf of its members.

11. Greenpeace, Inc. (“Greenpeace”) is a non-profibaduy organization
based in Washington, D.C. dedicated to combatiaegribst serious threats to the planet’s
biodiversity and environment. Greenpeace has appetely 250,000 members
nationwide, including members in Michigan. Intefaaally, Greenpeace has a presence
in 39 other countries and more than 2.5 million rhers. Greenpeace sues on its own

behalf, and on behalf of its staff and members.



12. James Bamford is an award-winning author and jdisthaHe is one of
the world’s leading experts on U.S. intelligencd #me National Security Agency and he
has published numerous books and articles on topses. Mr. Bamford lives in
Washington, D.C.

13.  Larry Diamond is a Senior Fellow at the Hoover ilnsibn at Stanford
University. He is a leading expert on governanag @evelopment in Iraqg, Asia, Africa
and Latin America. Professor Diamond lives in 8edy California.

14.  Christopher Hitchens is a prominent reporter argidadling author who
has written numerous articles and books on topicisiding U.S policy in the Middle
East and Islamic fundamentalism. Mr. HitchensdiireWashington, D.C.

15. Tara McKelvey is a senior editor at The Americaodpect, and has
written numerous articles and books on topics uicig U.S. policy in the Middle East.
Ms. McKelvey lives in Washington, D.C.

16. Barnett R. Rubin is Director of Studies and Sefielfow at the New
York University Center on International CooperatidProfessor Rubin is an
internationally renowned scholar on conflict andge with a particular focus on
Afghanistan, South Asia, and Central Asia, andvsdtsen numerous books and articles
about Afghan history, politics, and developmentof@sor Rubin lives in New York.

17. Defendant National Security Agency / Central SaguBervice
(“NSA”) is the agency of the United States governtmesponsible for administering the

warrantless surveillance program challenged indhge.



18. Defendant Lieutenant General Keith B. AlexandeheéDirector of the
NSA. Defendant Lieutenant General Alexander hashate authority for supervising
and implementing all operations and functions ef NEA.

LEGAL FRAMEWORK

19. The First Amendment provides in relevant part tRaingress shall
make no law . . . abridging the freedom of speeclof the press.”

20.  The Fourth Amendment provides that “[t]he rightloé people to be
secure in their persons, houses, papers, andeféainst unreasonable searches and
seizures, shall not be violated, and no Warrardfi sue, but upon probable cause,
supported by Oath or affirmation, and particulaigscribing the place to be searched,
and the persons or things to be seized.”

21. Congress has enacted two statutes that togethglystipe exclusive
means by which electronic surveillance . . . and theineption of domestic wire, oral,
and electronic communications may be conducte®'UX.C. § 2511(2)(f) (emphasis
added). The first is Title 11l of the Omnibus CenControl and Safe Streets Act of 1968
(“Title 111"), 18 U.S.C. 8 2510et seq., and the second is the Foreign Intelligence
Surveillance Act, 50 U.S.C. § 18@fseqg. (“FISA”).

Title 111

22.  Congress enacted Title Il in response to the Sifreme Court’s
recognition, inkatz v. United States, 389 U.S. 347 (1967), that individuals have a
constitutionally protected privacy interest in tantent of their telephone calls. Through
Title 1ll, Congress created a statutory framewarkovern the surveillance of wire and

oral communications in law enforcement investigagio



23. Inits current form, Title 1l authorizes the gowerent to intercept wire,
oral, or electronic communications in investigatiari certain enumerated criminal
offensessee 18 U.S.C. § 2516, with prior judicial approvsdeid. 8 2518. In order to
obtain a court order authorizing the interceptiba wire, oral, or electronic
communication, the government must demonstratebgiste cause for belief that an
individual is committing, has committed, or is abtmcommit” one of the enumerated
criminal offenses.d. 8 2518(3)(a). It must also demonstrate, amohgrahings,
“probable cause for belief that particular commatians concerning [the enumerated]
offense will be obtained through [the] interceptioil. § 2518(3)(b), and that “normal
investigative procedures have been tried and halexifor reasonably appear to be
unlikely to succeed if tried or to be too dangerbits § 2518(3)(c).

24.  Every court order authorizing surveillance undeleTill must include a
provision requiring that the interception be “coothdl in a such a way as to minimize the
interception of communications not otherwise sutdj@interception under this chapter.”
Id. § 2518(5).

25.  While Title Il generally permits surveillance onlyith prior judicial
authorization, the statute includes a provision #tlaws for warrantless surveillance in
“emergency situation[s]” — where, for example, @uation exists that involves . . .
immediate danger of death or serious physical ynjarany person.”d. 8 2518(7)(a).
Where an emergency situation exists and “thergemends upon which an order could
be entered . . . to authorize . . . interceptiting’ statute permits specified executive

officials to authorize warrantless surveillancedif application for an order approving



the interception is made in accordance with thisige within forty-eight hours after the
interception has occurred, or begins to occuid.”8§ 2518(7)(b).

26.  Title 11l specifies civil and criminal penaltiesrfeurveillance that is not
authorized.Seeid. 88 2511 & 2520.

27.  As originally enacted, Title 11l provided that “[ofhing contained in
this chapter. . . shall limit the constitutionalsr of the President to take such measures
as he deems necessary to protect the Nation agaiustl or potential attack or other
hostile acts of a foreign power, to obtain foreigtelligence information deemed
essential to the security of the United State$o @rotect national security information
against foreign intelligence activities. Nor shallything contained in this chapter be
deemed to limit the constitutional power of thediient to take such measures as he
deems necessary to protect the United States agilaengverthrow of the Government by
force or other unlawful means, or against any othesir and present danger to the
structure or existence of the Governmerfiee 18. U.S.C. § 2511(3) (1976). As
discussed below, Congress repealed this provisid®78.

Foreign Intelligence Surveillance Act

28. In 1978, Congress enacted FISA to govern the uséeofronic
surveillance against foreign powers and their agygrside the United States. The statute
created the Foreign Intelligence Surveillance Gaudourt composed of seven (now
eleven) federal district court judges, and empodiéinés court to grant or deny
government applications for electronic surveillancgers in foreign intelligence

investigations.See 50 U.S.C. § 1803(a).



29. Congress enacted FISA after the U.S. Supreme @eldt inUnited
Satesv. United States District Court for the Eastern District of Michigan, 407 U.S. 297
(1972), that the Fourth Amendment does not perraitantless surveillance in
intelligence investigations of domestic securityetits. FISA was a response to that
decision and to the Report of the Senate Selectn@tiee to Study Government
Operations with Respect to Intelligence Activiti8sRep. No. 94-755, 94th Cong., 2d
Sess. (1976) (“Church Committee Report”), whichnidahat the executive had engaged
in warrantless wiretapping of numerous United Statezens — including journalists,
activists, and Congressmen — who posed no thréhétoation’s security and who were
not suspected of any criminal offense. The Ch@cmmittee Report warned that
“[ulnless new and tighter controls are establisbgdegislation, domestic intelligence
activities threaten to undermine our democraticetp@nd fundamentally alter its
nature.”

30. When Congress enacted FISA, it amended Title Ifrtavide that the
procedures set out therein and in FISA “shall lesetalusive means by which electronic
surveillance . . . and the interception of domesiie, oral, and electronic
communications may be conducted.” 18 U.S.C. § £B1f) (emphasis added). FISA
provides that no one may engage in electronic dlamee “except as authorized by
statute,”id. § 1809(a)(1), and it specifies civil and criminaialties for electronic
surveillance undertaken without statutory authosegégid. 88 1809 & 1810. The Senate
Judiciary Committee explained that “[t]he basistfus legislation is the understanding —
concurred in by the Attorney General — that eveahefPresident has an ‘inherent’

Constitutional power to authorize warrantless sillarece for foreign intelligence



purposes, Congress has the power to regulate dreigx of this authority by legislating

a reasonable warrant procedure governing foreiggtlience surveillance.” S. Rep. 95-

604(1), reprinted at 1978 U.S.C.C.A.N. at 39The Committee further explained that

the legislation was meant to “spell out that theaesive cannot engage in electronic

surveillance within the United States without abpdudicial warrant.”ld. at 3906.

31.

a.

FISA defines “electronic surveillance” broadly twiude:
“the acquisition by an electronic, mechanical, threo surveillance
device of the contents of any wire or radio comroation sent by or
intended to be received by a particular, known &thistates person
who is in the United States, if the contents acpaed by
intentionally targeting that United States persorder circumstances
in which a person has a reasonable expectationvaqy and a
warrant would be required for law enforcement psgss;
“the acquisition by an electronic, mechanical, threo surveillance
device of the contents of any wire communicationrtérom a person
in the United States, without the consent of anyyphereto, if such
acquisition occurs in the United States . . .”;
“the intentional acquisition by an electronic, macital, or other
surveillance device of the contents of any radimewnication, under
circumstances in which a person has a reasonapéx&tion of
privacy and a warrant would be required for lanoecément
purposes, and if both the sender and all intenéeigients are located

within the United States”; and
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d. “the installation or use of an electronic, mechahior other
surveillance device in the United States for momtpto acquire
information, other than from a wire or radio comnuation, under
circumstances in which a person has a reasonapéc&tion of
privacy and a warrant would be required for lanoecément
purposes.” 50 U.S.C. § 1801(f).

32.  FISA defines “contents” to include “any informatioancerning the
identity of the parties to such communication @ éxistence, substance, purport, or
meaning of that communication.” 50 U.S&1801(n). It defines “United States person”
to include United States citizens and lawful pererdnesidentsid. 8 1801(d).

33. Inorder to obtain an order from the FISA Courtrauizing electronic
surveillance, the government must demonstrate, gratrer things, probable cause to
believe that “the target of the electronic suragitie is a foreign power or an agent of a
foreign power” and that “each of the facilitiespiaces at which the electronic
surveillance is directed is being used, or is abole used, by a foreign power or an
agent of a foreign power.Id. 8 1805(a)(3).

34.  While FISA generally prohibits surveillance withqurior judicial
authorization, it, like Title 1, includes a praron that allows for warrantless
surveillance in “emergency situation[s]ltl. § 1805(f). Where an emergency situation
exists and “the factual basis for issuance of a@emounder this subchapter to approve
such surveillance exists,” the statute permitsAtierney General to authorize
warrantless surveillance “if a judge having jurcdin under section 1803 of this title is

informed by the Attorney General or his designethatime of such authorization that
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the decision has been made to employ emergendyaiecsurveillance and if an
application in accordance with this subchapteraslento that judge as soon as
practicable, but not more than 72 hours after ttierAey General authorizes such
surveillance.” Id.

35. FISA also allows the Attorney General to authoestronic
surveillance without a court order for up to onarny the Attorney General certifies in
writing under oath that the electronic surveillaredirected solely at the property or
means of communication used exclusively by a for@igwer, that “there is no
substantial likelihood that the surveillance wibaire the contents of any
communication to which a United States personpardy,” and that there are
minimization procedures in placéd. § 1802.

36.  Finally, FISA permits electronic surveillance withia court order for
fifteen days after a formal declaration of wad. § 1811 (“Notwithstanding any other
law, the President, through the Attorney Generaly muthorize electronic surveillance
without a court order under this subchapter to &eduareign intelligence information for
a period not to exceed fifteen calendar days falgva declaration of war by the
Congress.”).

37. FISA requires the Attorney General to report toltmeise and Senate
Intelligence Committees twice a year regarding éddictronic surveillance” authorized
under FISA.1d. 8 1808(a). Statistics released annually by théckiBepartment
indicate that, between 1978 and 2004, the governmdimitted almost 19,000

surveillance applications to the FISA Court. Th8E denied four of these applications;
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granted approximately 180 applications with modifiens; and granted the remainder
without modifications.

FACTUAL BACKGROUND

The Program

38.  According to published news reports, in the fal601 the NSA
launched a secret surveillance program (“the Progréo intercept, without prior
judicial authorization, the telephone and Intew@hmunications of people inside the
United States. President Bush ratified the Progra2902. Since then, the President has
reauthorized the Program more than 30 times.

39. Under the Program, the NSA engages in “electramigesllance” as
defined by FISA and Title 1.

40.  Under the Program, the NSA intercepts vast quastif the
international telephone and Internet communicat{teseinafter collectively
“communications”) of people inside the United Ssaiacluding citizens and lawful
permanent residents.

41.  Under the Program, the NSA also intercepts somelypdomestic
communications, that is, communications among pealblof whom are inside the
United States.

42.  Under the Program, the NSA intercepts the commtinits of people
inside the United States without probable caudeeti@ve that the surveillance targets

have committed or are about to commit any crime.
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43.  Under the Program, the NSA intercepts the commtinizs of people
inside the United States without probable caudeeti@ve that the surveillance targets are
foreign powers or agents thereof.

44.  Under the Program, the NSA intercepts the commtinizs of people
inside the United States without obtaining authetran for each interception from the
President or the Attorney General.

45.  Under the Program, NSA shift supervisors are authdrto approve
NSA employees’ requests to intercept the commuigicatof people inside the United
States.

46. Under the Program, the NSA accesses communicaticatdeast three
ways.

47.  First, the NSA uses NSA-controlled satellite disteeaccess
communications that are transmitted via satelleme of these NSA-controlled satellite
dishes are located within the United States.

48. Second, the NSA works with telecommunications camgsato access
communications that pass through switches conttdiiethese companies. These
switches, which are located inside the United Staterve as primary gateways for
communications going into and out of the Unitedé&ta The switches connect to trans-
oceanic fiber optic cables that transmit commuincatto other countries.

49.  Third, the NSA works with Internet providers anttt®mmunications
companies to access communications transmittedtbgdnternet.

50. Under the Program, the NSA intercepts, retains,anadyzes

communications in at least three ways.
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51.  First, the NSA obtains names, telephone numberdrdacthet addresses
from the cell phones, computers, and other infoilonabund in the possession of
persons deemed suspicious. The NSA interceptelyghone numbers and Internet
addresses associated with these people, as welhalsers and emails associated with
anyone who communicates with them, and continuedetatify additional telephone
numbers and Internet addresses in an expandingriedk people with fewer and fewer
links to the original suspect. Through this methibé NSA intercepts the contents of the
communications of as many as a thousand peopkeitise United States at any one
time.

52.  Second, the NSA intercepts communications to amh fparticular
countries, including Iraq and Afghanistan. Therméepted communications include calls
and emails between people inside the United Statdpeople in those other countries.

53.  Third, the NSA engages in wholesale dataminingoohestic and
international communications. It uses artificiaklligence aids to search for keywords
and analyze patterns in millions of communicatiahany given time. One purpose of
this datamining is to identify individuals for tatgd surveillance.

54.  Under the Program, the NSA does not obtain judigalew before or
after intercepting the communications of peoplédieshe United States.

55. The NSA has submitted information obtained throtighProgram to
the Foreign Intelligence Surveillance Court in artbesupport applications for

surveillance orders under FISA.
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Plaintiffs’ Allegations

56. Plaintiffs and their staff and members (hereindftdaintiffs”) routinely
communicate by email and telephone with peopleidaithe United States, including
people in the Middle East and Asia.

57.  Some of the plaintiffs, in connection with schokaps journalism, or
legal representation, communicate with people whwerlJnited States government
believes or believed to be terrorist suspects tetassociated with terrorist
organizations.

58.  Plaintiffs communicate about subjects that ardyike trigger scrutiny
by the NSA under the Program.

59.  Some of the plaintiffs conduct research on therf@econcerning
topics that are likely to trigger scrutiny undee fArogram.

60. Because of the nature of plaintiffs’ communicatiansl the identities
and locations of those with whom they communicplaintiffs have a well-founded
belief that their domestic and international comioations are being intercepted by the
NSA under the Program.

61. The Program is substantially impairing plaintifédility to obtain
information from sources abroad, to locate witnesgerepresent their clients, to conduct
scholarship, and to engage in advocacy.

62. The Program is inhibiting the lawful, constitutidiggorotected

communications of plaintiffs and others not befibre Court.
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American Civil Liberties Union and American Civil L iberties Union Foundation

63. The ACLU is a 501(c)(4) non-profit, non-partisaganization that
engages in public education and lobbying abouttmstitutional principles of liberty
and equality. The ACLU has more than 500,000 mesab€&he ACLU’s activities
include lobbying Congress on legislation that afegivil liberties, analyzing and
educating the public about such legislation, andifiaing ACLU members and activists
to lobby their legislators to protect civil righaad civil liberties.

64. The ACLUF is a 501(c)(3) organization that educ#tespublic about
civil liberties and that employs lawyers who praviégal representation free of charge in
cases involving civil liberties.

65. Since September 11, a core priority of the ACLU #melACLUF has
been to publicize and oppose violations of civaklities effected in the name of national
security. This work frequently requires ACLU an@IRUF staff and members to
communicate by email and telephone with peopleagédnizations outside the United
States. The international communications of ACldd ACLUF staff and members
concern a range of subjects that are likely t@grgscrutiny under the Program.

66. For example, in November and December 2002, ACIaf staveled to
Pakistan to interview men whom the Immigration &laduralization Service had arrested
and held after the terrorist attacks of SeptembBOd s “special interest” detainees but
subsequently deported without having been chargddamy terrorism related offense.
In preparation for this trip, ACLU staff communiedtby telephone and email with
people and organizations in Pakistan and India.ekample, Marsha Zeesman, the

ACLU’s Director of Campaigns and Special Projeats] Emily Whitfield, the ACLU’s
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Media Relations Director, communicated by telephan@ email on multiple occasions
with staff of the Human Rights Commission of Pakistan organization based in
Karachi. Whitfield also communicated by email wikbh-har Quraishi, Cable News
Network’s correspondent in Pakistan; with Carl@ll, a New York Times
correspondent in Pakistan; and with David Rohdéew York Times correspondent in
India. Some of the communications of ACLU stafficerned individuals whom the
Justice Department’s website describes as “linkdtdé September 11th investigation.”

67. InJanuary 2004, the ACLUF filed a petition witletbnited Nations
Working Group on Arbitrary Detention on behalf ohse of the men whom the INS had
held as “special interest” detainees. The draftihthe petition required ACLUF
attorney Omar Jadwat and other ACLUF employeestancunicate by telephone and
email with former detainees living in Pakistan, gggyand Jordan.

68.  Since March 2005, ACLUF attorneys and staff havenkavestigating
instances in which the CIA has transferred — “reedé— foreign nationals to detention
and interrogation in facilities operated by the @étside U.S sovereign territory and to
countries and intelligence services that are knmmemploy torture and other forms of
cruel, inhuman or degrading treatment. In conoeatith this research, ACLUF
attorneys and human rights advisors have commwudat telephone and email with
individuals whom the CIA has alleged are associatithl terrorist organizations.
ACLUF attorneys and staff have also communicatetel®phone and email with
attorneys representing these individuals.

69. ACLUF attorneys currently represent Khaled EI-MaarGerman

citizen residing in Neu-Ulm, Germany, whom the G&hdered to a CIA-run prison in
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Afghanistan in January 2004. ACLUF human rightgisal Steven Watt regularly
communicates by telephone and email with Mr. El-Masd with Mr. EI-Masri’s
German attorney, Manfred Gnijidic. In additionpast of the ACLU'’s research into the
extraordinary rendition program, Mr. Watt regulactymmunicates by telephone with
attorneys based in Sweden and Egypt representingediAgiza and Mohammed Alzery,
whom the CIA rendered from Sweden to Egyptian asto December 2001, and with
the Italian attorney representing Abu Omar, whoen@hA rendered from lItaly to
Egyptian custody in February 2003.

70.  ACLUF attorneys also currently represent a numlbandividuals who
were detained and abused by United States fora&lsuaGhraib prison in Iraq and at
other detention facilities in Iraq and AfghanistahCLUF attorney Omar Jadwat and
ACLUF human rights advisor Jamil Dakwar regularyronunicate by telephone and
email with individuals in Iraq and Afghanistan, limding plaintiffs in the litigation,
concerning the treatment of prisoners held by Wn8tates forces in those countries.
Some of these communications concern individuals rmain in the custody of United
States forces.

71.  Because of the content of their communicationsthaddentities and
locations of individuals with whom they are comnuating, ACLU and ACLUF staff
have a well-founded belief that their communicadiane being intercepted by the NSA
under the Program.

72.  The Program substantially impairs the ability & %CLU and ACLUF
to engage in communication that is vital to thegpective missions. The Program

requires ACLU and ACLUF staff and members to mizienihe sensitive information
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they include in their communications because ofiglethat such information will be
intercepted. In addition, ACLU and ACLUF staff am&mbers believe that individuals
abroad are more reticent in communicating with therause of the possibility that their
communications are being intercepted by the NSAeutite Program.

73.  Attorneys at the ACLUF have represented to martheif clients that
their telephone and email communications with ACLa#térneys are confidential and
covered by the attorney-client privilege. The inidihess of ACLUF clients to consult
with ACLUF attorneys and to provide informationACLUF attorneys is based in part
on that assurance. The Program is inhibiting @hndmmunication between ACLUF
attorneys and their clients and is thereby compsomithe ability of ACLUF attorneys
to effectively represent their clients.

American Civil Liberties Union of Michigan

74.  The ACLU of Michigan is the Michigan affiliate oi¢ ACLU and is
dedicated to defending the civil liberties of Migan residents. Its activities include
lobbying the Michigan legislature on proposed Hitlat affect civil liberties, educating
the Michigan public about such legislation and rininig ACLU of Michigan members
and activists to lobby their representatives tdgurocivil rights and civil liberties.

75.  Since September 11, 2001, a core priority of th& lB©f Michigan has
been to publicize and oppose violations of ciliklities affected in the name of national
security. For example, the Michigan ACLU estaidid a “Safe and Free Project”
devoted to post-9/11 civil liberties issues anédhia staff attorney for the project. It
opposed state legislation that it believed unneacégsacrificed civil liberties in the

name of national security. It mobilized its mentbr lobby local government bodies
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across the state, resulting in the enactmentxieesn local resolutions opposing
provisions of the USA PATRIOT Act that pose the treexious threats to civil liberties.
The manner in which post-9/11 measures impact Amaericans is especially important
to the Michigan ACLU affiliate because southeastityan has the highest
concentration of Arab-Americans in the country.

76.  The ACLU of Michigan has many members who regularly
communicate with people outside the United Statefyding in the Middle East and
Asia. Because of the nature of these communicsitibye identities of the individuals
with whom they communicate, and the locations dhiiduals with whom they
communicate, ACLU of Michigan members have a wellrfded belief that their
communications are being intercepted by the NSAeutite Program. The Program is
inhibiting ACLU of Michigan members from communic®g freely and candidly in their
personal and professional communications.

Noel Saleh

77. Noel Saleh is a member of the ACLU of Michigan whsides in
Wayne County, Michigan. He is a United Statezeiti He is a licensed attorney in the
State of Michigan and served as the staff attofaethe American Civil Liberties Union
of Michigan’s “Safe and Free Project” from 2002a04.

78.  Mr. Saleh has been a community activist for Aralbises both in the
United States and in the Arab World. Since 1988d®served on the board of
ACCESS, the Arab Community Center for Economic 8ndial Services. Currently, he
is the Chair of the ACCESS Board of Directors. past of his role as an ACCESS Board

member, Mr. Saleh is frequently called upon to cemnon current affairs and events
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affecting the Arab American community.

79.  Mr. Saleh has friends and family in Lebanon, Joralath the Occupied
Palestinian Territories with whom he frequently coumicates by phone and by email.
Prior to becoming aware of the Program, Mr. Samhmunicated with family members
about various political topics and their opiniomsaurrent events including Israeli
repression of Palestinians under occupation, Rail@stRight of Return and statehood,
Islamic fundamentalists, terrorism, Osama bin Ladé®Qaeda, and America’s role in
each of these areas.

80. Because of his frequent communications with numep®ople in the
Middle East and other foreign countries about t®fkely to trigger monitoring, Mr.
Saleh has a well-founded belief that his commurooatare currently being intercepted
by the NSA under the Program.

81. The likelihood that his communications are beirtgricepted by the
NSA under the Program impinges on Mr. Saleh’s ghii communicate freely and
candidly in his international calls and emailsnc®i learning of the Program in news
reports, he has refrained from talking about oriéngafriends and family abroad about
topics that might trigger monitoring.

82. The Program also interferes with Mr. Saleh’s effad promote peace
and justice in this country. Before he became awéthe Program, he felt free to
engage in free and open communication with peopt#her countries about critical
issues of the day. He gained unique insight frioes¢ conversations into U.S. foreign
policy that he could not gain from the media irstbdountry. Because of the NSA

Program, he is less willing to engage in substardigcussions with people abroad and
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therefore is not able to either gain these unigs@hts or share them with others.

Mohammed Abdrabboh

83.  Mohammed Abdrabboh is a member of the ACLU of Mgeim and has
been a member of the ACLU of Michigan’s Board ofdators since 2002. He is a
United States citizen and a licensed attorneyerState of Michigan, with a practice in
immigration, criminal defense and civil rights law,Wayne County, Michigan. Mr.
Abdrabboh serves as a Commissioner on the Mich@jaihRights Commission, to
which he was appointed by the Governor in May 20018. Abrabboh also teaches a
course on civil liberties and national securityreg University of Michigan at Dearborn.

84.  Mr. Abdrabboh frequently communicates by telephané email with
family in the West Bank, Gaza, and Jerusalem. rA&e school, Mr. Abdrabboh worked
for Al Hag, a human rights organization in the Wi8ahk. He frequently communicates
with friends and acquaintances he met while workirege. He also communicates a
number of times per month by telephone and emdil fsiends and acquaintances in
Saudi Arabia.

85.  Approximately ninety-percent of Mr. Abdrabboh’sesitele come from
countries in the Middle East. As part of his imnaipn practice, he regularly represents
individuals who live in the Middle East and arelgeg to enter the United States, and as
part of his representation he must conduct all camoations with them through
telephone and email. The nature of Mr. Abdrabbtdvspractice requires him to
communicate regularly by telephone and email wabpte in Lebanon, the West Bank
and Gaza. His practice also requires that he @otat/ communicate with individuals

by telephone and email in Jordan, Afghanistan aachéh. These communications are
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essential in providing effective representatiohiclients.

86.  As part of his criminal defense practice, Mr. Adalvsah has represented
and continues to represent people the governmerguspected of allegedly having some
link to terrorism or terrorist organizations.

87.  Because of the nature of his communications, taetides and
locations of people with whom he communicates, Mxdrabboh has a well-founded
belief that his communications are being interce e the NSA under the Program.

88.  The Program has inhibited communications betweenAddrabboh
and his family and friends because he is less daadabbut his political views and avoids
saying things that are critical of the U.S. goveentover the telephone or through email.

89. The Program has inhibited communications betweenAddrabboh
and his clients, both foreign and domestic. Slaaening of the Program, Mr.

Abdrabboh has limited his communications aboutisgaor privileged matters over the
telephone or by email for fear the government isitooing the communication. Instead,
he has tried to limit such communications to insp@rmeetings, which has greatly
impaired his ability to quickly get information needs for the purpose of representing
clients. Mr. Adbrabboh also believes that sombistlients have now stopped giving
him sensitive information over the telephone. e instance, a client who now lives in
Afghanistan refused to share information over gleghone with Mr. Adbrabboh that

was necessary to his representation in an immagratiatter because the client feared the
communication was being monitored by the government

Nabih Ayad

90. Nabih Ayad is a member of the ACLU of Michigan. lde licensed
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attorney whose practice includes immigration, cnahidefense and civil rights cases, in
Wayne County, Michigan. Since 2002, he has seoveithe Lawyers Committee of the

ACLU of Michigan, a committee that makes recommeioda to the Board of Directors

about which cases to pursue.

91. In his immigration practice, Mr. Ayad representgividuals throughout
the Middle East and South Asia including individuftbm Lebanon, Syria, Jordan,
Egypt, United Arab Emirates, Iraq, Iran and Sauditda. The government has
attempted to deport some of his clients becausesgected ties to terrorism. For
example, the government suspected some of higsldrsupporting, or having ties to,
the military wing of Hezbollah, a group that hagmbeesignated a terrorist organization
by the Department of State. Mr. Ayad has also greed individuals from Lebanon,
Liberia, and Trinidad who seek political asylunthis country. He successfully
prevented 130 immigrants from Lebanon and Yemensaztof visa fraud from being
deported through an expedited removal processheliourse of his immigration
practice, Mr. Ayad is required to communicate by or through email with clients,
clients’ families and associates, and witnessélsdrcountries mentioned above.

92.  Mr. Ayad has represented criminal defendants froidlé Eastern
countries who have been accused of terrorism-ctlaienes. For example, he
represented one individual from Jordan with sugggkties to the Taliban who came into
this country with $12 million of counterfeit checkble represented a man for Yemen
who case was dismissed at the preliminary exanoinatiter he was wrongfully accused
of attempting to blow up a federal building in Detr He also represented individuals

from Lebanon who were accused of smuggling weapwassees to Hezbollah. Through
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the course of his criminal defense work, it is resegy to prepare a defense by
communicating with clients, clients’ families, wisses and others in the client’'s home
countries.

93. Mr. Ayad is a naturalized U.S. Citizen who was borhebanon. He
has family and friends in Lebanon and Germany witiom he communicates by phone
and email. When speaking with friends and fammlyhe past, he discussed current
events in the Middle East including the war in leagl terrorism.

94.  Because of the nature of his communications, taetites of the some
of the people with whom he communicates and thgstinatter of conversations, Mr.
Ayad has a well-founded belief that his communaradiare being intercepted by the
NSA under the Program.

95. The Program has already inhibited communicatiomséen Mr. Ayad
and individuals in the Middle East and Asia tha aecessary to provide effective legal
representation to his clients. Because of the@mgMr. Ayad will not have certain
kinds of conversations by phone or email for féat the government might be
monitoring his communications. For example, hé mollonger communicate by phone
or email about important strategic matters and aberain evidence in terrorist-related
immigration or criminal cases. In addition, be@o§the program Mr. Ayad will even
avoid discussing certain political topics with fé&yrand friends abroad for fear that such
conversations will trigger monitoring.

Council on American-Islamic Relations
96. Plaintiff CAIR is a non-profit and non-partisan gsaoots organization

dedicated to enhancing the general public’s undedshg of Islam, protecting civil
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liberties, empowering American Muslims and buildeaalitions that promote social
justice and mutual understanding. CAIR is thedatdslamic civil liberties organization
in the United States with more than 30 affiliatexles chapters throughout the United
States and Canada representing the interests nseven million American Muslims.

97. CAIR’s Communications Department works in conjuoctwith local,
national and international media outlets to enshuaé an accurate portrayal of Islam and
Muslims is presented to the general public. CAl&dy news release service reaches
individuals and international media outlets on #dydaasis. Because of its
communications work, CAIR has become a respectdagedible source for journalists
and other media professionals worldwide. CAIR espntatives are regularly
interviewed by CNN, BBC World Service, FOX News elWashington Post, The New
York Times, and The Los Angeles Times, as well adimoutlets throughout the
Muslim world, such as Al-Jazeera, Al-Arabiya, thé&dile East Broadcasting Company
(MBC), GEO TV (Pakistan), Al-Ahram, and other intational print and broadcast
outlets.

98. Because of its advocacy work, CAIR makes intermeatidelephone
calls and write emails to journalists worldwide.

99. CAIR’s international media communications are vitaits
organizational goals of enhancing understandinglam, facilitating inter-cultural
understanding, ensuring fair and accurate portsagfalslam and Muslims in the media,
and serving as a bridge between American and traiuvorld. CAIR’s
communications with members of the American Musimmmunity are also an essential

part of its organizational success. Many membeth@fmerican Muslim community

27



communicate, both electronically and otherwiseh#r families abroad.

100. CAIR’s international media communications coveaage of subjects
that are likely to trigger NSA scrutiny under th®@§am. These subjects include Islam,
extremism, post-9/11 policies, surveillance, tasmrand counterterrorism, the war in
Irag and the American Muslim community.

101. CAIR’s Communications Department drafts press sdeaedits
opinion articles and coordinates public educat@migaigns related to CAIR’s mission
and vision. In this role, CAIR’s Communicationsgaetment receives calls from
journalists from all over the world who seek infation or official comment from the
American Muslim perspective on issues related toRC#press releases or official
positions.

102. The Program substantially impairs the ability ofIRAo engage in
communications that are vital to its mission areldbility of the American Muslim
community to freely communicate abroad withoutfeer of being placed under
unlawful surveillance.

103. As a civil rights organization, CAIR also commurigsconfidential
information about pending civil rights cases vitemational telephone calls and emails.

104. For example, after two high-profile individuals, sitian Cat Stevens
(known as Yusuf Islam since his conversion to I13lamd world-renowned academic
Tarig Ramadan, named one of TIME Magazine’s Toplh@0vators, were denied
admission to the United States; CAIR personallykspwith and emailed each of the
individuals abroad.

105. The members of the American Muslim community, mahwhom are
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members of CAIR, are engaged in efforts of commerdacation and social services
with individuals and institutions in the Muslim wdr The work of the American-
Muslim community in being able to engage freelgammerce, education and social
services in the Muslim world is a vital part of loimg bridges between America and the
Muslim world and thus, is integral to America’s ioatl security and vital interests. The
Program substantially impairs the ability of the @émsan Muslim community to engage
in communications that are vital to America’s na#ibinterests.

106. The communications of CAIR, its members and the Acaa@ Muslim
community with individuals and journalists abroad an integral part of the mission and
vision of CAIR, specifically related to buildingidlges of understanding between
America and the Muslim world. The possibility tilaé American Muslim community’s
international electronic communications are bemtgrcepted by the NSA impinges their
ability to communicate freely and candidly in theiternational communications.

CAIR-Michigan

107. CAIR-Michigan is a non-profit and non-partisan gra®ts organization
dedicated to enhancing the general public’s undedshg of Islam, protecting civil
liberties, empowering American Muslims and buildoaalitions that promote social
justice and mutual understanding.

108. Because of its advocacy and civil rights work, CA/Rchigan makes
international telephone calls and writes email@twonalists worldwide related to the
large American Muslim population within the stateMichigan.

109. CAIR-Michigan’s media communications are vital t® drganizational

goals of enhancing a better understanding of Isfaailjtating inter-cultural
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understanding and ensuring fair and accurate paisaf Islam and Muslims in the

media. CAIR-Michigan’s communications are alsceesigl to the organization’s

communication with its members in the American Ntustommunity in Michigan;

many of whom communicate, both electronically atieeowise, to their families abroad.
Nazih Hassan

110. Nazih Hassan is a member of CAIR-Michigan who resiih
Washtenaw County, Michigan. He was born in Lebandt969, and became a legal
permanent resident of the United States in 200From 2002 to 2003, he served as the
president of the Muslim Community Association ofrAArbor. He has served as chair
on MCA' Board of Directors from mid-2005 to the pemt. Mr. Hassan works as a
technology consultant.

111. Mr. Hassan has friends and family in Lebanon, Saudbia, France,
Australia and Canada with whom he frequently comicataes by telephone and email.
Among the people with whom he communicates by ptaomeemail are his friends Islam
Almurabit and Rabih Haddad.

112. Mr. Haddad is a native of Lebanon who was educatéite United
States and lived in Ann Arbor, Michigan for moranh3 years. Mr. Haddad was an
active member and popular volunteer teacher antbejue to which Mr. Hassan
belongs. Mr. Haddad co-founded Global Relief Faiimh (GRF) in 1993, a
humanitarian organization which the federal governtthas accused of having provided
material support for terrorism. In December 20441, Haddad was arrested for an
immigration violation on the same day that thecef§ of GRF were raided. Mr. Haddad

was held for about a year before being deportégtb@non. As one of the two media
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coordinators for the Free Rabih Haddad Committee HAssan drafted press releases,
spoke to the media and organized public demonstratagainst the detention of Mr.
Haddad. Mr. Hassan visits Rabih Haddad when hermeto Lebanon for vacations.

113. Islam Almurabit, the former executive director sldmic Assembly of
North Americh, lived in Ann Arbor for approximateR8 years. In 2003, after the IANA
offices were raided in Ypsilanti, Mr. Almurabit weassited by the FBI and accused of
being a supporter of extremism. Rather than facgimual harassment by the FBI, Mr.
Almurabit left the United States in 2004 or 2006 amoved to Saudi Arabia.

114. Prior to becoming aware of the NSA Program, Mr. ddaswould speak
with or communicate with family members about vasi@olitical topics and their
opinions on current events including Islam andwiae in Iraq, Islamic fundamentalists,
terrorism, Osama bin Laden, al Qaeda, the war ghaistan and the riots in France and
Australia. Mr. Hassan would also participate itirediscussion groups or bulletin
boards about the war in Afghanistan on foreign websn order to learn what people
from other countries were thinking and to voiceeatipns to those who favored
extremism.

115. Because of his activism in the United States, iénéiship with Islam
Almurabit and Rabih Haddad, and his frequent comoations with numerous people in
the Middle East and other foreign countries abopict likely to trigger monitoring, Mr.
Hassan has a well-founded belief that his commtinita are currently being intercepted
by the NSA under the Program.

116. The likelihood that his communications are beirtgricepted by the

NSA under the Program impinges on Mr. Hassan’stald communicate freely and
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candidly in his calls and emails. Since learnihthe NSA Program in news reports, he
has refrained from talking about or emailing frisraahd family abroad about any topic
that might trigger monitoring. He has not calleslfniends Islam Al-Murabit or Rabih
Haddad or engaged in email communications with thbout anything political for fear
that such communications would somehow be takewfotntext or misconstrued as
support for extremism. Finally, he no longer tasvebsites or discussion groups where
some people advocate extremism, even though hgoperin participating in the
discussion groups previously had been to opposeraim.

117. The Program also interferes with Mr. Hassan’s &fftw promote peace
and justice in this country. Before he became awéthe NSA Program, he felt free to
engage in free and open communication with peopt#her countries about critical
issues of the day. He gained unique insight frioesé¢ conversations into U.S. foreign
policy that he could not gain from the media irstbountry. Mr. Hassan used these
communications in his political work in the Unit8thates to educate Americans about the
consequences of U.S. policy abroad. Because d?ribgram, he is no longer engaging
in substantive discussions with people abroad aakfore is not able to either gain these
unique insights or share them with others.

Greenpeace

118. Plaintiff Greenpeace is an advocacy organizatiatiod¢ed to
combating the most serious threats to the plab&@iversity and environment. Since
1971, Greenpeace has been at the forefront of@miental activism through non-
violent protest, research, lobbying, and publiccadion. Greenpeace has approximately

250,000 members and seven offices in the Unitegt&§taGreenpeace is associated with
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international Greenpeace entities, which have sgoree in 39 other countries and more
than 2.5 million members.

119. As part of its international environmental advocaByeenpeace leaders
and staff engage in international communicatioresfelephone and email, on a daily
basis. Individuals contacted include staff memioéiGreenpeace offices in other
countries, representatives of multinational orgatiins, governmental officials,
scientific experts, and Greenpeace members. Geaeppcommunicates by telephone
and email with people in the Netherlands, Engl&®many, Canada, Mexico, Australia,
Brazil, India and Japan.

120. Greenpeace is aware that it has been targetedrfegibance in the past
by the NSA. For example, in 1992 British intelige officials revealed to the London
Observer that in the 1990s the NSA had used thd areenpeace” as a keyword to
intercept communications outside the United Sta@svernment documents recently
obtained under the Freedom of Information Act (FDiéveal that Greenpeace has been
the subject of surveillance by the FBI and Jointrdiésm Task Forces, whose internal
documents contend that the organization is assatiaith “suspicious activity with a
connection to international terrorism.” Documenitsained through the FOIA also
indicate that the FBI has used confidential infantsgo obtain information about
Greenpeace activities.

121. Greenpeace’s recent activities also make the argion a likely target
for government surveillance. In the past sevesary, Greenpeace has repeatedly
engaged the Bush administration through publicgstodnd activism. In 2001,

Greenpeace held public demonstrations outsidedlsopal residences of President Bush
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and Vice President Cheney, attacking the administra environmental and energy
policies. Greenpeace has also actively publiciredBush administration’s ties to the oil
industry, particularly to ExxonMobil. Seventeere@npeace activists were arrested in
2001 in connection with a protest aimed at disngpa “star wars” missile test at
Vandenberg Air Force Base. In 2002, Greenpeadegiars chained themselves to gas
pumps at ExxonMobil stations in New York and Losgates, carrying banners that
called on the Bush administration to stop favotimg oil industry over the environment.
In 2003, there were several European protests stgi@ war in Iraq by Greenpeace
activists, including one at Rota Naval Air Base&spain. More recently, a team of
international Greenpeace experts exposed the USteges’ military’s failure to secure
and contain nuclear waste facilities in Iraqg.

122. Because of the nature of Greenpeace’s internatamrmamunications,
Greenpeace’s recent activities, and the U.S. goventis past surveillance of
Greenpeace, Greenpeace has a well-founded beligtghnternational communications
are currently being intercepted by the NSA underRhogram.

123. Greenpeace’s telephone calls, emails, and othemiet
communications with individuals and organizatiobhsoad are vital to its organizational
goal of addressing environmental problems of globagnitude. This mission requires
free and open communication with internationaleajjlues, members, experts, and
leaders of governments and industry.

124. The Program substantially impairs the ability oE&mpeace to engage
in communications that are vital to its missionnokvledge of the Program requires

Greenpeace staff to minimize the sensitive inforomathey include in their international
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electronic communications and to be more circunisped less candid in their
communications to members and others. Greenpéswbelieves that people abroad are
more reticent in communicating with Greenpeace beeaf the likelihood that their
conversations will be monitored by the NSA under Brogram. Greenpeace fears that
the Program will enable the U.S. government tougisGreenpeace’s lawful activities by
taking preemptive action against legitimate, anacpéul, protests.
National Association of Criminal Defense Lawyers

125. The National Association of Criminal Defense Laws/&@ACDL) is a
District of Columbia non-profit organization whosembership is comprised of over
13,000 lawyers and 28,000 affiliate members remtasg every state. The NACDL was
founded in 1958 to promote study and researcheariighd of criminal law; to
disseminate and advance knowledge of the law irtba of criminal practice; and to
encourage the integrity, independence, and expeastidefense lawyers in criminal cases.

126. NACDL is concerned with the erosion of due procasd the rights of
criminal defendants and suspects generally, biicpéarly so with respect to the impact
of the “War on Terror” upon the criminal justicessm, due process, and the protections
afforded by the Fourth, Fifth, and Sixth Amendments

127. NACDL has been active with respect to those issi&CDL has filed
amicus briefs in a considerable number of casesving the infringement of rights
precipitated by the War on Terror, including in tBeurts of Appeal, the Foreign
Intelligence Surveillance Court of Review, and $hvgreme Court. NACDL has been
involved as amicus in all of the cases involving tights of detainees, either U.S.

citizens or those held at Guantanamo Bay, Cubiheimower and appeals courts.
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128. NACDL also has at least three committees that addieese issues: its
Select Committee on Military Tribunals, its Intetioaal Law Committee, and its Ethics
Committee. Its Amicus Curiae Committee has alssnhbetensively involved in these
issues.

129. At least fifty NACDL members currently representh@ve represented
terrorism suspects, and many of these membersaygabmmunicate with people
outside the United States. Because of the nafuteese communications, the identities
of the individuals with whom they communicate, @ locations of individuals with
whom they communicate, NACDL members have a welhtbbelief that their
communications are being intercepted by the NSAeutite Program. The Program is
inhibiting communications that are necessary follDA. members to provide effective
legal representation to their clients.

Joshua L. Dratel

130. Joshua L. Dratel is a nationally recognized crirhitefense lawyer in
New York City. Mr. Dratel is a member of NACDLBoard of Directors and Co-Chair
of its Select Committee on Military Tribunals. Healso co-editor of The Torture
Papers: The Legal Road to Abu Ghraib (Cambridgeessity Press: 2005).

131. Mr. Dratel currently represents a number of indists who have been
accused by the federal government of terrorismtadlarimes. For example, Mr. Dratel
is lead counsel for David Hicks, whom the Unitedt& government has detained as an
enemy combatant at Guantanamo Bay since 2001, hadsweing prosecuted by the
U.S. military commission. Mr. Dratel also repretseloynne Stewart, a criminal defense

lawyer accused of providing material support fordaesm. Mr. Dratel also represents
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Mohamed El-Mezain in a federal prosecution chargnagerial support for terrorism, and
Wadih El-Hage, a defendantlimited Sates v. Usama Bin Laden (the Embassy
Bombings case), in Mr. El-Hage’s pending appedlisfconviction. Mr. Dratel also
represented Sami Omar Al-Hussayen, who was acquitteederal court in Idaho of
providing material support for terrorism based lo@ tiechnical support he provided to
web sites and discussion boards about terrorisnjilasaad.

132. In representing these and other clients, Mr. Dnatetinely engages in
telephone and email communications with witnesgesign counsel, experts,
journalists, and government officials in Israelr@any, Australia, the United Kingdom,
and elsewhere. He also routinely communicates thglfamily members of his clients,
many of whom reside in other countries. These cameations are essential to his
effective representation of his clients.

133. In representing these and other clients, Mr. Dreteducts research and
accesses discussion boards on the Internet asegmahpart of the investigatory process.
This research often includes review of web sitas étiegedly support terrorism and
jihad, and/or discuss the issues, including qogaz,@zzam.com, alasr.ws, palestine-
info.org, islamway.com, and cageprisoners.com, aymoany others. Because of the
charges against Sami Omar Al-Hussayen, Mr. Dratéewed hundreds of such web
sites and discussion boards in preparation fdr tN&. Dratel also engages in keyword
searches using terms such as “Usama bin Ladengci@tya,” “qogaz,” “Sheikh Safer
al-Hawali,” “Sheikh Salman al Odah,” and “Hamas.”

134. Because of the nature of his communications, tbstities of people

with whom he communicates, and the subject maftbeisconline research, Mr. Dratel
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has a well-founded belief that his communicatiaomstaeing intercepted under the
Program.

135. The Program has already inhibited communicatiomadxen Mr. Dratel
and individuals in other countries that are neagssaprovide effective legal
representation to his clients. Since learnindnefRrogram, Mr. Dratel has ceased having
certain kinds of discussions over the telephongyamail for fear that the government
may be monitoring his communications.

Nancy Hollander

136. Nancy Hollander, a member and past President of DIAGS a
nationally recognized criminal defense lawyer ithédquerque, New Mexico. Ms.
Hollander is co-chair of NACDL's International Affa Committee and also in charge of
recruiting volunteers to represent prisoners at&raamo.

137. Ms. Hollander currently represents organizatiorss iadividuals who
have been accused by the federal government ofir-related crimes. For example,
Ms. Hollander represents Holy Land Foundation amdéxecutive Director Shukri Abu
Baker, who are currently under indictment in DallBsxas charged with providing
material support to a terrorist organization. 8k® represents Mohammedou Ould
Salahi, who the federal government has declarezhamy combatant and who has been
detained at Guantanamo Bay since 2002. She gisesented Fawaz Damrah, who was
charged and convicted in Ohio of naturalizatiome$ but whom the federal government
attempted to link to Sami Al-Arian, a professor@®d and recently acquitted in Florida

of terrorism-related crimes.
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138. The nature of Ms. Hollander’s legal practice regsiiner to
communicate regularly by email and telephone withviiduals outside the United States.
These communications are essential in providingcéitfe representation to her clients.
For example, in representing these and other sliés. Hollander routinely
communicates by telephone and email with witnedsesign counsel, experts,
journalists, government officials and politicaldigs in Israel, Gaza, the West Bank,
Egypt, and other countries in the Middle East, ali as in Mauritania.

139. In representing these and other clients, Ms. Hdiarmalso conducts
research on the Internet about terrorism, religaomd politics in the Middle East and
South Asia, and also participates in Internet dismns on these topics. Ms. Hollander
routinely searches web sites using key words sa¢hamas,” “Palestianian Islamic
Jihad,” “muhajadin,” and “suicide bomber.” Thisearch is a necessary component of
the investigatory process.

140. Because of the nature of her communications, thetities of people
with whom she communicates, and the subject matteer online research, Ms.
Hollander has a well-founded belief that his comioations are being intercepted by the
NSA under the Program.

141. The Program has already inhibited communicatiomwéden Ms.
Hollander and individuals in the Middle East thed aecessary to provide effective legal
representation to her clients. Since learnindghefRrogram, Ms. Hollander has ceased
having certain kinds of discussions over the tedeghor by email for fear that the
government may be monitoring her communicatiods. Hollander has decided that

she will no longer communicate by phone or emailalany strategic or privileged
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matters with her clients charged in terrorism edatases, or with witnesses, experts,
potential experts and co-counsel outside the UrStates. In one current case, Ms.
Hollander is planning an expensive trip to obtaifoimation that she would have
previously obtained via telephone and email.

William W. Swor

142. William W. Swor is a member of the NACDL, and a nimof the
Board of Directors of the Criminal Defense Attoraef Michigan. He maintains a
private practice of law in Detroit, Michigan. Hisactice is primarily in the areas of
federal criminal defense and immigration law.

143. Mr. Swor has represented, currently represent®a&pects to represent
in the future, individuals who were investigatedl am prosecuted under one or more of
the federal terrorism-related statutes. For exandl. Swor represents Abdel-llah
Elmardoudi who was wrongfully accused by the Uni&dtes of providing material aid
in support of terrorism. Mr. Swor also represevithmoud Kourani who was accused
by the United States of providing material aid ®zHollah, in Lebanon. Mr. Swor has
other matters pending, both criminal and immigratieatters, in several federal districts
in which his clients are being investigated or pmaged under one or more of the federal
terrorism-related statutes.

144. In representing these and other clients, Mr. Swodacts research on
the Internet about terrorism, religion and poliiicgshe Middle East, Eastern Europe,
Africa and the Caucasus Mountain region. Thisaegeincludes review of sites that
support terrorism and/or organizations that thedt¢hStates has declared Foreign

Terrorist Organizations (FTOs). This researchngeessary component of his
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preparation of his cases. Based upon discoverjged by the United States in pending
matters, he will continue to need to refer to the&ses for information.

145. The nature of Mr. Swor’s legal practice also regsiinim to
communicate by telephone with individuals outsiflthe United States, including
individuals whose communications are likely to haeen intercepted under the
Program. These individuals are witnesses, polemtjzerts, journalists, and others who
are located in the Middle East, e.g. Lebanon, andah, as well as western European
countries such as France and England. These coitations are essential in providing
effective representation to his clients.

146. Mr. Swor has a well-founded belief that his comneatibns are being
intercepted by the NSA under the program. The Rrachas already inhibited
communications between Mr. Swor and individualthim Middle East that are necessary
to provide effective legal representation to hisrds. Since learning of the Program, Mr.
Swor has avoided having certain kinds of discussaer the telephone or email for fear
that the government may be monitoring his commuiuna. Mr. Swor believes that he
will now have to schedule one or more trips ovesgednterview witnesses and to obtain
information that he would have previously been @blebtain via telephone and email
communications.

James Bamford

147. Plaintiff James Bamford, of Washington, D.C., isaavard-winning and
bestselling author and journalist. He is one efworld’s leading experts on U.S.
intelligence generally and the National SecurityeAgy specifically. Mr. Bamford is the

author of A Pretext for War: 9/11, Iraq, and theu8e of America’s Intelligence
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Agencies (Doubleday, 2004), Body of Secrets: Angtoffithe Ultra-Secret National
Security Agency (Doubleday, 2001), and The Puzalad¢e: A Report on NSA,
America’s Most Secret Agency (Houghton Mifflin, 298 Mr. Bamford has written
extensively on national security issues for a ravfggewspapers and magazines,
including investigative cover stories for The Newrk Times Magazine, The
Washington Post Magazine, and The Los Angeles Thegazine. From 1989 -1998,
he was the Washington investigative producer foCABNorld News Tonight with Peter
Jennings. In 2002, he was a distinguished vispiregessor of National Security at the
Goldman School of Public Policy, University of Gatnia, Berkeley.

148. As an expert on intelligence, Mr. Bamford has festibefore
committees of both the Senate and House of Repedsas as well as the European
Parliament in Brussels and the International Crahifribunal for the former Yugoslavia.
He has also been a guest speaker at the Centtligence Agency’s Senior Intelligence
Fellows Program, the National Security Agency’sidlal Cryptologic School, the
Defense Intelligence Agency’s Joint Military Inigknce College, the Pentagon’s
National Defense University and Air War Collegeddhe Director of National
Intelligence’s National Counterintelligence Exeuati

149. Mr. Bamford first experienced the impact of illedbA eavesdropping
on Americans, and the lengths to which the U.Segawent will go to prevent
disclosure of its spying programs, thirty years.ags Mr. Bamford was writing The
Puzzle Palace, he discovered that the Justice Dagatrin 1976, during the Ford
administration, began a secret criminal investayatnto widespread illegal domestic

eavesdropping by the NSA. Mr. Bamford filed auest under the Freedom of
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Information Act for documents dealing with that@stigation. Several hundred pages of
documents were eventually released to him in 1948 documents showed that the FBI
guestioned senior NSA officials about the posgipoif their having violated federal
criminal laws by engaging in warrantless eavesdrappf American citizens. “The
investigation,” said the documents, “uncovered X&int categories of questionable
activities.” However, because of the secrecy efdperations, and the fact that law was
undefined in this area, the Justice Departmentdéecagainst prosecution and instead
recommended that new laws be created to outlawythesof activity.

150. Shortly after President Ronald Reagan took oftice,Justice
Department, at the request of the NSA, notified Bamford that the documents had
been “reclassified” as top secret and demandedieirn. When Mr. Bamford refused,
saying that they had been properly declassifiedraledsed to him by the Carter
administration, he was threatened with prosecutin. Bamford then cited the
presidential executive order on secrecy which dtdtat once a document had been
declassified, itannot be reclassified. As a result, President Reagangdd the
executive order to indicate that once a documesblean declassifieddan be
reclassified. However, because the order couldadapplied retroactively, the new
executive order could not be applied to Mr. Bamfand the information was
subsequently published in The Puzzle Palace.

151. During that period, sources necessary to Mr. Baddanvestigative
journalism were much less willing to communicatéwiim due to the likelihood that his
communications were being intercepted by the N$Ae NSA had previously placed

another writer, David Kahn, on its watch list, antkrcepted his communications, as he
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was writing his history of cryptology, The Codelkers. According to the Senate Select
Committee on Intelligence, the agency also consaiendertaking “clandestine service
applications” against the author, which apparem&ant anything from physical
surveillance to conducting a “surreptitious entinyto Kahn’s New York home.

152. Mr. Bamford’s recent work has again made it likdlgt his
communications are being intercepted by the NSé«. éxample, in the fall of 2001, Mr.
Bamford received a book contract from DoubledayliBhing Company to write A
Pretext for War, which documents the intelligendstakes that led to the nation’s failure
to prevent the 9/11 attacks and the Bush admitistra subsequent misuse of
intelligence to sell preemptive war to the Amerigeople.

153. Since the fall of 2001, Mr. Bamford has also wrttaore than two
dozen articles, reviews and opinion pieces onligteice, 9/11, and the wars in Iraqg and
Afghanistan. These include “Where Spying Start$ &tops” (The New York Times,
January 2006), “The Agency That Could Be Big Brettf€he New York Times,
December 2005), “The Labyrinthine Morass of Spyimthe Cold War” (The New York
Times, July 2003), “This Spy For Rent” (The New Kdiimes, June 2004), “How To
De-Centralize Intelligence” (The New York Times,\Wmber 2002), “War of Secrets”
(The New York Times, September 2005), “Washingtemd@s The Rules” (The New
York Times, September 2002), “A Former CIA Cowbawldis Disillusioning Ride”
(The New York Times, September 2002), “We're WatghThem” (The Washington
Post, February 2005), “Sowing the Whirlwind” (Theagtiington Post, February 2004),
“A Look Over My Shoulder” (The Washington Post, A2003), “Shadow Warriors”

(The Washington Post, December 2002), “Strategiokiing” (The Washington Post,
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September 2002), “The Wrong Man” (The WashingtostP#anuary 2002), “Intelligence
Failures” (The Washington Post, June 2002), “Mam@A’s Independence” (USA
Today, October 2002), “Untested Administration Havwdamor for War” (USA Today,
September 2002), “Bush Wrong to Use Pretext as &&tm Invade Iraq” (USA Today,
August 2002), “Linguist Reserve Corp Answers TeNeed” (USA Today, July 2002),
“Secret Warriors: The Great Game” (The Los Angédlieses, May 2004), “Secrets on
High” (The Los Angeles Times, March 2003), “The Matmo Sold The War” (Rolling
Stone, December 2005) and “Breeding Terror: Thelllgence Community Analyzes a
Counterproductive War” (The American ConservatMeych 2005). Mr. Bamford also
is a contributing editor for Rolling Stone and Isasved on the USA Today Board of
Contributors.

154. Communicating with individuals in Iraq, Afghanistaand elsewhere in
the Middle East via email and telephone is a ytat of Mr. Bamford’'s work as an
author and journalist. Mr. Bamford’s sourceshie Middle East include people
working for the United States military and inteliice agencies, intelligence officials in
other countries, intelligence experts, and forgaymnalists specializing in writing on
intelligence.

155. Mr. Bamford’s email communications include discossi of the NSA,
Central Intelligence Agency, military strategiekted to the wars in Iraq and
Afghanistan, and the 9/11 attacks and other testrattacks. The people with whom Mr.
Bamford has communicated, the locations of peojitle whom he has communicated,
and the content of his communications are all yikelhave triggered scrutiny by the

NSA under the Program.
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156. Mr. Bamford also frequently communicates by telephand email
with journalists in the Middle East, both as pdrhis research and because he is often
interviewed as an expert on U.S. intelligence. és@mple, he has appeared several
times on Al-Jazeera, the leading television networtke Arab world.

157. As part of his research, Mr. Bamford also frequenwisits web sites
that are likely to trigger NSA scrutiny. For exdmpVr. Bamford has researched web
sites about terrorism, jihad, Osama bin Laden,add@, Islamic fundamentalism,
Saddam Hussein, weapons of mass destruction, gnalsiintelligence. One web site,
Jihad Unleashed, includes translations of Osamaadmten’s communications. Some of
these web sites express support for terrorism.

158. Mr. Bamford’s ability to research and write abdut NSA,
intelligence, and the war on terror is seriouslgnpoomised by the Program. Because the
Program substantially increases the likelihood tiecommunications are being
intercepted by the NSA, Mr. Bamford is less abledommmunicate freely and candidly in
his international calls and emails. In additioacé&use of the Program, Mr. Bamford
believes that sources who have first-hand knowledigeit intelligence failures and
abuses are less willing to engage in communicatatishim.

Larry Diamond

159. Larry Diamond is a senior fellow at the Hoover igion, Stanford
University, and founding coeditor of the JournaD&fmocracy. He is also codirector of
the International Forum for Democratic Studieshaf National Endowment for
Democracy. At Stanford University, he is profedspicourtesy of political science and

sociology and coordinates the democracy progratheo€Center on Democracy,

46



Development, and the Rule of Law. During 2002-H¥8served as a consultant to the
U.S. Agency for International Development (USAIDdavas a contributing author of its
report Foreign Aid in the National Interest. Cuttg he serves as a member of USAID's
Advisory Committee on Voluntary Foreign Aid. Pre$er Diamond has also advised
and lectured to the World Bank, the United Natighs, State Department, and other
governmental and nongovernmental agencies dealthgg@vernance and development.

160. During the first three months of 2004, Professarond served as a
senior adviser on governance to the Coalition RBromal Authority in Baghdad. He is
now lecturing and writing about the challenges agtpconflict state building in Iraq, and
the challenges of developing and promoting demgcaacund the world, with a
particular focus on the Middle East and Africaoféssor Diamond has worked with a
group of Europeans and Americans to produce thesatiantic Strategy for Democracy
and Human Development in the Broader Middle East|iphed in 2004 by the German
Marshall Fund of the United States. During 200débhas been a member of the
Council on Foreign Relations’ Independent Task Eanc United States Policy Toward
Arab Reform.

161. Professor Diamond is the author of numerous baakjding
Squandered Victory: The American Occupation andimegled Effort to Bring
Democracy to Iraq (Times Books, 2005). His reaahted books include Islam and
Democracy in the Middle East (with Marc F. Plattaad Daniel Brumberg) and
Assessing the Quality of Democracy (with Leonardaorivio).

162. Professor Diamond’s work requires him to commumdat email, and

occasionally by telephone, with advocates of deamycin the Middle East, Asia, and
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Africa. For example, Professor Diamond correspdanydsmail with Saad Eddin Ibrahim,
a leading advocate of democratic reform in Egyptl &ith Professor Maye Kassem, a
political scientist at the American University imi@®. Professor Diamond corresponds
with Adel Abdellatif of the United Nations Develogmt Program in Beiruit. Professor
Diamond also corresponds with advocates for deniomeform in many other countries,
including Iran, the Palestinian Authority, Pakist@ina, the Philippines, Nigeria,
Kenya, and Uganda.

163. Professor Diamond has a well-founded belief theitchimmunications
are being intercepted by the Program.

164. Some of Professor Diamond’s correspondence witiviohghls in the
Middle East and Asia concerns political and humghts issues that are extremely
sensitive. For example, Professor Diamond hagspanded with Sana Baloch, a
Pakistani Senator, about human rights issues indB&tan. Professor Diamond believes
that Senator Baloch would not have provided hinhliis information had he believed
that communications with Professor Diamond wereitooed by the United States
government. Professor Diamond believes that thetexxie of the Program makes it less
likely that individuals in Afghanistan, Pakistargyipt, China, and elsewhere in the
Middle East and Asia will provide him with senséiinformation over email or by
telephone in the future.

165. Because Professor Diamond is a well-known schdldemocratic
reform, he is occasionally contacted unsolicitednalviduals who live under repressive
governments and have complaints about their goventshpolicies. Professor Diamond

believes that the Program makes it substantiadly li&kely that such individuals will

48



contact him. Professor Diamond believes thatithgarticularly true of individuals who
live under repressive governments that have clels¢éions with the United States, such
as Pakistan, Egypt, and Kazakhstan, because tidis&luals will reasonably fear that
their communications may ultimately be providedliy United States to their own
governments.

166. Professor Diamond’s ability to advocate and adeiselemocratic
reform in the Middle East and Asia depends in parthe willingness of political
dissidents to contact him, to consult with him, &mg@rovide him with information about
their own governments’ policies. Professor Diambetieves that the Program inhibits
the exchange of information and ideas among adeecaztdemocratic reform and the
victims of human rights abuses and defenders ofamunghts, and thereby compromises
his ability to study the progress of democratioref and support those in the Middle
East and Asia who advocate change.

167. Additionally, Professor Diamond is concerned alibatimplications of
the program for academic freedom. He periodidadly undergraduate and graduate
students who travel to the Middle East, Asia, affiicA to conduct research on sensitive
political questions and who need to be in touchwitm by email for advice and
coordination while in the field. For example, tpast summer, one of his Stanford
undergraduate advisees, Omar Shakir, worked forasim research assistant in Egypt
interviewing opposition activists, intellectualsidesadvocates of democratic change.
Shakir sent weekly reports back to Professor Diadraord they communicated by email
while he was in Egypt. Professor Diamond belighesProgram inhibits the conduct and

coordination of overseas research and the supemvigistudent research by impairing
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the ability to communicate freely and responsibithvhis students and assistants
overseas, who often give their interviewees pledgesrict confidentiality.
Christopher Hitchens

168. Christopher Hitchens is a reporter and author bas®@dashington,
D.C. He is a prominent and controversial commentato is vocal in his support for
the military interventions in Iraq and Afghanistalr. Hitchens writes frequently on the
politics of the Middle East. Many of his articlegus on understanding the role and
influence of Islamic fundamentalism in the regidthe also probes the success of United
States policy in assuaging the threat to secudsegd by Muslim terrorists harbored in
the Middle East and West Asia.

169. Mr. Hitchens’ reportage and analysis appear in moogepublications.
He has published in Harpers, The Spectator, Thehatlew York Newsday, and
Atlantic Monthly. He currently is a frequent cabtrtor to Slate and Vanity Fair. Mr.
Hitchens writes a regularly featured column fort&lealled Fighting Words, which he
used to voice his strong support for the alliedtary actions in Iraq and Afghanistan.
He has traveled throughout the Middle East on Wetiadfanity Fair in order to write a
series of articles describing the political clisat various countries. Mr. Hitchens is
also a best-selling author of several books. BB20e published A Long Short War: The
Postponed Liberation of Iraq, a collection of essaalyzing arguments for and against
the war in Irag. In 2005, he contributed an essayhomas Cushman’s compilation A
Matter of Principle: Humanitarian Arguments for Wiairagq.

170. Mr. Hitchens’ work requires him to maintain freqtieontact with

sources in the Middle East and Western Asia. $oommunications were necessary for
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him to research his Vanity Fair articles on paditiconditions in various Middle East
states. These articles include “On the Frontigkmdcalypse” on Pakistan (January
2002), “The Maverick Kingdom” on Qatar (Decembef2)) “Saddam’s Long Good-
Bye” on Kuwait (June 2003), “A Prayer for Indonédidanuary 2004), “Afghanistan’s
Dangerous Bet” (November 2004), and “lran’s Waitidgme” (July 2005). Mr.
Hitchens’ upcoming book and continuing journalisii imvolve contact with, and visits
to, the Middle East and Western Asia.

171. As part of his work, Mr. Hitchens regularly exchasgmails and
telephone calls with individuals in Iraq, Iran, Afgnistan, Pakistan, India, Indonesia,
Qatar and Kuwait. In a typical week, Mr. Hitchdrears from individuals in several of
these countries. For example, Mr. Hitchens hakespwith Dr. Masuda Jalal, the only
woman who ran for president of Afghanistan; Hos¢éomeini, a cleric whose
grandfather overthrew the Iranian monarchy in 194BMohmmed Kamal, a TV
marketing director for Al Jazeera; and Sardar Sikatayat Khan, the prime minister of
Pakistani Kashmir. Mr. Hitchens’ communicationghe Middle East and Western Asia
include contacting journalists of a variety of patlities and individuals in the United
States military and diplomatic corps. He also cotstéhose who are actively hostile to
the United States military intervention in Iraq akfgghanistan and the United States
more generally. Because of the subject mattersofdporting, many of Mr. Hitchens’
communications involve discussions of Islamic fumédatalism, terrorism, jihad, Osama
bin Laden, al Qaeda, and Saddam Hussein.

172. Since well before 2001, but more regularly anddesgly since then,

Mr. Hitchens’ work has required him to travel te thliddle East and Western Asia.
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Since 2001, the countries he has visited incluaeg, Iran, Afghanistan, Pakistan, India,
Indonesia, Qatar and Kuwait. Travel is an impdredement of Mr. Hitchens’ work, as
his reporting offers detailed, first-hand accouwftsonditions in countries few
Westerners have an opportunity to visit. For insga Mr. Hitchens traveled throughout
Iran to prepare “Iran’s Waiting Game” (July 2005ms Fair). He visited Tehran, Qom,
and Mashhad to gain a sense of life under Irar@edhatic government. In researching
“Afghanistan’s Dangerous Bet” (November 2004 Varkitir), Mr. Hitchens ventured
from Kabul to the provincial capital of Herat totmess the run-up to Afghanistan’s first
democratic elections from different vantage poiri. Hitchens visited Qatar to report
on its relatively free society, a report in whiah devoted much attention to Qatar-based
media outlet Al Jazeera (The Maverick Kingdom, Deber 2002 Vanity Fair). While
traveling, Mr. Hitchens communicates regularly elgphone and email with colleagues,
editors, and sources in the United States.

173. Because of the nature of his communications withpjeein the Middle
East, the identities of those with whom he commateis, and the subject matter of his
online research, Mr. Hitchens has a well-founddabthat his communications are
being intercepted by the NSA under the Program. Hitchens believes that free and
open communication with his sources is an essegigatent of his work as a journalist.
Given the sensitive nature of his work, Mr. Hitchenust assure some of his sources that
their communications are kept in strict confidelitta The Program undermines Mr.
Hitchens’ ability to make that assurance. As altegdividuals are less forthcoming in
their conversations with him, and may cut off conmications completely. In addition,

the likelihood that Mr. Hitchens’ international comanications are being intercepted by
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the NSA under the spying program impinges his ohihityato communicate freely and
candidly with his sources and others, to the detnihof his effectiveness as an
investigative journalist.

Tara McKelvey

174. Plaintiff Tara McKelvey is a senior editor at ThenArican Prospect
and a contributing editor to Marie Claire. Heldes have appeared in those two
magazines as well as in The Nation, USA Today, &focTribune, and The New York
Times.

175. Ms. McKelvey has written extensively about the Ma#ast, including
articles about Iraqgi detainees held in United Statestody, about women’s issues in Iraq,
and about the United States military in Iragq. 8h&orking on a book about U.S. legal
efforts to fight torture and is editing an upcomarghology about women and torture.

176. Communicating with individuals in Iraq, Jordan, @wfia via
telephone and email is a vital part of Ms. McKelgayork as a journalist. Since
October 2004, Ms. McKelvey regularly emails pedpléraqg and Jordan as part of her
research. For example, she made frequent cahsli@duals in Iraq, Jordan, and Syria
during November and December 2004 and January,Nioee and December 2005. Ms.
McKelvey’s sources in the Middle East include indiwals working for the United States
military, Iragi soldiers, nongovernmental agenchemkers, school administrators,
journalists, activists, human-rights workers, atitecs.

177. Among Ms. McKelvey’s many sources in the Middle Ea®
individuals she believes are likely to have beenténgets of United States government

surveillance because they have been arrested estigated by United States or coalition
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forces, have been suspected of aiding insurgean, thes to the former Iraqgi regime, or
are critical of the United States presence in Iraq.

178. For example, in December 2004, for an article foe ARmerican
Prospect, Ms. McKelvey interviewed by telephone #dja Yassen in Baghdad. Yassen
was a ranking member of the Baath Party and isigter of former vice president Taha
Yassin Ramadan, who in turn was included in thaddhStates military’s playing card
deck of the 55 most wanted Iragis. Yassen hadhtwese raided by United States forces
in 2003 and was thereafter arrested.

179. Also in December 2004, for an article for The Arnan Prospect, Ms.
McKelvey interviewed Saja, an engineer in her ib&tby telephone at her home in
Damascus. Ms. McKelvey also emailed her. Sajadsprding to an American
spokesman for coalition forces in Iraq, believethéoa former mistress of Saddam
Hussein.

180. As part of her journalistic research, Ms. McKelwasits numerous
websites hosted in the Middle East that includeesgive anti-American propaganda.

181. Because of her journalistic contacts with indivildua Iraq who have
been arrested or investigated by United Statesalition forces, who have been
suspected of aiding insurgents, who have tiesaéddimer Iragi regime, or who are
critical of the United States presence in Irag, MsKelvey has a well-founded belief
that her international communications are beingrogpted by the NSA under the
Program.

182. The Program substantially impairs Ms. McKelvegtslity to

communicate openly with sources in the Middle Haat are essential to her work as a
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journalist. Many of Ms. McKelvey’s most importasdurces have spoken to her in the
past only with great trepidation: they fear thdtestlraqgis will kill them for speaking
with an American and, at the same time, they feardarrested (in some cases, re-
arrested) by United States or coalition forces wiigpect them of being involved in
insurgent activities. Ms. McKelvey believes thHa¢ Program is diminishing the
willingness of her sources to communicate withdred may deter them from
communicating with her altogether for fear thatrtikemmunications may be
intercepted.
Barnett R. Rubin

183. Barnett R. Rubin is Director of Studies and Sefieifow at the New
York University Center on International Cooperat{d6@IC”). The CIC promotes policy
research and international consultations on mtétiéd responses to transnational
problems. He is the chair of the Conflict Prevemtand Peace Forum (CPPF), a program
of the Social Science Research Council in New Ytiréat provides the United Nations
with confidential consultations with experts oruiss related to conflict and peace around
the world. He is also a member of the board oe&aln Ariana Ltd., a commercial
company registered in Afghanistan to manufactusemtl oils, hydrosols, and related
proeducts, with offices and operations in Kabul dalhlabad. Previously Professor
Rubin was the Director of the Center for Prevenfietion of the Council on Foreign
Relations, of which he is now an advisory board fnem He was a member of the UN
delegation to the UN Talks on Afghanistan in BoBermany, in November-December
2001. Professor Rubin advised the United Natian&fghanistan during the process of

drafting the constitution of the Islamic RepublicAdghanistan in 2003. Professor Rubin
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is a member of the advisory board of the Centrah&a Program of the Open Society
Institute, overseeing programs in the Caucasustréleksia, Afghanistan, Iran, and
Pakistan.

184. Professor Rubin’s work and research concerns abmitevention and
peace building in Afghanistan and the surroundeggan. Professor Rubin is regularly
consulted as an expert on Afghanistan, Central,Asid South Asia and regularly works
in collaboration with officials of Afghanistan, thénited Nations, the United States, and
other governments and international organizationdevelopment and institution-
building projects. In his work with CPPF he wodksissues related to conflict
prevention in Central Asia and travels to the ards.a board member of Gulestan, he
communicates with individuals in Kabul and Jalathkend travels to inspect the
company'’s operations in Jalalabad and elsewheXamngarhar province, including some
areas close to Tora Bora. He has authored aneldeditmerous books and articles about
Afghanistan and conflict prevention, including TReagmentation of Afghanistan (New
Haven: Yale University Press, 2002 (second editid@®5 (first edition)), The Search for
Peace in Afghanistan (New Haven: Yale Universityd3r 1995), and Blood on the
Doorstep: The Politics of Preventing Violent Cagtf(New York: The Century
Foundation and the Council on Foreign Relation§220

185. Professor Rubin communicates by email and telephatmeindividuals
in Afghanistan almost every day. Professor Rukequiiently communicates by telephone
with Afghan government officials in Kabul. In coggtion with Gulestan’s activities he
speaks to individuals in Jalalabad. In conneatih his work for CPPF and OSI,

Professor Rubin communicates with individuals im€a& Asia. Professor Rubin
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communicates regularly by telephone with Amrullatef, the Director of the National
Directorate of Security (Afghanistan’s intelligeragency); with Ishaq Nadiri, President
Hamid Karzai’'s Minister Advisor of Economic Affajravith Adib Farhadi, Director of
the Afghanistan Reconstruction and Developmenti€esywith Ali Ahmad Jalali, when
he was Minister of the Interior of Afghanistan; wDr. Ashraf Ghani, Chancellor of
Kabul University and former Minister of FinanceAfghanistan; with engineer
Mohammad Eshag, former director of Afghan Radio &elgvision; and with many
others.

186. Professor Rubin also communicates frequently ptedne with
United Nations officials in Kabul, including LakhdBrahimi, when he was the United
Nations Special Representative of the Secretanefaéfor Afghanistan (SRSG); Jean
Arnault, the current SRSG; Ameerah Haq, Deputy SR3®is Alexander, Deputy
SRSG,; and Eckart Schwieck, Mr. Arnault's Executssistant.

187. In connection with his work on Afghanistan and $o#tia, Rubin
frequently communicates by email and telephone wdlleagues such as Ahmed Rashid,
a journalist and author residing in Lahore, Pakistile frequently communicated in the
past several years with a Pakistani journalist mhAteubaker Saddique, who worked for
the International Crisis Group, the Integrated Begl Information Network (Central
Asia) of the United Nations and who also worked@b€ as a consultant. These
communications concerned particularly sensitivetenat such as the Afghan-Pakistani
border areas, a project on which they are now wgrkbgether.

188. In connection with his work for CPPF and OSI, Pssfa Rubin has

traveled to Tajikistan and other Central Asian ¢das and engages in email and
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telephone communications with journalists in theaaais well as with OSI staff, such as
Zuhra Halimova, director of the OSI office in Dusba, Tajikistan.

189. In connection with his work, Professor Rubin alsmtiently
communicates with Afghan government officials attieos by email. For example,
between August 2005 and the present, ProfessonRiasi exchanged numerous emails
with Afghan government officials who are draftingtAfghan National Development
Strategy, on which Professor Rubin works as ansadviProfessor Rubin has also
communicated by email with Amrullah Saleh, the Diog of the Afghan intelligence
agency. On occasion, Professor Rubin has alsaegeld emails with individuals,
including government officials, in Iran. These dancluded former deputy foreign
minister Abbas Maleki, editor of the Hamshahri neayser and director of the Caspian
Studies Institute; and Dr. Sayed Kazem Sajjaddoumer director of the Institute for
Political and International Studies; and Kian Tadifsh, Senior Research Fellow,
Cultural Research Bureau, Tehran. Rubin travelefiehran for a conference in
December 2003, and in conjunction with that tripdemaumerous telephone calls and
emails.

190. Because of the nature of Professor Rubin’s comnatioigs, and the
identities and locations of those with whom he camivates, Professor Rubin has a
well-founded belief that his communications arengentercepted by the NSA under the
Program.

191. Professor Rubin believes that free and open contatian with
individuals in Afghanistan and elsewhere in the fiddEast and Asia is essential to his

work as a scholar. A large part of Professor Rgbarork involves exchanging ideas and
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information with people in Afghanistan and elsevehigerthe Middle East and Asia. The
ideas are sometimes controversial and the infoonasi sometimes sensitive. Professor
Rubin believes that the Program inhibits the freghange of controversial ideas and
sensitive information and thereby compromises biktyato engage in scholarship and to
work collaboratively with individuals in Afghanistiaand elsewhere in the Middle East
and Asia.

CAUSES OF ACTION

192. The Program violates plaintiffs’ free speech argbamtional rights
guaranteed by the First Amendment.

193. The Program violates plaintiffs’ privacy rights gaateed by the Fourth
Amendment.

194. The Program violates the principle of separatiopafers because it
was authorized by President Bush in excess of xeglive authority under Article Il of
the United States Constitution and is contraryniit$ imposed by Congress.

195. The Program violates the Administrative Procedéetshecause the
NSA'’s actions under the Program exceed statutaityosity and limitations imposed by
Congress through FISA and Title Ill; are not othisin accordance with law; are
contrary to constitutional right; and are takenhaiit observance of procedures required
by law.

PRAYER FOR RELIEF

WHEREFORE plaintiffs respectfully requests that @uaurt:
1. Declare that the Program is unconstitutional utlerirst and Fourth

Amendments;
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2. Declare that the Program violates the principleegaration of
powers;

2. Declare that the Program violates the AdministeaProcedures Act;

3. Permanently enjoin defendants from utilizing Bregram;

4. Award Plaintiff fees and costs pursuant to 28.0. § 2412;

5. Grant such other and further relief as the Cdeems just and proper.

Respectfully submitted,

ANN BEESON
Attorney of Record
JAMEEL JAFFER
MELISSA GOODMAN (@dmission pending)
CATHERINE CRUMP &dmission pending)
National Legal Department
American Civil Liberties Union
Foundation
125 Broad Street, 18Floor
New York, NY 10004-2400
(212) 549-2500
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