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persomnel employed by the various intelligence agencies under investigation.
Predictably, their attitudes ranged from circumspection to wariness,

One typically had to ask tﬁxe right question to elicit the right answer
or document, It is likely, therefore, that we had insufficien’t information
on occasion to frame the 'magic! question. One also had to ascertain the
specific person or division o whom the right question should be addressed
since compartmentalization of mtelligmce-gathering often results in one
hand not knowing what the other is doing.

The latter was particularly true of the offices of general counsel
with.which we dealt. They were not alwa

ly aware,. wntil our inqui
in by the
offices o

the area of Federal criminal law. It is possible, therefore, that scme
exculpatory as well ag inculpatory facts and documents were not revealed
because general counsel did not perceive their relevance or significance.

égencies under scrutiny, NSA and DEA, for instance, were generally
cooperative. Persommel from both DEA and NSA who had been directly involved
in questionable operations readily submitted to interview and cooperated
(however guardedly), despite Miranda warnings. The CIA, on the other Land,

CIA persormel who would mot be given Mirands warnings, i.e., CIA employees

who had not been involved in the questionable operations. Consequently, our
briefings on CIA activities were conducted by CIA persomel with only second-
hand knowledge gleaned Principally from written records, Subsequently, hewever,
several of the CIA perscrmel directly involved in questionable operaticms did

Compliance with requests for documents and/or written reports also wvaried
in degree of pramptness. NSA and DEA were reasonably prompt., Initially, the
CIA was dilatory and the FRI tardy, but both improved as the Inquiry progressed.

Materials gathered by the Senate Select Committee were not made available for
O review wntil March 2, 1976,

The foregoing impediments, while Inconvenient, did not fundamentally alter
the final product of our effort to obtain the detailed overview reflected in

June 30, 1976
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I. FINDINGS OF THE COMMISSION ON CIA ACTIVITIES WITHIN THE UNITED STATES

The Reéport to the President by the Commission on CIA Activities

Within the -United States (hereinafter referred to as the Rockefeller

Commissicri Report or "RCR') contains various findings with respect to CIA g
electronic surveillance activities. These findings are set forth below,

followed by comments based upon results of the inquiry conducted by the

Justice Department Task Force.

A. OFFICE OF SECURITY - Telephone Taps and Bugs

Commission Findings

) The Office of Security conducted 32 domestic wiretaps (the
last in 1965), and engaged in 32 instances of bugging (the last
in 1968). None of these was conducted pursuant to a judicial
warrant, and only one was with the written approval of the Attorney
General. (RCR 30; 167-168)

The Commission found two cases in which the telephones of
three newsmen were tapped in an effort to identify their sources
of sensitive information. These occurred in 1959 and 1962. The
latter was apparently conducted with the knowledge and consent of
the Attorney General. (RCR 164) .

Some of these activities were clearly illegal at the time
they were conducted. Others might have been lawful at the time,
but would be prohibited under cirrent legal standards. (RCR 160)

Conment

The analysis of available information (Tab Al) indicates a
total of 36 (possibly 38) rather than 32 telephone taps by the
Office of Security, and 35 (possibly 38) mike-and-wire operations
instead of the 32 instances of 'bugging'' reported by the Rockefeller
Comnission. In addition, both the last known telephone tap and
mike-and-wire operation were conducted in October, 1971, rather
than 1965 and 1968, respectively. These differences appear to be
academic, however, since the five-year statute of limitations (18
U.S.C. 3282) has expired as to all the interceptions except those
in October, 1971, which were consensual.

HANDLE VIA COMINT CHANNELS
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With respect to CIA electronic surveillance of newsmen,

an examination of available files indicates that in 1959 a
foreign newspaper correspondent and two U.S. writers were the
subject of telephcne taps., The foreign newspaper correspondent
was also the subject of a mike-and-wire operation. In 1963, two
U.S. newspaper reporters were the subject of a CIA telephone
tap. (Tab A2) Obviously, the statute of limitations has long
barred any possible prosecution for substantive offenses based
upen these interceptions.

B. COUNTERINTELLIGENCE STAFF, DEPUTY DIRECTOR OF
PLANS - Collection of Information On American
Dissidents, ete. '

Commission Findings

CHAOCS, however, received materials from an intermational commmica-
tions activity of another agency of the goverrment. These commmica~-
tions passed between the United States and foreign comtries. Nene
was purely domestic. (RCR 24; 141-142)

Comment

Investigation has developed nothing to contradict the
Commission's finding that there is no evidence CIA employed
or directed the domestic use of any elect¥onic surveillance
Or wiretaps against any dissident group or individual in
Operation CHAOS. (Tab Bl) The other government agency

HANDLE VIA COMINT CHANNELS
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-~ C. DIRECTORATE OF OPERATIONS - Telephone Toll
. Records Reflecting Contacts Between the
~  United States and Hostile Countries.

Camission Findings

During 1972 and 1973, the Directorate of Operations obtained
and transmitted to other components of CIA certain information
about telephone calls between the Western Hemisphere (including
the United States) and two other foreign countries. Scme of the
calls involved American citizens within the United States. The
information obtained by the Directorate of Operations was
limited to the names, telephcne numbers and locations of the
caller and the recipient. The contents of the call were not
indicated. Shortly after the program camenced, the Office of
the General Counsel issued a brief memorandum stating that
receipt of this information did not appear to vioclate applicable
statutory provisions.

Collection of this material was terminated in May 1973.

The Commission was unable to discover any specific purpose
for the collection of telephone toll call information, or any
use of that information by the CIA. In the absence of & valid
purpose, such collection is improper. (RCR 213-214)

Cament

A review of CIA fil
to the Spri 72, B SRR
r-;\..-,.}v,‘-:n:' it B RS elep Tregora Cm 3
reflecting some 270 telephone calls between the United States
and Red China.

The legitimacy of this source of intelligence was
confirmed in February 1972, by the Office of General Counsel,
CIA. (Tab Cl) The opinion of the OGC cites United States
v. Covella, 410 F.2d 536, c.d. 396 U.S. 879 (I989), and
appears to be well reasoned and soundly based.

es revealed that from

TR

September, 1971

L L

s

Yo i,
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-D. DIRECTORATE OF OPERATIONS - Electronic
" Surveillance for Narcotics Inteligence
(Brandy Operation)

Commission Findings

Begimming in the Fall of 1973 the Directorate of
Operations, at the request of NSA, monitored telephone
corversations between the United States and Latin
America for a period of three (or six) months in an
effort to identify narcotics traffickers. This was
immediately terminated upon the issuance of an opinion
by theZCIAlgeneral Counsel that it was illegal. (RCR
37; 222-22 ,

Comment ————[
Examination of CIA files and the interview of

various CIA officials established that from October,
1972 through Janua: ot Eathe than the "fall of
intercep :- n rrquen orrme l- adio telephone
cammnications between the United States and Latin

America for the purpose of gathering foreign narcotics
intelligence. (Tab D)

The CIA undertook this narcotics intelligence
collection effort at the request of NSA which had
previously accepted tasking requests from RDD to
gather narcotics nhelldgen o ternational

TR

cripts of the intercepted calls which were selected on
the basis of a "Watch List' of names and telephone
mumbers proyided i

to BNDD. KEsgis

This electronic surveillance activity presents prima
facie questions of criminality and is well within the

limitations period. (See "Possible Violations", V, infra.) j

HANDLE VIA COMINT CHANNELS
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|

In the process of testing monitoring
use overseas, the CIA has overheard conver
names of the speakers were

Americans. The
the contents of

the

All recordings were

conversations were not
destroyed when testing

testing of interception equipment appears

by 18 U.S.C. 2510 et seq. (RCR 37; 64; 228
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J
F. Office of Security - Assistance to Washington, D.C. 7
Metropolitan Police Department and the Secret Service

Commission Findings

dissident groups. CIA agreed to provide the
requested equipment, The lamps were provided

to CIA and the transmitter devices were installed
in the lamps by persomnel from the Office of
Security. The lamps were then Placed back in the
police informer's dpartment by the police, The
police informer was aware that the apartment was

bei?g bugged and consented to the operation. (RCR
. \___/

Camment
Pursuaht to the request of AAG Richard Thormburgh on August 19, 197—’5:_'7
the FBI is aurrently conducting an investigation of alleged bugging activities
involving the Washington Metropolitan Police Department (PD). This
investigation is being monitoped By AUSA Donald E. Campbell, Deputy Chief,
Major Crimes Divisien, U.S, Attorney's Office, Washington, D.C., and James
Robinson, General'Cr:imes Section, Criminal Division, U.s. Department of

Justice,

1. Washineton Metropolitan Police Department

1A COMINT CHANNELS
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of the Washmgton Metropolitan Police Department, and that the lamps

were not returned to CIA. (Tab A3) _\__I

2. United States Secret Service

The Rockefeller Coomission records also reflect that the CIA furnished
the following equipment to the Secret Service:
(L) fyer RS-111-15-170, loaned to TR

Uidagizae. JSSS. on 27 July 73, and not
retinmed.

| totmly s
(2) Clandestine 'ITansmitter (Co‘mll), to -
s USSS, and retimmed, (The date the
equipment was loaned is unknown).

i
According to a Metropolitan Police Department investigative report to

Mayor Walter Washinggtcm on March 7, 1975, the enly intercept utilized in
commection with demo'instration activities consisted of a recording device in
the ap’art:nent of a s!pecial employee of the MPD in order to secure information
regarding plarmed anlti-war activities of an illegal nature. Thig consisted

of one-party consent and was purportedly a legal installation. (Tab Ad)

FBI investigative reports reflect that a special employee of the MPD fram
l968-l972 was Interviewed by FBI agents and stated that in 1968, she traveled
to Chicago with a representative of the MPD to cover radical activities which
were expected to occur in conjuction with the Democratic National Convention,
and that her hotel rocm was subsequently monitored by electronic surveillance
conducted by the Secret Service. She further acknowledged her role in
electronic swrveillances conducted by the MPD of her residences on

HANDLE VIA' COMINT CHANNELS
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Departmental Attorney James Robinson will endeavor to asdé%fgin/ anp Eut -

ther involvement the CIA might have had in the above or related activities.
George- Clarke, CIA Associate General Counsel, adviseél as follows:

«+« [THroughout the Office of Security's research pur-
suant to the Rockefeller Comission and Congressional
investigations of the Agency, there have been no indica-
tions that the Office of Security has ever directly
assisted and/or participated in any electronic surveillance
activities with the Metropolitan Police Department.

No assistance has been rendered or equipment loaned to the
Metropolitan Police Department by Division D [CIA] in con- =
nection with electronic surveillance activities. (Tab A5)

However, Mr. Clarke furnished CIA memoranda reflecting loans of

comumications equipment to the Metropolitan Police Department and other
police departments. (Tab A6)

Mr, Clarke also furnished CIA memoranda reflecting loans of commmications
equipment to the Secret Service (Tab A7), and firther advised:

The U.S. Secret Service (USSS), wunder the authority
contained in Title 18, U.S. Code, Section 3056, as

. amended by Pl 90-331, regularly tasks the CIA to pro-

\]‘ vide real-time commumications intelligence close sup-

i| port to the USSS during the foreign travel of the

| Presldent and other protectees designated by the USSS.
] The CIA, in response to such tasking, monitors, on the
' scene, those local, foreign military and internal

/ security commmications supporting elements responsible

for the physical protection of visiting protectees. The
| results of this monitoring are immediately passed to the

USSS on-scene. On occasion, local USSS commmications
may also be monitored by the CIA team. However, all such
monitoring is at the specific request of the USSS.

The majority of the Office of Security's assistance to the
Secret Service has been related to counteraudio measures in
cormection with the protection of the President and/or Vice
President. Since 1974 no electronic equipment, capable of
intercepting oral commmications, has been loaned to the
U.S. Secret Service by the Office of Security....

The arrangement between the CIA and Secret Service was formalized by written
‘agreement in 1971. (Tab AB)

In sum, the foregoing assistance to other agencies does not indicate
prosecutable violations on the part of CIA

HANDLE VIA COMINT CHANNELS
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II. ADDITIONAL ARFAS OF INQUIRY
A, Central Intelligence Agency

-

1. Narcoties Coord:mator and NARCOG (Tab E)

In October 1969, the President designated intematlonal narcotics

; control a concern of U.S. foreign policy and established the White House

Task Force on Heroin Suppression. The Director of Central Intelligence

(ICT), Richard Helms, was named to the membership of the Task Force and

directed by the President to provide the Task Force with CIA assistance.

Ccmsequently, a CIA office of Narcotics Coordinator was established under

the Deputy Directorate of Plang (now the Deputy Directorate of Operations).
The duties of the CIA Narcotics Coordinator FR aair

Tepresentation of CIA on the Working Group of the White House Task Force and

narcotics liason with other agenices. Since the im.tial concern of the White

House Task Force was narcotics trafficking in Turkey and Southeast Asia, the
CIA provided the Task Force with narcotics intelligence reports and studies
concerming both areas. Additionally, jEETmrerrees:

dvised, the Task Force was

Interested in the Ewropean cormections between Latin Americin traffickers and

Turkish opium suppliers, and the CIA contributed Information in this regard.
With respect to the CIA's cooperation with other agenices, ENDD

tasking memoranda to CIA reflect that during the time the White House

Task Force was in existence, the CIA provided ENDD with assistance in

training programs, loans of funds for overseas operaticns, intelligence

reports on international narcotics traffickers, and other narcotics

developments overseas. Scme of this informtion was cbtained as the

"HANDLE VIA COMINT CHANNELS
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ineidental by-product of national security electronic surveillances
overseas, ;nd some from overseas interceptions épecifically conducted for
intemational‘ narcotics intelligence. CIA assures, however, that none of
these eleétronic surveillance operations was conducted within the United
States or from lands reserved for use by the United States; neither were
any of the interceptions targeted against commnications having one terminal
in the United States.

In August, 1971, the President wpgraded the priority of the international
narcotics control effort by replacing the White House Task Force with the
Cabinet Committee on International Narcotics Control (CCINC). The CIA
Narcotics Coordinator was named chairman of the CCINC Working Group Intelligence
Subconmittee. He was reportedly instructed by DCI Richard Helms to avoid
involvement in domestic law enforcement activities and BNDD's domestic
intelligence operations. CIA continued to provide RDD (also a member of
the Intelligence Subcommittee) with foreign narcotics Intelligence and various
support (e.g., training, 'flash rolls') for its overseas operations.

The CIA Narcotics Coordinator furnished RNDD with reports of the
following types:

1. FIRDB, TDFIRDB, TDFIR, etc. (Foreign Intelligence Reports):

Collected by the OFfice of Operations from foreign field
offices with description of the sources included in the

2. 00 Rl_e_Eorts: Campiled by the Domestic Collection Division
exclusively from Interviews of people who had traveled to
foreign countries,

HANDLE VIA COMINT CHANNELS
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3. Analytical Report: The only known report of this type was
a study entitled ''Cocaine Trafficking Network in Colowbia."

4. Daily Reports (i.e., USIB National Intelligence Bulletin):
Pertained primarily to geopolitical intelligence. It is
not narcotics oriented,

5. Weekly Summary: Geopolitical bulletin, Not narcotics
oriented.

6. Miscellaneous Reports: These included teletypes of specific
information which may or may not have been COMINT, and also
included Director of Operations Narcotics Control Reports
(DONCS) which were sent directly to ENDD's Chief of Strategic
Intelligence, Eicac’ coaiiex

There is no indication that the CIA Narcotics Coordinator furnished ENDD
with any narcotics intelligence reports other than the foregoing.

CIA's Office of Narcotics Coordinator was reorgém’.zed on June 12, 1972,
as the Narcotics Coordination Group, or NARCOG. The principal duties of
NARCOG did not differ from those previously assigned the Narcotics Coordinator. |
NARCOG provided support to the CCINC and coordinated the CIA's narcotics
intelligence programs. NARCOG also contimued responding to BNDD/DEA's
intelligmce,requirarmts by furnishing BNDD/DEA with the above described
reports. |

The first chief of NARCOG,

., (6/19/72 - 7/19/74) , was
reportedly instructed by the DCI and the DDP to avoid involvement in demestic
narcotics enforcement operations as well as foreign operations targeted
against American citizens. When overseas CIA stations inadvertently acquired
information concerning the narcotics trafficking activities of U.S. citizens,

the local CIA official would vreportedly swrender the information to his local

HANDLE VIA COMINT CHANNELS
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BDD counterpart and take steps to insure that no further collection on
the U.S. citizen occurred.

While much of the information provided the CCINC by CIA was obtained
as a result of CIA's overseas national security electronic surveillance
operations mﬂqd hds two successors,
1/74 - 12174, and' wanief, 1/75 - present), advised that NARCOG
neither conducted nor requested the conduct of electronic surveillance

operations dcmestic%ally Or against any commmications having one terminal

in the United States i g S G T

Inqu.u:y has conflm‘ed -that NARCOG officials were keenly aware of the

|
prohlbltion agalnstlinvolvement in domestic operations. During his temme

as NARCOG chief, Mreportedly sought to insure against this sort of
act1v1ty by rmMg the CCINC Intelligence Subcommittee the Foreign
Intelligence Subcommittee, and took steps to inswre that U.S. citizens'
names were excluded from the MINT Register, an inter-agency listing of
indlv:.duals Involved in 1l1licit foreign narcotics trafficking.

2. LPMEDLEY (Tab G) : . (
On August 18, 1966, Dr. Louis Tordellas, Deputy Director, NSA, met
' with Thomas Karamessines, then Acting Deputy Director of Plans, CIA, and

! Trequested CIA's assistance in setting up a small cover office in downtown
| Mahattan. Dr, Tordella explained that Nea needed the office so that NGA

exployees could copy international telegraphic commmications received from ’

HANDLE VIA COMINT CHANNELS




commercial carriers (SHAMROCK). The copying process, ﬁi-eviously performed

in Washingt;on, D.Ch., had to be-shifted to New York because of technical '
problems. CIA accepted NSA's requirement and assigned the project the
cryptonym LFMEDLEY, Begimning on November 1, 1966, and continuing through
August 31, 1973, the CIA provided NSA with space in a commercial buidling -

in lower Manhattan and a front for the NSA operation. The CIA was reimbursed

by NSA for expenditures inciurred in this project.
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--5. Overseas Intercepts (Tab J)
The overseas electronic surveillance operaticns of CIA provided a .
source of information to various govermment agencies concerning such matters
as the influence and participation of foreign goverrments in domestlc
militant movements, and the international narcotics control effort. .

With respect to the support of U.S. dissidents by foreign goverrments,

CIA stations were Instructed to provide CIA headquarters with pertinent

In its endeavor to provide ENDD/DEA with valuable international ‘narcotics
intelligence, the CIA conducted foreign camumications intercept operaticns
against specific targets overseas. These operations could have been
Initiated pursuant to requests from CIA Headquarters or from several
different goverrmental entities including ENDD/DEA Headquarters and BNDD/DEA
District or Regional offices. With respect to the tasking of CIA by RDD/-
DEA foreign field offices, CIA officials advised that the CIA field stationg
would not undertake any such electronic surveillance activities without
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first obtaining authorization from CIA Headquarters,

Although the CIA provided RNDD/DEA with information obtained from
overseas electronic surveillances, the CIA took Precautions to inswure that
the method of collection and the'som:ce of the information would not be
revealed. In some cases, however, the recipients of the information were .
BNDD/DFA officials directly involved in the CTA overseas operation and
the obfuscation of source was not possible. In such event, the CIA station
would ask the BNDD/DEA officer not to reveal the source if he passed the
information on to RNDD/DFA Headquarters. Thus, when ENDD/DEA Headquarters

received commmnications Intercept information from CIA Headquarters, the

however, the nature of the information made it apparent to the consumer that
it was obtained as a result of electronic surveillance,

The CIA used electronic surveillance as a method of collecting narcoties
intelligence overseas, and because CIA provided such information to BNDD/DEA,
several narcotics investigations and/or prosecutions had to be terminated,

In these Instances, the CIA end the Department of Justice were fearful
that the confidentiality of CIA's overseas collection methods and sourc‘es
would be in Jjeopardy should discovery Proceedings require disclosure of

the CIA's electronic surveillance activities, The following imvestigations

and cases were affected by this con :
e c ST - s e " g
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N tthews and others were indicted in

Eastern District of New York on damestic
narcotics distribution charges only, and nine

_ others were severed from the indictment. (Tab J4)




Tne DEA mvestl'gatlon re. Ted in hlS mdlcunent in.
the Eastein District of New York and the Southern
District of New York. He was. eventuall extradlted

et al., in November, 1974 indicates that telep‘q}{me camn.mications between

%ﬂ“&?m "United States had been intercepted. (Tab J4) ~/

=

(Note: This Report does not purport to deal with possible Ehfficulties
arising under 18 U.S.C. §3504 in closed narcotics cases. That is the subject
of a 2/5/76 Memorandum of Study conducted by Phillip T. White, Chief, Legis=
lation and Special Projects.)

6. CIA-BNDD Miami Operation (DEACON I) (Tab K)

In October, 1972, during a meeting with BNID Director Ingersoll, DCI
Richard Helms offered to recruit a former CIA contract employee to work for
BDD in Mismi on its BUNCION narcotics intelligence project. The employee
thereafter became a 'staff agent' for BNDD but retained his CTA cover. The
CIA has advised that "... the Agency did mot control or participate in the
formilation of duties assigned the agent by RNDD.' DEA advised that although

the CIA paid the agent, the funds were actually received from BNID, but paid



by CIA to avoid having DQJ records reflect the payment.- DFA advised that
BD used the agené as a live source for information .concerning Latin
American narcotics traffickers and their organized crime coﬁnections in
This project utilized agents in addition to the ex-CIA contract
employee and may be generally described as a narcotics intelligence :
collection Program targeted at Latin America. It was first designated
BUNCIN, and later, with the formatien of DEA, became known as DEACON I,
According to DEA, the former CIA contract employee reported to a BNDD
official in Miami who reportedly was also an ex-employee of the CIA.
CIA advised that the Agency's involvement in the project was part of
4 program established to recruit agents for BNDD and which was, terminated in
the fall of 1973. 1 addition, CIA advised - and DFA concurred - that there

is no indication that any comumnications were intercepted during the course
of the above activities,
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date Title IIT was enacted. The CIA advised that the ", .. appropriate

components of CIA discovered no record of interceptions, . " relative to

this inquiry. : | — )
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(B) National Security Agency , .
1. MINARET (Tab N) | | ' | Z
MINARET was a cryptonym applied by NSA to a project chartered on
July 1, 1969 in which NSA analysts selected from two primary foréign
intelligence sources certain by-product intelligence involving several

areas of interest., The primary sources were: (1) NSA's interception of

international commercial carrier (IIC) voice and non-voice conmumications

Jand (2) copies (or tapes)
of internaticnal messages furnished to NSA by U.S. commercial commmications

carriers in the "'Shanrock'' operation.

The by-product intelligence was initially sought in the following
areas of activity: -

1. Foreign goverrments, organizations and indi-
viduals attempting to influence, coordinate,
or control U.S. organizations and individuals
who might incite or foment civil disturbances,
or otherwise undermine national security.

2. U.S. organizations or individuals engaged in
activities which might result in civil distur-
bances or otherwise subvert the national security.

3. Commmications from, to, or conce
and individuals [

4. Comamications which indicated foreign contacts
commections with various assassins, B
Y S S R R R

5. Military deserters imvolved in the anti-war movement,
In mid-1970 the scope of MIMARET was enlarged to include the selection
of intelligence concerning international narcotics trafficking, particularly
the illegal importation of dangerous drugs and narcotics into the United

HANDLE VIA COMINT CHANNELS
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States. I_?‘E'orn September 4, 1970 until June 1973, this in¢luded the (

interceptn.on of high frequency radio-telephone (commercially) voice

carrmmlcations between the United States and several South American

cities.

The purpose of the MINARET project was to provide by-product
intelligence to various Federal departments and agencies in response to
their requests or requirements. In responding to such requirements, however,
NSA purportedly relied upon implicit assurances of requesting agencies
that their need for the intelligence was legitimate, In addition, NsA
dealt only with "foreign commmications', i.e., commmications having
at least one terminal on foreign soil.

The MINARET charter also provided that appropriate measures would
be taken, in dissexmnating intercepted commmications, to msure that NSA
could not be identifled as the source of the intelligence.

Closely associated with the MINARET project are the "Watch Lists"
SRR G R G T
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g were used by NSA analysts in Processing IIC voice commumications

""drop copy" messages obtained in the Shamrock Operation.
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on International Narcotics Control ccme), it appears
and BNDD were authorized to levy drug

that the CIA, FBI
~related intelligence requirements on




NSA. Later, in 1972, when NSA began collecting intelligence on Z '

terrorists and terrorist-related matters, the FBI, Secret Service and

CIA were designated as tasking end consumer agencies. -

It should be noted that the cbjectives of ftumr
general terms, were probably approved by two successive Attorneys
General and a Secretary of Defense. (See F(3), infra.) |

With respect to the CIA's involvement in drug-related intelligence
gathering, it is noted that from October 1972 to January 1973, at NSA's
request, CIA engaged in the interception of high frequency radio trans-

| missions of commercial voice commumications between the U.S. and South

America from a monitoring station in B

il Was terminated on January 29, 1973 when
the General Counsel of CIA advised it was unlawful.. (See summary of

It cammot be precisely stated when the project terminated
since the termination occurred in phases, but the narcotics phase apparently

ended in May 1973 when, after discussions with CIA General Coumsel, NSA

discontinued this phase of REGEEEc. | NSA's assistance to the FBI and
Secret Service throug

tinued until October, 1973, when
Attorney General Richardson instructed the directors of those agencies to
stop requesting information obtained by NSA through electronic surveillance.
On the same date, the Attorney General directed the Director NSA not to
respond to requests from these agencies or "any agency to monitor in commection
with a matter that can only be considred one of domestic intelligence'.
Our investigation reveals that in November 1973, NSA excised the
names of all U.S. citizens from the Watch List [T mrmmmymm




U T OLUNL Y kel
SC 050 7c -/0

Copy / o1 2

3. SHANROCK(’I‘abP) S /

SHAMROCK 1is the code name of an operation initiated by U.S. milit:ary
Intelligence officers in 1945 in which United States international
commmications carriers agreed to furnish them with copies of diplomatic
messages received or routed over commercial circuits. NSA inherited this
activity when it was created in 1952 to direct the naticnal comumications
intelligence effort.

A review of the circumstances swrounding the inception of SHAMROCK
in 1945 reveals that it was an outgrowth of the World War II ""censorship"
program and was conducted initially under the aegis of the Assistant Chief
of Staff for Intelligence, General Hoyt Vandenberg, There was a general
reluctance on the part of the carriers (based on advise of their house
counsel) to engage in such activity unless certain conditions were met,
Including the personal assurance of the Attorney General that the companies
would be prdtected "in case of suit". Although the first expression of such
assurance apparently occurred on April 20, 1949, it appears that the carriers
had begun cooperating with the military in mid-1945 based upon the
representations of General Vendenberg and lower-echelon intelligence
officers that such intelligence was a matter of vital importance to the
national security.

Investigation reveals that in December, 1947, Secretary of Defense
James Forrestal met with officials of RCA, ITT, and Western Union Inter-
natimal and said he was speaking for President Truman in comending them
for their cooperation in SHAMROCK. He further requested their contimsed

|
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Tom Clark, and he, endorsed the Forrestal Statement and would provide . .
them with a guarantee againgt any criminal action which might arige from
their assistance. According to former Secretary of Defense Melvin Lairg,

i

NSA's SHAMROCK operation was tacitly endorsed by him during his term of
) i .
office (1969-1973) .|

machines located on the RCA Premises,
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receiving parcels from the New York City ITT office which were believed ‘
to contain perforated paper tapes transmitted or received by the ITT

Although SHAMROCK 1is commenly referred-to as a "'drop copy" operation,
this characterization is scmewhat misleading since it applies only to .
that part of the-overall operation in which NSA employees were given
access to duplicate copies of international messages which were prepared
for accounting purposes. When RCA began using more sophisticated equipment
in 1960, the "drop copy" operation became minimal. Investigation revealé
that begimning in 1960, the visual screening and selecting-out process
accamplished by NSA employees at RCA was terminated, and all internaticnal
message traffic was simply photographed by Nsa employees and forwarded to
NsA headquafters for screening and selecting-out.
A similar situation with respect to RCA and ITT cbrained after 1965
when they switched to the magnetic tape process. It has been estimated
by NSA that dm:ing the period 1960-1965, before the magnetic tape process
began, 97% of the messages recelved at NSA were discarded because they
‘ failed to meet NSA's criteria A
e sronessiven
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Although NSA purportedly adhered to the practice of discarding all
international messages obtained from commercial carriers which were not

B A s i it (ET] PUTPOTtedly has steadfastly

followed a practice of discarding all messages of a personal nature at the
earliest possible umxent of discovery), there came a time in the late 1960s,
probably 1967, when unbelnown to RCA and ITT, (Western Union participation
ended in 1959), NSA selected-out international messages containing the
names of persons on the Watch Lists. This continued wntil October 1973
when Attomey General ﬁichardson terminated the practice by which NSA
responded to specific requests from goverrmental agencies. The SHAMROCK
ration wias terminated in May, 1975. K
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Investigation also indi ‘&an FBI involvement In the SHAMROCK
operation frem 1963 to 1973. During this time, the FBI obtained copies
of internaticnal cable traffic from RCA and ITT 4in New York City and

Washington, D.C.

.-
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NEA received a daily package of such commmications from the FBI Field7
office in Washington, D.C. These packages contained what are believed
to have been "drop copy'' messages of R A b e

e, 1t 1s estimated that 95% of these
messages were discarded by NSA because they did not fit any of NSA's

Intelligence criteria. (See II(C), infra.) —\(
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C. Federal Bureau of Investipation (Tab R)

In July, 1975, the national press publicized the intelligence-
gathering operations of NSA and the FBI known, respectively, as SHAMROCK
and the '"Drop Copy Operation". (See II (B), infra.) The FBI immediately
furnished the Attorney General with sumaries of background information
(Tab R1), and prov1ded the writer, et al. » With a partial briefing on
October 20, 1975. On October 30, 1975, the FBI was requested to provide
the Crlrrunal Dlvismn with a detailed written report on its involvement .

! y
in the operation. The report was received cn February 24, 1976. (Tab R2) ™
\ ' |
/ (Note: This Report does not puport to cover the electronic surveillance

activities of the FBI. Inquiry into the FRI 'Drop Copy Operation'' was
prompted by its collateral relationship with N s SHAMROCK.)

f .
D. Department 'of State

The attorneys for the Goverrment in the cage of Morton Halperin, et al.,

V. Henry A, Klssn.nger et al., C.A. No. 1187-73, DDC, advised that in 1969
and 1970-71,

‘was the subject
of electronic surveillances authorized by the Attorney General.

An inquiry was made to ascertain whether the Department of State had
conducted any warrantless electronic surveillances since 1969, i.e., since
the enactment of Title III. Maurice Leigh, Legal Advisor, Department -
of State, responded on December 31, 1975 that no warrantless electronic
surveillances of U.S. citizens were conducted by his Department during that

period. (Tab S)
- F

39
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IIT. PURPORTED SOURCES OF AUTHORITY FOR INTERCEPTING COMMUNICATTONS

No court orders were obtained to conduct any of the J.nterceptlcms
involved in this inquiry. Justification must be found, it at all, in
specific legislation or under the Presidential power to protect the
national security or obtain foreign intelligence information deemed
essential to the security of the United States. 18 U.S.C. §2511(3).

A. THE PRESIDENTIAL POWER

1. legislative History

Nothing contained in the criminal prohibitions of 18 U.S.C. §2511(1)
or 47 U.S.C. §§501, 605, ". . . shall limit the constitutional power of
the President to take such measures as he deems necessary to protect the
Nation against actual or potential attack or other hostile acts of a
foreign power, to obtain foreign intelligence information deemed essential
to the security of the United States, or to protect naticnal security
’ infomation against foreign intelligence." 18 U.5.C. §2511(3).

The legislative hJ.story of Sectien 2511(3) expressly reflects that
nothing contained in the Federal criminal prohibitions ... is intended
to limit the power of the Presidmt to obtain information by whatever
heans to protect the United States from the acts of a foreign power,

‘ Including actual or potential attack or foreign intelligence activities, or
any other danger to the structure or existence of the Goverrment. Where

damestic criminal legislatim is not intended necessarily to be applicable. .,
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mamta.uﬁ_ng Intelligence on subversive forces .and should not be subject

to traditional warrant requirements which were established to govern the
investigation of criminal activity rather than ongoing intelligence
gathering, 407 U.S. 318-319. . .

The Court rejected these contentions and held that 18 U.S.C. §2511(3)
is not a congressionally prescribed exception to .the general warrant
requirement, but g congressional disclaimer and expression of neutrality
which makes no attempt to define or delineate the powers of the Presidéit
to meet domestic threats to the national security,

While recognizing the Constitutional basis of the President's domestic
security role, the Court ruled that the President's pPower to authorize
domestic security electronic strveillances must be. exercised in a mamer
campatible with the Fourth Amendment which requires an appropriate prior
warrant procedure; the prior express approval of the Attorney General is
not sufficient,

The Keith case was decided on June 19, 1972. It ig a %vatershed in .
the development of the applicable Law.

Although the Court studiously avoided expressing any opinion concerning
the issues which might be involved in the activities of foreien powers or
their agents, the decisimn obviously narrowed the scope of Presidentially-
authorized domestic security electronic sﬁveillances previocusly considered
permissible by the Attorney General and Federal intelligence officials,

43



Butenko, 494 F.2d 593 (3 Cir. 1974); United States v. Brown, 494 F.2d
418 (5 Cir. 1973)).

The existence of criming] willfulnesg

could turmn

44



Presidential Speeches and Press releases, and intexpretations of Presi-
]
appropriate Captions,
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B. NARCOTICS DYI'E[LIGENCE-GAIHERD\IG: PRESIDENTTAL DIRECTION .

1.. Presidential Message to Congrggi
On July 14, 1969, the President sent the Comprehensive Drug Abuse
Prevention and Control Act to Congress. Tn an accapanying message (Tab T1),

the President stated in pertinent part:

voo [A] new urgeney and concerted national policy are
needed at the Federal level to begin to cope with this gr

Menace to the general welfare of the United States .. .. Effective
control of i11licit drugs requires the cooperation of many agencieg

of the Federal local and State govermments .,,, I haye directed

the Secretary of State and the Attormey General to explore new

avenues of cooperation with foreign govermments to stop the production
of this contraband at its sowrces ..., Our efforts to eliminate ’
these drugs at their point of origin will be coupled with ney efforts

o intercept them gt their point of illegal entry into the United
States ,,, L

narcotics and dangerous drugs .... thig Task Force has completed
its study and has 8 recommended plan of action, for immediate ang
long-term implementation, designed to substantially reduce the
illicit trafficking in narcotics, marihuana apg dangeroug drugs
across United States borders. To implement the recomnended plan,

2. White House Tasgk Forcg on Narcoticg Control

According to CTA memoranda (Tab T2), the CIA "first became involved in
the narcotic control problem an 24 October 1969 when the President

HANDLE VIA COMINT CHANNELS



SC-05078-76
Copy / o1 2

possible in the collection of foreipn intelligence related to traffic
in opium and heroinf" (Enphasi.s added.) N

The White House Tagk Force included reépresentatives from the White
House Staff, CIA, State Department, Treasury, RNDD, and the Depért:nent of
Defense, The Purpose of the Task Force was to plan actions abroad to
reduce opium production and to suppress trafficking in narcotics, (Tab T3)

According to other CIA memoranda (Tab T4), the President instructed the
Director of Central Intelligence to 'do whatever he could 'to help" when

be stopped as soon as possible.
The CCINC was assigned responsibility for the "formulation and
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extent permitted by law, Federal offices and Federal departments and agencies

shall cooperate with the Cabinet Committee in carrying out its fimetions
wder this airective and shall comply with the policies, guidelines,

standards, and procedures prescribed by the Cabinet Committee. ... More
specifically, the Cabinet Committee shall . . . (2) assure that all
diplomatic, intelligence, and Federal law enforcement programs and activities

of international Scope are properly coordinated . . . and (5) "report

to_the President, from time to time, concerning the foregoing." (Rrphasis

The Presidential memorandum also directed that the CCINC be supported
by a "Working Group to be camposed of persormel from each of the concerned
agencies . , "

The CCINC was officially established on September 7, 1971, (Tab T5)
Egil Krogh was designated its Executive Director and Chairman of the
Working Group. The latter included representatives from State, Treasury,
BNDD, NSC, Defense and CIA.

The CCﬁQC appointed a Foreign Intelligence Subcomnittee\ chaired by the
CIA "narcotics coordinator" and including members from NSA, DIA, State,

| Treasury and the White House. (Tab T6)  The mission of the Subcommittee
was to '"provide for a coordinated national effort in the collection,
dissemination and finished production of national foreign intelligence on
narcotics and dangerocus drugs." '.[ﬁe functions of the Subcommittee included
the forwarding of intelligence "collection requirements as necessary to
appropriate departments and agencies."

AT Nt an
R g o
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The "Terms of Reference" for the Intelligence Subcommittee define
"naticnal-géreign intelligence" as follows: |

Foreign intelligence includes domestic

- intelligence that directly relates to
foreign intelligence targets. National
intelligence is that intelligence which
is required for the formulation of
national policy or narcotics and danger-
ous drugs. (Tab T6)

A CCINC Coordinating Subcommittee was also created to "support the

President in fulfilling his responsiblity” under Section 481 of the Foreign
Assistance Act of 1961 which provides:
The President shall suspend sales under the
" Foreign Military Sales Act... with respect
to any country when the President determines
that the goverrment of such country has failed
to take adequate steps to prevent narcotics
drugs and other controlled substances. .. fram
... entering the United States unlawfully. .,
(Tab T7)
In determining whether there was a prima facie case for questioning a
country's performance, the Coordinating Subcommittee was to ascertain,
/ .
inter alia, if there was (1) evidence of substantial violatians of treaty
obligations or bilateral agreements relating to control of the production,
processing or trafficking in narcoties drugs; (2) "hard evidence" that
goverrment officials were involved in illicit drug production, Processing,
smuggling or trafficking; and (3) whether a country had declined or failed
to take adequate steps to improve the effectiveness of its narcotics enforce-

ment capability and to correct other marcotics control deficiencies, (Tab T7)

oSO -
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Minutes and memoranda of CCING meetings and activities reflect the
following: — |
N Auvgust 17, 1971

Establishment of the Cabinet Comittes -
actually amounts to a shift of overall

authority away from Justice to the White
House and State....

* % %

A Presidential Directive would designate
the Cabinet officers to serve on the Com-
mittee and mandate itg establistment gnd
functions. Also, it would designate me
[Krogh] as Executive Director of the
Committee. This is important to give the
Director [Krogh] credibility and clout....
(Tab T8)

September 20, 1971

... Mr. Krogh also explained that ways
had to be found to make our narcotics
suppression effort consistent with the
requirements of natiocnal security....
(Tab T9)

October 7, 1971

Secretary Rogers stated that he
believed the Committee's Primary task
should be to exert pPressure from the
top during the next year to insure that
the United States Goverrment takes what-
ever steps are necessary to reduce the
supply of illicit marcotics available
to American users. He reiterated to the
Comittee that achieving real progress
in this battle is one o% the President's
highest priorities.

* % %

Attorney General Mitchell raised the
problem of narcotics smuggling through
Latin America. This area, particularly
Panama and Paraguay is an increasingly

30
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important transir point for herein

destined for the United States., Mr, ©
. Krogh agreed that the Cabinet Commi ttee
should address itself to the Latin
American problem On a priority basis.
(Tab T10) -

December 29, 1971

The Committee agreed with Mr, Krogh's
Suggestion that the highest Supply side
Priority should be on domestic lay enforce-~
ment and interdiction at the United States
border.

Internationally, the greatest emphases
should be on gathering intelligence and
on streng ing foreign narcotics law
enforcement,

% * % %
I

To increase our intelligence gathering
Capacity, Mr. Krogh asked for increased
assistance from the Central Intelligence
Agency. General Cushman responded that
the CIA is pleased to act as intelligence
coordinator overseas and would attempt
to assist the narcotics control effort

whatever way. it can. General Cushman
did cautienm, though, that g coordinated

I
e a
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March 10, 1972

Mr. Gross asserted that the Cabinet
Committee's December 16, 1971, decision
to put first priority on intelligence
and law enforcement had been interpreted
In some quarters as ing there was no
longer any interest in crop substitution, *
treatment, education or research oversess,
The Working Group agreed that thig extreme
interpretation was incorrect. Other facets
of the international drug control effort
will continue to receive support where
appropriate despite the Cabinet Committee's
decision to emphasize intelligence and lay
enforcement,

* % %

Mr. Ludlum reported on the intelligence
review being undertaken at Mr. Krogh's
request by his Subcommittee. The Critical

“Collection Problems Camittee of the United
[ States Intelligence Board has been asked by
‘ Mr. Ludlum to conduct an inventory of United
\

* % % .
A nurber of initiatives in the :Lntelligénce
field have already been taken. The Subcom-

BIOWp to accelerate the collection of high-

priority drug intelligence on major Euwropean
trafficking networks.

The Subcormittee ig also analyzing the
desirability of g national narcoticg opera-
tions and intelligence center,

A Treasury sponsored effort to strengthen
the intelligence gathering and e

capability of Interpol ahs also been approved,
(Tab T12)

52
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March 20, 1972
[Attemdeg{ by the Preside_nt]

The President opened the meeting by
reiterating his deep commitment to finding
a solution to the drug problem and hig
interest in the activities being conducted
by the Cabinet Committee,

Secretary Rogers reported that the Cabinet
Committee and itg constituent organizatrions
have launched the most- comprehensive attack
ever made against the International
traffic. The Secretary congratulated those
present on the results to date,

Mr. Krogh then briefed the President on the
details of our International narcotics control
program. Its ocbjective is to reduce and
eventually eliminate the floy of hard narcotics
entering the United States from abroad. ...
Present priorities for achieving this objective

are the following...:

2. Tmproved overseas law enforcement
" and intelligence,

* % %

The problem of narcotics intelligence was
next discussed, :

~>

per
echelons of major overseas syndicates, have
comparatively little hard intelligence on
officials collusion, and need more precise
Information specific narcotics shipments,

There was general agreement that gome
mechanism should be developed to ensure
better coordination, collection, analysis,
end dissemination of narcotics intelligence.

* % %

4 * \ g
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. In the President's opinion, if a
nation resigns itself to living with
drugs, it risks destruction of all
accepted valuesg,

The President restated his conviction
that the best approach to the drug pro-
blem is to offer assistance and treatment
to the addict combined with the strictest
possible enforcement directed against
suppliers and trafficers. (Tab T13)

August 30, 1972

... Next discussed were procedures for
use in conducting investigations required
by Section 481 of the Foreign Assistance
Act and related statutes which require the
President to cut off aid to countries not
cooperating on narcotics control,

* % %

Mr. Gross then described his recent
mission to Paraguay where he discussed
the extradition of Auguste Ricord with
President Stroessner. Mr, Gross' success
was applauded by members of the Committee.

Mr. Krogh cautioned that our public
caments on the United States role in the ..
Ricord matter should be guarded lest the
decision favoring extradition be reversed
or our relations with Paraguay subjected
to further umecessary strain. He algo
asked that appropriate steps be taken to
prevent Ricord fram being released on bail
once he is in United States custody, Director
Ingersoll replied that efforts were already
underway to try to prevent bail fram being set.

Once Ricord arrives in the United States,
it in wnclear how quickly he can be brought
to trial. The Attomey General agreed to
look into the possibility of expediting
Judicial consideratiom of the case. (Tab T14)

—16P
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November 27, 1973 :
[Attended by the President]

- * The President opened the meeting by
citing the Administrations record of
progress in combatting heroin abuse
and emphasized the continuing priority
which he intends the drug control pro-
gram to have.

The President expressed his pleasure
with the cuccesses our drug enforcement
efforts have had, both at hame and :
abroad. ...

* %

... He asked the Cabinet to give
new impetus to the attack on newly
emerging problem areas and to do an
even better job in cambatting the
old....

* % %

The President emphasized that he
wanted to continue his personal
involvement in drug control as appro-
priate and instructed Mr. Laird to
assume personal responsibility for
overseeing the operation of the federal
anti-drug effort,... (Tab T15)

In a telephone Interview on April 13, 1976, Egil Krogh\advised that in
1971, a white House meeting of high-level presidential advisers was opened to
ARC-TV News during which President Nixon was briefed by DCI Richard Helms and
ENDD Director Joln Ingersoll on the problem of narcotics (particularly heroin)
smuggling into the United States. An ABC-TV News Documentary containing
excerpts from the White House meeting was produced and later published in the
paperback, A. WESTIN, HEROES AND HEROIN (1972). (Tab T15a) Krogh advised
that the President was very interested in appropriately utilizing all CIA
assets abroad to assist the effort to interdict narcotics destined for the
United States. Krogh also vaguely recalled hearing of intercepted radio-
telephone coommications containing narcotics Intelligence but was. tnaware

of the mechanics or Specj'ff’ﬁﬁg
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for the Establishment of an Office of National Narcotics Intellig‘emce Within
the Depairtmaqt of Justice". The Order states in pertinent part:

Narcotics Intelligence System is g necessary next step in our
Campaign against illegal drug traffic. .- The Director shall call
upon other agencles of the Goverrment to Provide him with informs-
tion, and such agencies shall, to the extent permitted by law,
Provide the Director with all information that 1g pertinent to the

System.... Each department and agency of the Federal Goverrment

shall, upen Tequest and to the extent permitted by law, assist the

Director of the Office of Nationa] Narcotics Inte ligence in the
to him b
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Attorney General stated that "[gliven the urgency of the narcotics problem
and t‘ne-inri:orit:y piaced by the President upcn-the establishment of a
National N;q:cotics Intelligence System to comiaat 1t, it 1s esséntial that
4 the reéponsible departments and agencies involved join forces in an
integrated program of actiom,.."

5. Intematicmal Narcotics Control Confermg

On September 18, 1972, in remarks to the Intermaticnal Narcotics
Control Conference the President said in pertinent part:
: !

. [W]iming the battle against drug abuse is one of the most
important, the most wrgent national priorities confronting
the United States today ..., [LJooking back over the three
years since I declared total war on drug abuse and labeled
1t America's public enemy mumber ome, I think the depth of
our national commitment is clear .... From an organizational
standpoint, we have mobilized to meet this problem on all
fronts .... "I have named a Cabinet Committee on Inter-
national Narcoties Control which coordinates our world-wide
aign to cut off the sources of supply .... Here we are
attaEKEJEg' the problem therefore on all fronts in the most
effective way we can through owr” various govermment agencies . ...
I also have assumed same personal res onsibilities. I have
been aeIiEerater crackin g the nﬁ'p, as many of you in thisg
room know, in my personal supervision of this program and T
have to admit that we have knocked some bureaucratic heads
together because of my directive, which I gave in the East
Roam two years ago, that govermment agencies should quit
fighting each other about this problem and start fighting
the problem .... Nor will this effort stop at our own
borders. The men and women who operate the global heroin
trade are a menace not to Americans alone, but to all man-
.-+ They must be permitted not a single hiding place
or refuge from justice anywhere in the world and that ig
why we have established an aggressive international narcotics
control program in cooperation with the goverrmments in more
than 50 countries around the world. That is why I have
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ordered the Central Intelligence Agency, early in this Administration, -
to mobilize its full resources to fight the international drug trade,
a task, incidentally, in which it Ras. perforrped superbly. ... The

progress wnich has been made in these programs... Any goverrment

whose leaders participate in or protect the activities of those

who contribute to owur drug problem should know that the President
of the United States is required by statute to suspend all American
economic and military assistance to such a regime.... I consider

keeping dangerous drugs out of the United States Just as important
as keeping armed enemy forces From landing In the United States.
angerous s wnich come into the ted States can en er

the lives of young Americans just as much as would an invading

landing in the United States. Every goverrnment which wants

to move against narcotics s ow that it can count on this
comntry for ouwr wholehearted support and assistance in doing

$O.... We are living in an age, as we all know, in the era of
diplomacy, when there are times that a great nation must engage

In what is called a limited war. I have rejected that principle

In declaring total war against dangerous drugs.... We are

going to fight this evil with SVery weapon at our command..." (Tab T18) -
(Emphasis added.)
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. 6. Pronouncements by President Ford
In a September, 1975, VWhite Paper-on Drug Abuse the Domestic Council
Drug Task Force quoted President Ford as having recently stated:

All nations of the world--friend and adversary
alike--must understand that America considers the
11licit export of opium to this cowntry a threat
to our national security * * * Secretary Kissinger
and I intend to make sure that they do [understand].
(Tab T19) (Emphasis added.)

A CIA memorandum of September 8, 1975, states:

.+. [Tlhe President, in compliance with the
amendments to the Foreign Assistance Act of
1961... has determined that the Agency should
engage in the collection of narcotics intelli-
gence abroad. In a paper entitled '"Findings
Pursuant to Section 662 of the Foreign Assis-
tance Act of 1961, as Amended, Concerning
Operations Abroad to Help Implement Forelgn
Policy and Protect National Seaurity," the
President, in January 1975, found that the
world-wide activity to "covertly influence o
foreign personalities to assist in programs
aimed at... international narcotics traffic...
directed against the United States" is
Important to the national security of the
United States. (Tab T20) (Emphasis added.)
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C. GENERAL INTELLIGENCE GATHERING: PRESIDENTTAL DIRECTION

On November 5, 1971, the President sent a memorandum (reportedly
prepared by James Schlesinger, then of @MB) to the intelligence principals
of the U.S. Goverrment (Tab Ul) establishing goals for the intelligence
comumnity and directing organizational and management changes to attain
them. One of the listed objectives was that "... more efficient use of
resources by the [intelligence] commmity in the collection of intelligenge
information be achieved. Utilization of the means available must be in
consonance with approved requirements of U.S. security and national
interests.' (Emphasis added.)

To achieve the objectives, the President directed, inter alia,
that the Director of Central Intelligence (DCI) assume overall leader-
ship of the intelligence coommity; that Intelligence collection programs
financed and managed by the Department of Defense [which includes NSA]
Tust come under more effective management and coordination with other _

intelligence programs; and that NSCIDs and DCIDs (Director ;f Central
| Intelligence Directives) be rewritten to reflect the changes ordered.

The President "reconstituted" the United States Intelligence Board
(USIB) under the chairmanship of the DCI and added to its membership a
representative of the Secretary of the Treasury. The USIB was charged
with advising and assisting the DCI with respect to the "production of
national intelligence requirements and priorities, the supervision of the
dissemination and security of intelligence material, and the protectio
of intelligence sources and methods."

-
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'Ihe_President.ﬁn:ther established a National Securn".ty Council
Intelligence‘ Conmittee (NSCIC). to give direction and guidance on national
substantive intelligence needs, and also directed the Department of
Defense to establish a "unified National Cryptologic Command under Director,
NSA for the conduct of USG cormmications intelligence and— ;iectronic
intelligence activities."

In conclusion, the President stated that while his directed changes
were limited, he fully expected "further changes in the intelligence
comnity consistent with maximm practicable attairment of my objectives"
and that other 'changes in the consumer-producer relationship may be
needed to achieve a more effective reconciliation of the demands from
consumers with the limited resources available for intelligence production."

The principal items in the foregoing memorandim were made public in
a contemporanecus White House press release. (Tab U2) On the same date,
the President sent a letter to the DCI (Tab U3) in which he designated,
as a top priority, the productiom of ‘hatiomal intelligence required by
the President and other national consumers". The President also emmerated
the following goals: (1) a more efficient use of resources in the
collection of intelligence Information; (2) a more effective assigrment
of functions within the intelligence cammmity; and (3) improvement in
the quality and scope of the substantive product,

The President's directives were incorporated in NSCIDs effectdive
February 17, 1972,

On October 9, 1974, in a memorandum to the DCI, President Ford affirmed
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"the responsibilities and authority charged to you as lzaader of the
Intelligenc_e Comumnity in the Presidential memorandum of November 5,
1971... I shall expect that the heads of the departments having

foreign intelligence responsibilities will cooperate with you and prcv1de

you with every assistance in fulfilling your responsibilities."
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D. NARCOTICS INTELLIGENCE GATHERING: LEGISIATIVE DIRECTION

The Federal Narcotics and Drug Abuse Law Enfofcement Reorganization
Act of 1973 (5 U.S.C. §§901 et seq.) contains Congressional findings and
declarations of policy (Tab V) which acknowledge both the need for sharing
narcotics intelligence and the fact that the Director of Central Intelligence
(CIA) and Secretary of Defense (NSA) have functions related to the traffickihg
in narcotics and daﬁgerous drugs:

Sec. 3.(a) The Congress hereby finds and declares...

_ (3) that overlapping jurisdictions, failure to share

i . Intelligence and other information, general lack of

' comunication and cooperation... among law enforcement
agencies have resulted from the diffusion of efforts
within the Federal goverrment against trafficking in
narcotics and dangerous drugs; _

i * K %
Sec. 10. (a) The President, after consultation with
the Attorney General, shall direct the Director of
the Central Intelligence with respect to all of
the Director's functions related to trafficking in
narcotics and dangerous drugs;

Sec. 11.(a) The President, after consultation with
the Attorney General, shall direct the Secretary
of Defense with respect to all of the Secretary's
functions related to trafficking in narcotics and

dangerous drugs.
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o -~ 1. National Security Council.

Congress established the National Security Council in 1947 to advise
the President with respect to the integration of domestic, foreign, and
military policies relating to national security. Its membership includes
the President (as presiding officer), the Vice President, the Secretaries
of State and Defense, et al. 50 U.S.C. §402.

2. Central Intelligence Agency

The Central Intelligence Agency (CIA) and the position of Director of
Central Intelligence (DCI) were also established by the National Security
Act of 1947 (50 U.S.C. §401, et seq.) to operate under the direction of the

National Security Council for the purpose of "coordinating the intelligence

activities of the several Goverrmental departments and agencies in the
interests of national security."

The statutory responsibilities of the Central Intelligence Agency include
the duty to advise the National Security Council and make recommendations
regarding national security intelligence activities, the cogrdination of
such 'activities, the dissemination within the Goverrment of intelligence
relating to national security, and the performance of such other functions
and duties as the National Security Courcil may direct. 50 U.S.C. §403(d).

‘3. NSCIDs ﬁ

The statutory authority of the National Security Council to direct

the acdvitiés of the CIA and the Director of Central Intelligence

T
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implemented by the issuance of National Seaurity Council Intelligence
Directives (NSCIDs). These NSCIDs are deemed by CIA to bear the imprimatur
of the President who has the only ''vote" on the Council.

The NSCIDs which prescribe the basic duties and responsibilities of
the CIA and the Director of Central Intelligence during the time period here
involved are NSCID 1 revised 3/4/64, and NSCID 1 effective 2/17/72, NSCID
5 revised 1/18/61, and NSCID 5 effective 2/17/72.

| NSCID 1, March 4, 1964

NSCID 1, revised March 4, 1964 (and in effect wntil February 17, 1972),
directs that the Director of Central Intelligence ''shall coordinate the
foreign intelligence activities of the United States in accordance with
existing law and applicable National Security Cowncil directives'.

The 1964 NSCID 1 further provides that the Director of Central )

Intelligence '"shall act for the National Security Council to pfcvide for
detailed implementation of National Security Council Intelligence Directives
by issuing with the concurrence of the U.S. Intelligence Board such
supplementary Director of Central Intelligence Directions as may be
required... Such directions shall, as applicable, be promilgated and
implemented within the normal command charmels of the departments and
agencies concerned'. (Paragraph 3a)

The contemplated DCI Directives include:

1) General guidance and the establistment of specific priorities

for the production of national and other intelligence and for
collection and other activities in support thereof, including:

(a) establistment of comprehensive National Intelligence
Objectives generally applicable to foreign countries and areas; ,
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(b) indentification from time to time, and on a current ‘ -
~ Dbasis, of Priority National Intelligence Objectives with

reference to specific countries and subjects; and (c)
Issuance of such comprehensive and priority objectives,
for general intelligence guidance, and their formal trans-
mission to the National Security Council.

(2) Establistment of policy, procedures and practices for
the maintenance, by the individual components of the
intelligence commity, of a continuing interchange of
intelligence, intelligence information, and other infor-
mation with utility for intelligence purposes.

(3) Establishment of policy, procedu.reg and practices for the

purposes relating to the national security, as may be
requested by one of the departments or agencies, (Para-

The 1964 NSCID 1 directs that the Director of Central Intelligence
disseminate 'national intelligence" (i.e., intelligence required for the
formulation of national security policy and concerning more than one
department or agency) to the President, members of the National Security
Council, members of the USIB and, subject to existing statutes, to such
other components of the Goverrment as the NSC "may from time to time
designate or the U.S. Intelligence Board may reccmmend." (Paragraph 4)

The DCI was also directed to "eall upon the other departments and
agencies as appropriate to ensure that. on intelligence matters affecting

HANDLE VIA .C.OMI'NT CHANNELS.



knowledge'énd tecimical talent available in or to the Goverrment." (Para-

graph 6).

NSCID 1, February 17, 1972 E;

NSCID 1 (and other NSCIDs) were revised on February 17, 1972, to

conform with the directives of the President contained in a Novenber 5,

1971 Presidential memorandum, infra.

The 1972 NSCID 1 charged the Director of Central Intelligence with,

inter alia, the following duties and responsibilities:

3. The Director of Central Intelligence

a. The Director of Central Intelligence will dis-
charge four major responsibilities:

oy

o))

&)

C)

Plaming, reviewing. and evaluating
all intelligence activities and the
allocation of all intelligence
resources.

Producing national intelligence
required by the President and other
national consumers.

Chairing and staffing all intelligence
commnity advisory boards and committees.

Establishing and reconciling intelligence
requirements. and priorities within
budgetary constraints.

* * %

. ¢. The Director of Central Intelligence shall
act for the National Security Council to
provide for detailed implementation of
National Security Council Intelligence
Directives by issuing, after appropriate

HANDIE VIA COMINT CHANNELS



SC-O5078-76
Copy [/ oiz

-

consultation, such supplementary Director
: of Central Intelligence, Directives as may
- be required. Such directives shall, as
applicable, be promilgated and implemented
within the nommal command charmels of the
departments and agencies concerned,

* %k %

g. Director of Central Intelligence Directives
to be issued in accordance with the provisions
of subparagraph ¢ above shall include:

(1) General guidance and the establish-
ment of specific priorities for the \
production of national and other
intelligence and for collection and
other activities in support thereof
and their formal transmission to the
National Security Council,

(2) Establistment of policy, procedures
and practices for the maintenance,
by the individual camponents of the
intelligence comumnity, of a
continuing interchange of intelligence,
intelligence information and other
information, information with utility
for intelligence purposes.

N
* % %

5. The United States Intelligence Board (USIB)

* % %

c. The Board shall be provided with a Secretariat
staff, which should be under the direction of
an Executive Secretary appointed by the Director
of Central Intelligence. Subordinate coumitteeg
and Working Groups should be established, as
appropriate, by the Director of Central Intelldi-

gence.
* % % /
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-~ 6. National Intelligepce ' i -

- * % %

d. The Director of Central Intelligence ghall
disseminate national intelligence to the
President, members of the National Security .
Council, as appropriate, members of the ’
United States Intelligence Board and, sub-
ject to existing statutues, such other
camponents of the Goverrment as the National
Security Council may from time to time
designate or the United States Intelligence
Board may recommend. . ..

i

i * % %

© 7. Proteétion of Intelligence and of Intellipence Sources
and Methods, ' '

. The Director of Central Intelligence, with the
advice of the members of the United States Intelligence

of intelligence sources and rethods from wnauthorized
disclosyre. Each department and agency shall remain

* % %

8. Comumnity Responsibilitiesg

a. In implementation of, and in conformity with,
approved National Security Council policy, the
Director of Central Intelligence shall:

* k %k

(2) Call upon the other departments and
agenciles, as appropriate, to ensure
that on intelligence matters affecting
the national security the intelligence
commnity is supported by the full know-
ledge and technical talent available in

=

- v ] 3 "
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or to the Goverrment,

* k%

(5) Mzke arrangements with the departments
and agencies for the assigrment to, or
exchange with, the Central Intelligence
Agency of such experienced and qualified
persomel as may be of advantage for
advisory, operational or other purposes.
In order to facilitate the performance
of their respective intelligence missions,
the departments and agencies concerned
shall, by agreement, provide each other
with such mutual assistance as may be
within their capabilities and as may be
required in the interests of the intelli-
gence camunity for reasons of economy,
efficiency or operational necessity,

In this commection pPrimary departmental
interests shall be recognized and shall
receive mutual cooperation and support.

* % %

(6) Be provided with all information required

Executive Branch required for the exercise
«

b. Insofar as practicable, in fulfill-
ment of their respective responsibi-
lities for the production of intelli-
gence, the several departments and
agencies shall not duplicate the
intelligence activities and research
of other departments and agencies and
shall make full use of existing capa-

bilities of the other elements of the
intelligence camumnity, ’—_—_——X
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in the CIA's statutory procurement power, i.e., 50 U.S.C. §403j, which
euthorizes the CIA, inter alia, to expend funds for radio equipment and
devices, and contractual services otherwise provided by law or regulations
when approved by the DCI. In addition, NSCID 1 charges the Director of
Central Intelligence with the protection of intelligence and intelligence

sources and methods. ' ’
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5. CIA Narcotics Intelligenge Gathgring" -

T a demorandun of August 6, 1975 (Tab W), CIA General Coumsel
Invokes two principal sources of CIA authority to collect narcotics
intelligence: 50 U.s.C. §403(d), and NSCID 5.

Section 403(d) (3) charges CIA with the duty, under the direction of
the National Security Council:

. to correlate and evaluate intelligence relating to
national security, and provide for the appropriate
dissemination of such intelligence within the Government
using where appropriate existing agencies and facilities;
Provided, that the Agency shall have no police, subpoena,
law-enforcement powers, or intemal-secm:ity finctions.

CIA asserts that the above clause is clearly ”self-e.xec:uting regarding
the correlation and evaluation tasks of the Agency's narcotics program,
Although these tasks mist comply with the 'direction of the National
Security Council', if ény, no further authorization is required regarding
this part of the program; the statute is sufficient,, "

CIA finds authority to conduct the non-correlation on non-evaluation

tasks in a carbination of Section 403(d) (4) and NSCID 5.

Since 1958, NSCID 5 has delegated primary'responsibility to the
~CIA for U.S. clandestine activities abroad, including:

3a, The conduct of esplonage outside the United States
and its possessions [defined as "that intelligence activity

A

which 1s directed toward the acquisition of information ’
through clandestine means''] in order to meet the intelligence VoW
needs of all departments and agencies concerned in comection

with the naticnal security. .

* % %
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"3c. Upon request and to the extent practicable,
to assist other departments and agencies with their
cover support needs. [The latter was changed to
"cover and support" in the NSCID 5-effective
2/17/72T. _

Section 403(d) (4), Title 50, authorizes the CIA:

To perform, for the benefit of the existing
intelligence agencies, such additional services
of common concern as the National Security
Council determines can be more efficiently
accamplished . centrally.

CIA contends that NSCID 5 is clearly within the scope of Section
402(d) (4); and that the collection of foreign narcotics intelligen.ce is,
in tumn, within the scope of NSCID 5.

CIA General Counsel further notes that in July, 1973, William E.
Colby testified before the Senate Armed Services Committee on his
nomination to become Director of Central Intelligence. In response to
a question specifically addressed to whether CIA was then engaged in
assisting U.S. law enforcement agencies in addition to the F.B.I., Mr.
Colby replied:

Answer. Yes. CIA disseminates its foreign intelligence
reports to several agencies concerned with the matters

| covered in these reports such as the Drug Enforcement
Administration, the Immigration and Naturalization Service,

the Armed Services, the Customs Sexvice, the Secret Service
| and others on a routine basis.

The CIA reports there was no congressional objection to the dissemination
of such intelligence to law-enforcement agencies, and construes this as tacit

approval by Congress of such dissemination.
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F. NSA: LEGISLATIVE AND PRESIDENTTAL AIJ'IHORIZATIQN

—

The National Security Agency was established under the authority
and control of the Secretary of Defense by Presidential directive of
November 4, 1952 pursuant to the provisions of Section 133, Title 10,
United States Code. 'The organizational structure and functions of NSA
are set forth in National Security Council Intelligence Directive No. 9,
as revised 12/29/52 and superceded by National Security Council Directive
No. 6 issued 2/17/72.

Prior to the establishment of NSA, Congress had enacted 18 U.S.C.
§798 which prohibits disclosure to wauthorized persons of classified
information including, inter alia, the nature or use of any code, cipher
or cryptographic system of the United States or inform;fion concerning
the commmication intelligence activities of the United States,

The term "commmication intelligence' is defined by Section 798 to

Include "all procedures and methods used in the interception of commmnications

and the obtaining of information from such commmicationg by other than the
Intended recipients."

The statute describes 'wmauthorized person” as any person who, or
agency which, is not authorized to receive the information by the President

or the "head of a department or agency which is expressly designated by
the President to engage in commication intelligence activit;ies for the
United States." (Emphasis added.)
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By . the enactment of 18 U.S.C. §798, Congress recognized the
legitimacy and protected the product of commications intelligence
activities of the United States, notwithstanding the prohibitions of
47 U.S.C. §605 enacted in 1934, Section 798 also confirms the Presidential
power to designate an agency, i.e., the National Security Agency, to
engage in cammicafims intelligence activities for the United States.

!
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The foregoing statutes, together with 18 U.S.C. §2511 (3), clearly

acknowledge the President's power to engage the National Security Agency
in commmnications intelligence activities. The specific questions in
the instant inquiry are whether Presidential authorization, or its
equivalent, was given in each area of questionable NSA activity; and if
50, whether NSA exceeded that authorization. The answers will tum
largely on the operational definition of "commmication intelligence

activities," as opposed to the sweeping statutory definitien in 18 U.S.C.
§798(b).
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1. Commications Intellipcence ' _7

NSA operates pirsuant to the definition of commni taticons intelligence

*

(COMINT) contained in Naticnal Security Council Intelligence Directive No. 6,
i.e., Intelligence information derived by other than the intended recipients

means. This encompasses the processing of foreign encrypted commmications
(including the study of plain text), however transmitted, but does not
include the interception and processing of umencrypted written cmnmicaticns._J
NSCID 6, Paragraph 1. W&W |
” 2. NSCIDs

NSA takes the position that the President's constitutional and statutory
authority to cbtain camunications intelligence is implemented through the
directives (NSCIDs) of his alter ego, the Naticnal’Secﬁrity Council, and the
subsidiary directives of the Director of Central Intelligence (DCIDs and

—— supplemental ESB%D

Congress established the National Security Cowncil in 1947 end designated
its membership to include the President (as presiding officer), the Vice
President, Secretaries of State and Defense, et al. The primary finction of
the Council is to advise the President with respect to the Integration of
demestic, foreign, and military policies relating to national security, 50
U.S.C. §402, '

It is a trulsm that the President has the only 'wote" on the National
Security Council. Consequently, the operational directives (NSCIDs) of

the Couneil are regarded by NSA as bearing the imprimatur of the President,

»
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distribt?téd-to the i’ield obviously do not reflect the President’'s
atténdance record nor the extent of his personal participation in. the
promulgation of any Particular directive.)

NSCID 6, effective February 17, 1972, provides in pertinent _7
part:

3. The Secretary of Defense

ding, maintenance and operation of the'National
Security Agency. The Director of the Natiopa]
Security Agency shall report to the Secretary of
Defense and shall be the Principal SIGINT adviger
to the Secretary of Defense, the Director of Central
Intelligence, and the Joint Chiefs of Staff, The
Secretary of Defense may delegate in whole or part
authority over the Director of the Natiopal Security
Agency within the Office of the Secretary of Defense.

% % %

4. The National Security Agcency

and to produce SIGINT in accordance with
objectives. ra anents and priorities
establis Yy Director of Centrs

Intelligence Board, No other organization
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g. The intelligence components of individual I AT
departments and agencies may continue to f
- conduct direct Iialson with the National Nstip 6 WIS,
Security Agency in the interpretation and
amplirication of requirements and priorities s g,
within the framework of objectives, require- e
ments and priorities established by the Director '

of Central Intellipence. (tmphasis added,) =

The foregoing NSCID 6 superceded NSCID 6 dated September 15, 1¢58
and revised Jarmary 18, 1961 which, in tuwrn, superceded NSCID 9 dated
{ July 1, 1948 and revised December 29, 1952. There has been no fundarental
\change since September 15, 1958 in the definitions and duties set forth
in pertinent part above. Paragraph 4b is a rephrasing of the old Paragraph '
6; Paragraph 4e of old Paragraph 7c; and Paragraph 4c of the old 7a.
Prior to the issuance of NSCID 6 on September 15, 1958, its predecessor,
NSCID 9, dated July 1, 1948, contained the following definftions:

HANDLE VIA COMINT CHANNELS
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""Commmnications Intelllipence” ig Intelligence produced
by the study of forelgn commmi cations. Intelligence based
inwholeorinpartonC lcatd i

ponsibility of the United States
Camumnications Intelligence Roard.

""Commumnications Intell:i ence activities" comprise all
Processes Involved in the collection, for intelligence
purposes, of foreign commications, the production of
inf

ormation from such comumications, the dissemination
of that information, and the control o

£ the protectiom
of that information and the

security of its sources.
e
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3. The One-Terminal Rule

The foregoing c}efiniticm of "foreign commmications' is only slightly less

sweeping that the definitions of '"commmnications intelligence" in NSCID 6 and 18
. , > N

U.S.C. §798. NsA len:pcrtedly operates, however, pursuant to a more restrictive

self-imposed "one-te!lrnﬁ.nal rule'", i.e., NSA will not intentionally intercept a

. : ]
cammnication unless at least ocne terminal is cutside the United States.

/
According to Dr. Louis Tordello, former Deputy Director of NSA, this has

been NSA's practice from its inception in 1952

o

To further confirm its good faith reliance on the one-terminal rule,

NSA cites mamoranda reflecting separate briefings of Attormey General
Jolm Mitchell and Secretary of Defense Melvin Laird on February 1, 1971,
by Assistant NSA Director B.K. Buffham. (Tab X1) Mr. Buffham's memorandum
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of February 3, 1971 reflects that Messrs, Mitchell and Laird read and t——;z

approved tﬁe conteﬁts of the following January 26, 1971 memorandum from-
NSA Director Admiral Noel Gaylor:

26 January 1971

MEMORANDUM FOR. THE SECRETARY OF DEFENSE
THE ATTORNEY GENERAL

SUBJECI‘: NSA Contribution to Domestic Intellipence

Consistent with owr corversation today, these are
agreed ground rules on NSA contribution to intelli-
gence bearing on damestie, problems, :

Character

To be consistent with accepted standards in respect

to protection of individual constitutional rights and civil
liberties,

Telecormmications with at least one foreign terminal,
Scope
Intelligence bearing on: N

(1) Criminal activity, including drugs.

(2) Foreign support or foreign basing of
subversive activity,

(3) Presidential and related proteetiom.
Procedures

Tasking by competent authority only.
Special procedures to protect source, to include:

T T ey e L T e
- M, R T DU
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(@B artmented reporting to F.B.I.-or RNID
: %o)gpcrimhal activity, to F.B.I. and CIA
for foreign-related subversive activity,
- end to the Secret Service for Presidential
Protection,

(2) No indications of origin,

(3) No evidential or other public use under any
circumstances,

i

(4)  Screening at source (NSA) to insure compliance
with the above criteria.

It is further understood that NSA will insure fﬁll availabil{
of all relevant SIGINT material by competent and inf ormed representa-
tion In the Justice working group. (Enphasis added.)

/8{ Noel Gaylor f

Another memorandum frem Admiral Gaylor attached to the above
memorandum of January 26, 1971, stated that the latter was read "in

presence of Secy, Laird and accepted by Attomey General f(leindienst
L July 1972". (Tab X2)

Mr. Kleindienst had no independent recollection of the above but. said he
would not dispute Admiral Gaylor's representation. (Tab X3) N

Mr. Laird stated he never saw or read Admiral Gaylor's memorandum but
couldn't disagree with Buffham's comments, and that the memorandm contained
nothing he did not generally know as early as 1964 when he served on the
House Armed Forces Api:rOpriations Subcormittee. (Tab X4)
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(In addition to the foregoing, NSA relies on other instructions and
directions to Support its intelligence gathering activities concerning
narcotics traffie, militants, radicals, etc, These will be discussed,
infra, under appropriate captians),

L W N
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4. NsA Participation In Drafting 18 U.s.C. 2511(3)

L Having -operated \nder the "one-terminal rule" since 19523 NSA's General .
Counsel consulted in 1967 with officials of both the Justice Department

and COMSEC activities of the Executive Branch of the Goverrment." pe
further stated that the language "... precludes an interpretation that

GovenmanQ Wiretapping .and electronic surveillance tec:l-‘miqges, are,
therefore, legally recognized as means for the Federal Goverrment to
acquire foreign intelligence information and to monitor U.§. classified
mmtims to assess their protection against exploitaticn by
foreign intelligence activities." (Tab Y2)

NSA General Cownsel sought, in his initially pProposed draft of
18 v.s.c. §2511(3), to insure that no information obtained in the
exercige of such Presidential powers "shall be received in evidence in
any judicial or adnﬁnistrative Proceeding." (Tab Y3) This proposal was

ron

~—1gr
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substantially diluted in the statute, as passed, and was essentially
mullified by the enactment of 18 U.: .C. §3504 on October 15, 1970.

5 APropriety of Requirements
It should be noted that Paragraph 7c of the 1958 NSCID 6 provided: /
+.. It 1s recognized that the Armed Forces and

other departments and agencies being. served require
direct COMINT.., support of various kinds.... Each

member department or agency is respensible for stating
to _the Director, NSA its requirements or direct
support. (Emphasis added.) ’ '
The rephrased Paragraph @of NSCID 6, effective 2/17/72, provides:
/ The Armed Forces and other departments and agencies

often require timely and effective SIGINT. The Director
of the National Security Agency shall provide informa-

tion requested... (Emphasis added.) \/
NSA interprets this language to require the implicit assurance
of the departments or agency making requests to NSA that such requests
are appropriate. NSA thus purportedly places the responsibility on the
requesting agencies to frame their requirements to conform with the law.
Paragréph 4g of NSCID 6 (2/17/72) permits the intellié;nce ccmponents7
of individual departments and agencies to "continue to conduct direct
liaison with the Naticnal Security Agency in the interpretation and
amplification of requirements and priorities within the framework of

objectives, requirements and priorities establighed by the Director i-l
Central Intelligence." ’
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Paragraph 4b (old paragraph 6a) of NSCID 6 (2/17/72) requires NSA 1

to produce coxmumcations intelligence "in accordance with objectives, '

requ:.renents and priorities established by the Dlrector of Central

Mtelligmce with the advice of the United States Intelligence Board.. U
NSA notes that since 1962, the Criminal Division of the Department

of Justice has smf hmndreds of names of racketeers to NSA requesting

information NSA mght have, or subsequently obtain, concerm.ng them.
(Tab z> -

OEn July 3, 197%, the Assistant Secretary of Defense (Intelligence)
requested an opinion from DOD General Counsel as to whether, inter
alia, NSA was clear]iy operating within the law.

Assistant Generfal Counsel Frank A. Bartimo responded by memorandum

|
of July 10, 1973 (Tab AAl), in which he stated, in pertinent part:

HANDLE VIA COMINT CHANNELS
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On September 17, 1973, General Lew Allen, Jr., Director, NSA, wrote

to ICI William Colby, et al., concerning "Watch List!' procedures, stating
that "as in the past, we at NSA will lack the wherewithal for verifying the

appropriateness of the Watch List entries, and we will continue to rely upon
you, as the requesting agency, for that assurance.'" (Tab AA2)
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G. UNITED STATES INTELLIGENCE BOARD

Pm‘suant; to the provisions of the National Security Act of 1947-7
the National Security Couneil (NSC) issued NSCID 9 on July 1, 1948
establishing, inter alia, the United States Coormund cations Intelligence.
Board '"to effect the authoritative coordination of Commmicaticns
lIt'ﬂ:elligence activities of the Goverrment and to advise the Director of
Central Intelligence in those matters in the field of Commmications
Intelligence for which he is reéponsible," i.e., coordination of the
foreign intelligence activities of the United States.

NSCID 9, revised December 29, 1952, reconstituted USCIB to operate
\under the newly-created Special Committee of the National Security Council
for COMINT consisting of the Secretaries of State and Defense and the
Attorney General (when F.RB.I. matters were before the committee), assisted
by the Director of Central Intelligence,

The United States Intelligence Board (USIB) was established by

NSCID 1 in 1958 té "mamtam the relationship necessary for a ﬁllly
cc;;dinated intelligence commmity and to provide for a more effective
.integraticn of and guidance to the national intelligence effort..."

(The "intelligence cammmity’’ includes the CIA, the intelligence coamponents

of State, Defense, Army, Navy, and Air Force, the F.B.I., AEC and NSC.

Other components of the departments and agencies of the Goverrment are
included to the extent of their agreed participation in regularly established
interdepartmental intelligence activities.) ___J
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The membership of the USIB since 1964 has been the Director and
Deputy Director of Central Intelligence; the Director of Intelligence and
Research, State Department; Director, DIA; Director, NSA; an AEC representa-

tive, and a representative of the Director, F.B.I. (Revised NSCID 1

gffggtiye 2/17/72 added a representative of the Secretary of Treasury).
In addition, the Director of Central Intelligence, as Chairman, shall
invite the chief of any other department or agency having finctions
related to the national security to sit with the USIB whenever matters
within the perview of his department are to be discussed.
1. NSCID 1, March 4, 1964 ﬂ

NSCID 1 (revised March 4, 1964 and effective wmtil February 17, 1972)
directed that the USIB advise and assist the Director of Central Intelligence -

and:

(1) Establish policies and develop programs for the guidance
of all departments and agencies concerned.

(2) Establish appropriate intelligence objectives, requirements
end priorities. :

o
(3) Review and report to the National Security Council on the
national foreign-intelligence effort as a whole.

(4) Make recomreridations on foreign-intelligence matters to
appropriate United States officials, including particularly
recomrendations to the Secretary of Defense on intelligence
matters within the jurisdiction of the Director of the
National Security Agency.

(5) Develop and review security standards and practices as they
relate to the protection of intelligence and of intelligence
sources and methods from unauthorized disclosyre.

(6) Formuilate, as appropriate, policies with respect to arrange-
ments with foreign goverrments on intelligence matters.




SC-05078-76 -
- Copy / o012

The 1964 NSCID 1 provides that the USIB shall establish subordinate
cdnnitteés -end working groups as appropriate and that t-l.me Executive
Secretary and staff shall be under the direction of the DCI. (Paragraph
2c). This NSCID 1 further directs that the USIB reach its decisions by
agreement, and that its decisions and recommendations be transmitted by
the Director of Central Intelligence, as Chairman, to the departments
and agencies concerned, or to the National Sécm:ity Council when higher

approval is required. (Paragraph 2d) Decisions of the Board arrived

at under appropriate authority and procedures ''shall be binding, as
applicable, on all departments and agencies of the G_ovez_:'ngne:it.“
(Paragraph 2g) (Enphasis added.)

2. NSCID 1, February 17, 1972

NSCID 1, effective February 17, 1972, provides that the USIB shall
advise and assist the Director of Central Intelligence with respect to:

(1) The establishment of appropriate intelligence objectives,
requirements and priorities.

(2) The production of natiocnal intelligence. .

(3) The supervision of the dissemination and security of
intelligence material.

(&) The protection of intelligence sources and methods.

(5) As appropriate, policies and with respect to arrangements
with foreign governments on intelligence matters.

//—/Itans 2 and 3, above, are new additions, while Items 1, 3 and 4 of
Lﬂe 1964 NSCID 1 were deleted. The revision appears to be primarily one

N
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of form, however. The basic duties of USIB remain substantially the —7

same.,

- Both the 1964 NSCID 1 (Paragraph 3a) and its 1972 successor
(Paragraph 3c) provide that the DCI shall act for the National Security
Council by issuing such supplementary directives (DCIDs) as may bé required
and that such directives shall, as applicable, "be pramlgated and implemented
within the normal command charmels of the departments and agencies concerned,"

The 1964 NSCID 1 specifically directs that such DCIDs shall be
issued 'with the concurrence of the USIB", while the 1972 NSCID 1 authorizes
the issuance of DCIDs "after appropriate consultation,

The provision in Paragraph 2g of the 1964 NSCID 1 that decisions of
the USIB "shall be binding, as applicable, on all departments and agencies
of the Goverrment' was deleted in the 1972 NSCID 1, but the continuing
provision, supra, that DCIDs be "implemented within the normal command
charmels of the departments and agencies concerned" seems to overlap the
deleted phrase. .

Paragraph 5c of the 1972 NSCID 1 effects a change in the authority
to establish suﬁord:’nate conmittees and working groups of the USIB. The
primary authority previocusly vested in the Board was shifted to the DCI
in 1972, The DCI's actions in this regard, of course, are still taken
with the advice and assistance of the USIE. (See I(C), supra)

On April 10, 1970, the Director of BNDD, Jom E. Ingersoll, sent a
list of requirements for commications intelligence to NSA. (Tsb EB)

‘The memorandum noted that 'the consideration of the President's keen

|
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ing the problem of drug abuse, it appears appropriate

to include ‘this requirement

under Priority National Intelligence Objectives."

The latter are

set forth in DCID 1/3 of May 16, 1968.

The formulation of IGCP requiremen

ts was reportedly instituted in

spe.cific priorities and guidelines in its overall

1966 to prcyide NSA with
responsibility for collecting si

gnals intelligence for the United States.
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reporting component of the requirement. By Eloing so, they do not necessarily
= o
request additional collection and/or processing efforts. EEsr

maintain complete oversight, Consequently, NSA may, without the knowledge
! .
of USIB, embark IJpOI:‘l & new collection requirement,

sinemade this point
because he did not r}:ant to wequivocally state that NSA strictly performs

only those tasks sptllacifically set out in the IGCP. Ehe prescribed proce-

dure for handling d:ti.rect requests from consumer agencies to NSA is set

When an Agency submits a requirement to NSA which falls
within a line item and does not require in NSA's view

additional resource allocations it should be honored by
NSA. A supplemental requirement is not the vehicle for
levying a new or changed requirement that is an add-on

feasibility end cost. .. . If'the desired reporting is
either (a) not within resources of (b) constitutes an
add-on, deletion or significant change, in scope,
periocdically or timeliness, to an existing line item,

NSA will so inform the consurer in question who may

then formilate a new line item requirement for addition
to the IGCP as guidance and forward it to the IGS. Whei-)

% — e
| . \ : (%é‘ < ¢-| /\::p
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approved by the IGS the SIGINT Committee will consider
the i as supplemental guidance to
ttee will issue changes to
ess further action by USIB

‘the IGCP
Lis required,

On July 20, 19

1. Althoush
was g.}n‘lgft
4 process
internati,
IGS that

3. CIa believes

for incorporation
The SIGINT Commi.
as appropriate wnl

it was recognized
ed {1970?] that th
ing effort against
onal narcoties act
such effort should

at the time the IGCP

ere was wnder development
ILC traffic related to
ivities, NSA advised the
not be given visability.

that because of the importance of thig

- Fopic to national intelligence, it should be coverad

'"Report informa

ine item in the 1GCP for
and we propose the following statement:

tion relating to the inter- *

national trafficking in narcotics and dangerous

s.

Timeliness to be "Wwithin 72 hours after

Trecognition" and reporting to be at an estimated
completeness level of " , i

from NSA to be

change to the IGCP

i. Add line itenm on in
traffic activity (1

(Tab EE):

" which we understand

the level of the current effort,
On August 11, 1971, the 1Gs approved, inter gl

ia, the following

——r——

temational narcoticg’
ine item 8).
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communi. cations) networks, as opposed to foreign internal comumnications. The

specific requirement was to report the following "within 72 hours after recognitio

"8. International Narcoties activities.
a. Report informaticn relating to the
international trafficking in narco-

 ties and dangerous drugs, " .
The July 22, 1974 revision of IGCP Subelement 32 containg identical

language. (Tab GG).
On January 10, 1973, s

S, metber of IGS, sent another
TMemorandum (Tab HH) to IGS membersg recanmending the following:

1. In July 1971 cIA recomended, and in August 1971
SIR

cormmmnications (Subelement 32). NSA hag further
developed its processing effort against other .
ccmmnications carrying informaiton on this topic

made, This supplemental requirement merely points
up that nafcotics trafficid.ng Information ig :
specifically required to € reported when recognized
in the target coomunications.
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nareotics and dangerous drugs was adopted and Included in the Igcp in 1974,
(Tab II), Generally, the language of this additional line {teq 1s identical
In each Subelement and In all cases refers to travel. For example, Item
®, Growp B, Subelement 27, of the 197 IGCP provides:

d. Travel of selected individuals, a/ -

Travel of individualg related to
narcotics trafficking. b/

a/ As specified by or through Cra ’
b/ As specified by ENDD, OMNT, Customs, and/or 1A
The above specification would seem to imply that NSA would be pr

HANDLE VIA COMINT CHANNELS
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4, U.S. Intelligence Objectives

DCID No. 1/2, effective January 21,. 1572, listed the U.S. intelligence
objectives and priorities which were to serve as guidance for plarming end
programning for the subsequent period of five years. ';‘hese objectives
idéntified intelligence targets in terms of information needed "to ensble .
the U.S. intelligence commumity to provide effective support for the
decision making, plarming and operational activities of thé United States

Goverrment relating to national security and foreien policy." (Brphasis

added.) The listed objectives included the following:

71. Non-governmental activities detrimental to U.S.
interests. Activities of individuals and non-
governmental organizations in the subject country
which have an adverse impact on the interests of
the United States and the welfare of its citizens,
including the production end distribution of .
dangerous drugs and narcotics, training of terrorists

end high-jacking.
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Latin Amerlca was designated as cme of the areas concerning which
such intelligence should be gathered.

On January 31, 1972, the DCI requested the Critical Collectiem
oblems Committee (CCPC) of the USIB to conduct a review of intelligence

forts against narcotics, looking into such problems as the coordination
of collection, dissemination and production of naticnal intelligence

information on narcotiecs.
In October, 1972, the CCPC reported as follows:
RIGINT INFORMATION ON NAROOTICS AND DANGEROUS DRUGS

1. No SIGINT resources are dedicated solely to the
intercept of narcotics information. The SIGINT which
is now being produced on the international narcotics
problem is a by-product of SIGINT reporting on other
national requirements. However, in order to provide
maximm support to U.S. Departments and Agenices in
the field of intermational illicit narcotics activities,
the SIGINT collection and reporting system worldwide
has been tasked to report any narcotics information
which is collected. \

2. Most SIGINT reports on narcotics and dangerous
drugs are disseminated electrically to customer agencies.-J

HANDLE VIA COMINT CHANNELS
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to the ENDD, special arrangements for regular courier
service have been made. . '

& - -

-l g, ..
20 v——_]

- Rt i e .« DTUZ Operators
commmicate covertly, concea ing who and where they
are, and send only isolated or sporadic megsages.
Consequently, they tend to use either telephone

Or prearranged numbers or over-the-counter paid
telegrams. This makes intercept and exploitation
of 'such cammications exceedingly difficult, but
significant results might well be achieved, :

5. The effective use of SIGINT information in
support of on-going operations while at the game
protecting the source has been & problem,

Indiscreetly will result in a serious compramise.
Any compromise can result in improved foreign
commnications security measures. The effect may

handling SIGINT, long-range interests must not be
sacrificed for short-term gains. ——-/
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6. Successful usage of the SIGINT product is —\
largely contingent upon close collabdration Between
- the SIGINT producers and the appropriate customer

agencies. Frequent exchanges between NSA, BNDD and
CIA will ensure that SIGINT is exploited to its full
capacity.
Recammendation

It is recommended that NS4, in conjunction with
Interested customers, particularly BNDD and Customs,
make appropriate determination of what COMINT support
1s required on the narcotics problem and that the
requisite priorities be established through the
SIGINT Comittee. (Tab L) }

Paragraphs (1) and (4), above, indicate an apparent lack of knowledge
concerning the NSA's interception of international voice comunications for
narcotics intelligence which began -in 1970. There seems to be &n awareness of
everything else, however, including the cowrier service between NSA and BDD
by which the latter received the product of the voice Interceptions.

Based upon its study, the CCPC submitted recommendations to the USIB
on November 3, 1972 which were approved by USIB on January 11, 1972 and
incorporated in the IGCP on February 23, 1973 to Include a broader require-
ment for "information related to narcotics trafficking" in Latin Americs
and other specified countries.

In the DCI's August, 1973 "Perspective of the In.telligencg Camumnity,"

it is pointed out that as long as there exists a narcotics problem,

intelligence agencies will be irvolved. In the XIQ's ‘%}Lintelligence
Questions) for FY ~—].974 and FY 1975, there are two questions regar?—iﬁ—xg?\the
narcotics prﬁblem. ’ihé.-firéENisﬁg}..dérmtify traffickers and producers

and their methodsf the second relates to the effectiveness of anti-narcotics
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Programs :Ln Me:dcq, France, Turkey, Thailand, ‘Burma, and Lags, The
second question included information concerning the willingness of
those goverrments to "co_operat:e with the United Stateg! efforts to
expose and prosecute producers, traffickers, and their collaborators."
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H. PRESIDENT'S FOREIGN INTELLIGENCE ADVISCRY BOARD (PFIAB)

By Exe-c_:utive 6rder 10655 (February 6, 1956), President Dwight D,
Eisenhower established the President's Board of Consultants on Foreign
Intelligence Activities (PBCF‘IA) "in order to enhance the security of the
United States and the conduct of its foreign affairs by furthering the
availability of intelligence of the highest order...." EO 10656 empowered
the Board to review the foreign intelligence activities of the Goverrment
and the performance of functions of the Central Intelligence Agency and
report its findings directly to the President. Its authority also extended
to a review of foreign intelligence functions of other executive depart-
ments and any other related foreign intelligence matters which the President’'s
Board deems appropriate, ,

By Executive Order 10938 May 4, 1961), Executive Order 10656 was
cancelled by President Joim F. Kermedy and the PFCFIA was reconstituted as
the President's Foreign Intelligence Advisory Board (PFIAB). Its finctions
remained essentially the same as its predecessor Board; i.e,, contimuing
review and assessment of all functions of the CIA and other departments
having similar respensibilities in foreign intelligence and related fields
in order to advise the President on matters bearing on foreign policy,
national defense and security.

By Executve Order 11460 (March 20, 1969) President Richard Nixon cancelled
Executive Order 10938 and reconstituted the PFIAB., While predecessor Boards
served a purely advisory function, President Nixon expanded the role of the

PFIAB to "receive, consider and take appropriate action with respect to

HANDLE VIA COMINT CHANNELS
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Datters Identified to the Board . . . in which the suiport of the Board will

further the effectivc—méss of the national intelligence effort." (Bmphasis

added.) The Nixon order also expanded the jurisdictional mandate of the
Board beyond thét of foreign intelligence-related matters by providing that
the Board would "advise the President concerning the objectives, conduct,
management and coordination of the various activities making up the overall
national intelligence effort."

Since its inception in 1956, the Board has conducted its affairs
independently of the National Security Council and has had continuing
direct access through both its Chairman and the full Board to the President
énd his National Security Advisor.- While independent of the NSC and its
"40 Committee" on covert operations, the Board has had.continuing acéess
to all material maintained by the NSC and its committees, except during the
Nixon Administration when the Board was denied access to such materials.

PFIAB minutes and records reflect the following:

' May 26, 1961

* %k ok

5. The President should not be publicly identified
nor otherwise publicly involved with non-overt
political, psychological, propoganda, paramili-
tary, or clandestine intelligence activities.

6. The Central Intelligence Agency should strive to
achieve anonymity in its officials and activities

(06

HANDLE VIA COMINT. CHANNELS



SC-05078-76
Copy 7 of2 .

February 5, 1971

The Chairman opened the meeting by asking Attorney
General Mitchell for his views on the adequacy of
the overall U,s, intelligence effort.

Mr, Mitchell stated . . . that his office reliesﬁ
on information which 1t gets fram NSA and CIA

which may be collateral to the primary eollection
goals of these agencies but which is recognized

as beine useful fo the DOJ and is forwarded to

=

bRty il i T st
it e _said that electrenic surveillance
is restricted to violence-prone groups, and that
in these cases electronic surveillence is clearly
within the jurisdiction of the Presidential

responsibilities for maintaining law and order.

(Emphasis added.)

Mr. Mitchell said that Nsa and FBI Director Hoover
are having a rnning battle on this very point.
VNSA is also urging resumption of physical entry,..

Mr. Mitchell said we have more taps on now than
when the Republicans came to Washingtoen, ..

March 31, 1971 Memo for Board

— |

- -

. Ao i e i e ’ VATON Y N A \4) Ope;.‘atid‘ls,
generally known as SHAMROCK,, whereby U, S,
camerical cammications firms make availsble

to the U.S. Goverrment copies of international |
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Cammercial commnicationg transmitted by foreign 7
missions, or permit the V.3, ‘comunicationg by .
photography, ete..,,

February 3-4, 1977

i
|
!
Discussion with Mr. Nelson Gross, Special
Assistant for Narcotics to the Secre
of State, and With Mr. Walter Minnick, Staff
Coordinator for the Cabinet Comittee on
Intemational Narcotics Control, .

Mr, éross opened the discussion by saying
that the Cabinet Committee had been established
to provu:.dg a fogal point at a high level for

the strations program to combat the 11legal
importatien, dlstribution, and use of narcotics
He said t the only hope of Success in com-

national cooperatiem in breaking up traffi
networks., Mr. Grosg said.., that the success

of these Programs would be wholly dependent on
intelligence, Mr. Gross was critical of CIA
efforts to date.... Mr, Gross said that CIA has

108 .
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e $21d. . . the primary proups involved
dre criminal syndicateg :

.. g" j‘:'stated he was satisfied that the
Agency 4 sense of wrgency, .

prepared to do more as soon as the Intelligence

ubcommittee ean develop the necessary target
data,

Discussion with DCT Helms

M:L_‘. Helm.? had been agked to discuss the alloca-

direct assistance to the BID in organizing
their files and staff for participation in what
is now a major Goverrment program.

Discussion with Mr. Jotn Ehrlichman,

Assistant to the President for Diplo-
matic Affairsg,

" In conclusion, the Chairman offered Mr,
Ehrlichman an _assistance which the Board

could render with respect to the narcotics
problem. .,

February 3, 1972 (CIA) Memorandum on
Intelligence Support For International
Narcotics Control. '

I. Two years ago the development of foreign
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~ on narcotics... was a wholly new enterprise
- for the intelligence commmity. ...

* % %

B. We began to organize a narcotics intelligence
effort in October 1969, when President Nixon
declared international narcotics control to
be a major goal of U.S. foreign policy and
established a White House Task Force on heroin
suppression, instructing all Federal departments
and agencies, including the intelligence commu~

'nity, to cooperate fully with its efferts...,

* % %

X, Organized criminal conspiracies tend everywhere to
monopolize the illicit trade, ..

* kK

a. South American smuggling operations are now
carrying a substantial part of the French
heroin to the U.S. via lLatin America.

* Kk %

XIV. As a result of the presidential initiative
from mid-1971, Intelligence support for

international narcotics control has became v
virtually world-wide.

A. In October 1971 the Working Group of the
CCINC directed that U.S. missions in close

to 60 countries draw up narcotics control
action plans,

* % %

XVI. B, With the establishment of the CCINC, .,
leadership responsibilities for coor-
dination of foreign intelligence m
narcotics passed frem RNDD to CIA.

* * ®
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XVII. 2, The targets'bring us, both in operations

XVIII. 1. The thrust of Current national Strategy

April 12, 1972 IEmorandun to g R
from Egil Krogh, Executive Director,
INC,

using every Teans at his disposa to stop
the International Darcotics traffic. This

12
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Mr. Ehrlichman has been given the reSpcnsiblfw for
handling this matter within the White House and ig

b. Liddy's role: He 1s an expediter to break
bureaucratic problems by applying either grease
Or dynamite, He will sit with the IES and audit the
IEC meetings, My, David Young can speak for Mr.
Ehrlichman and ig "heavier" than Mr. Liddy; therefore,

any requests from M, Young should be honored without
checking with Liddy.
1

¢. IES role: 1) to Prepare evaluation, Mr, Liddy
noted that the IES hag not yet been formally tagked
this regard, 2) provide ideas for atts
solving the problem. 3) chamme] to agencies, Mr,
Liddy intends to use the Staff memberg for direct and

over and minimize bureaucratic problems. He specifically
stated that although agencies would be tasked through
Ir agency heads, Mr, Ehrlichman was not Prepared to
walt until agencies had polished their contributions
thr

to have access to Information when and as it ig developed.
Mr, Liddy, therefore, would SXpect to be able'to ask for
things through the IES members and have them vested with
the authority to get them and release therm to the White

v .

Beyond the foregoing, the IES seems to have been Preoccupied in

1971 end 1972 vith foreign Support for activities Planned to dismupt
Or harrass the natiocnal political conventions in 1972,

14 |
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IV. POSSIELE VICLATIONS
This in_quiry Hés focused on the J’.ntercepti_on of wire and radio
cammmications having at least cne terminal in the United States or a
United States territory. Federal criminal sanctions have no application‘
to the extraterritorial interception of commumnications, i.e,, coammmications
with all terminals outside the United States. United States v, Catrone,

F:24 (2 Cir. 1975); United States v, Toscanino, 500 F.2d 267,269 (2 cix. 1974)
Zrlin Demeratic Club v. Rumsfeld, Civil No. 31072 (.D.C. March 17, 1976).

1) The Interception of International coaommmications ;
one terminal in the United States (or a United States
territory).

(2) The procurement from commercial carriers of “cable traffic"
between the U.S. and foreign countries,

An Initial review of available facts will indicate possible viblations

of 18 U.S.C. 2511 gnd/or 47 U.S.C. 605, but a tentative analysis of the
applicable statutes, legislative history, and convoluted sources of
purported authorizatien together with anticipated difficylties in proving

willfulness, preclude any wnequivocal recommendation for prosecution at
this juncture.
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A, Intercgtion of International Commmications ~ (
\%13% One Terminal In The United States or

a.United States Terrltqry.

These iInterceptions were conducted by NSA in the gathering of foreign
Intelligence information B T ———

commercial voice frequencies between South America and the United States.
The NSA's MINARET and MOj ects included, but were not limited to,

the selection and/or collection of narcotics intelligence, and involved

the incidental, as well as specific, interception of voice and non-voice

)

comimications concerning a variety of subjects.

1. Pertinent Criminal Statites
Section 2511(a) (c) (d), Title 18, United States Code, infra.

Title 47

Section 605 of Title 47, United States Code, provides in pertinent
paxt:

+-» No person not being authorized by the sender

shall iIntercept any radio camunication and divulge

or publish the existence, contents, substance, purport,
effect, or meaning of such intercepted cammmnication to




or publish the existence, Contents, substance, purport,
effect, or Meaning of such Commication, | or use such
commication, . . for his own benefit op for the benefit
of another not entitled thereto, , .

B, Receipt o ""Cable Traffic" Frem : ;
'Eteﬂ;national Commmications
Carriers.

This activity was conducted by Nga wnder the CIyptonym SHAMROCK
(Teb P), and by the FBI as the "Drop Copy Operation"”. (Tab R)

-+« [N]o persen recelving, assig in receiving,

transmitting, or assisting in tralt?;:gzittin,g, any

interstate or foreign commnication by wire or

radio shall divulge or publish the existence, con-

tents, substar_zce, Purport, effect, or meaning there-

of, except throu§h authorized chamelg of transmissien
the .
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camunication... for hi
benefit of another not entitled thereto,

1. Pertinent er.‘iminal Statutes

Such interception without appropriate authority,

if willful, would be
in violation of 18 U.5.C. §2511(a) (c) (@),

or 47 U.S.C. §605, infra.
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V. Applicable Statu;es and Law

Prosecutive considerations in the instant inquiry are limited to
possible violations of 18 U.S.C. 2511 or 47 U.S.C. 605.

A. 47 U.5.C. 605

Section 605, originally enacted in 1934, was amended on June 19, 1968
upon the enactment of 18 U.S.C. §2510, €t seq.  The new Section 605 was
intended as a substitute rather than the mere reenactment of the old
Section 605. It is designed to regulate the conduct of commmications
persomel, and to prevent the wauthorized interception and disclosure, or

use, by any person of radio cammications, 1968 U.S. Code Cong z‘anc} Adm,
News 2196-2197.

"Radio commmications" or "'commmnications by radio"
means the transmissions by radio of writing, signs, signals,
pictures, and sounds of all kinds, including, all instrumen-
talities, facilities, apparatus, and services (among other
things, the receipt, forwarding, and delivery of commmica-
tions) incidental to such transmission. 47 {J.S.C. §153(b).

Section 605 consists of four separate clauses containing four distinct
pairs of prohibitions: '

(1) The first clause prohibits divulpence by any
person receiving any interstate or foreign
commumnication by wire or radio, except through
authorized charmels of transmission or reception.

(2) The second clause proscribes the wmauthorized
interception and divulgence of any radio
cammication.

(3) The third prohibits the recelpt of an interstate
or foreign radio commmication by a perscn not
entitled thereto and the use thereof for his
benefit or for the benefit of amother not entitled

thereto.
TN eronrT. "
LI 47118 '
119 =
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(4) The fourth proscribes the receipt of any

intercepted radio camnication and divul ence
) thereof or use for one's benefit or tha benefit
- of another not entitled thereto,

"Foreign comumnication" within the meaning of 47 U.S.C. 605 1g a

comunication from or to any place in the United States to or from g foreign
: T .
comntry. 47 U.s.c. §153(f).

B. 18U.5.C. 2510, et seq,

. . . . .
The regulatlon,of the interception of Wire or oral commmications is

governed by 18 U.S.CI:. §§2510, et seq. 1968 U.S. Code Cong., and Adm. News
2196, | v
Section 2511 of Title 18, United States Code, provides in pertinent
part:
Q... [Alny person who
(a) willfully intercepts, endeavors to intercept, or

Procures any other Persmn to intercept, any wire or
oral commmicatien, . -

* % %
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(c¢) willfully discloses, or endeavors to disclose, to
any other person the contents of any wire or oral
commnication, knowing or having reason to know that
the" information was obtained through the interception
of a wire or oral commication...

(d) willfully uses, or endeavors to use, the contents
of eny wire or oral commumnication, knowing or having
reason to know that the information was obtained the
the interception of a wire or oral commmication, .. .

shall be fined not more than $10,000 or imprisoned not more than five
years, or both.

"[W]ire commmication" means eny commmication
made in whole or in part through the use of facili-
ties for the transmission of commmications by the
aid of wire, cable, or other like cormection between
the point of origin and the point of reception fur-
nished or operated by any person engaged as a camon
carrier in providing or operating such facilities for
the transmission of interstate or foreign commmica-
tions. 18 U.S.C. 2510Q1). '

"[0)ral commmication' means any oral communication
uttered by a person exhibiting an expectation that
such comunication is not subject to interceptiom
under circumstances justifying such expectation, 18
U.S.C. §2510(Z).

"Intercept” means the aural acquisition of the
contents of any wire or oral commmnication through
the use of any electronic, mechanical, or other
device. 18 U.S.C. §2510(4).

e
hJ

C. Willfulness
Willfulness 18 essential to the comission of each of the above offenses.
1. United States v. Mirdock

 The legislative history of 18 U.S.C. §2511 indicates the spplicsble
standard of willfulness in the instant context is that set forth in United

SALUNIT LA
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States v. Murdock,. 290 U.S. 389 (1933), a criminal tax case, 1968 U.S. Code
Cong. and Adm. News 2181. _

In Murdock, the Court recited, with apparent approval, the following
Judicial cornotations of the.word "Willfully':

The kLvord often denotes an act which ig intentional,

or knowing, or voluntary, as distineuished fram
accidental. But when used in a cr:'.rgn?lnal statute it
generally means an act done with a bad purpose...

without justifiable excuse... stubbornly, obstinately,
perversely.... The word is also employed to characterize
a thing done without ground for believing it is lawful...
or conduct marked by careless disregard whether or not
one has the right so to act.... (290 U.S. at 394-395)

The standard of willfulness in Murdock is formulated as follows:

...[Blad faith or evil intent... or evil motive
and want of justification... It 1s not the purpose
of the law to penalize... irmocent errors made despite
the exercise of reasonable care. . .» The requirement
of an offense committed "willfully' is not met.., if
8 taxpayer has relied in good faith on a prior decision
of this court.., The Court's consistent interpretation
of the word 'willfully' to require the element of mens
zea implements the persuasive intent of Congress to
construct penalties that separate the purposeful. .,
violator frem the well- » but easily confused...."
(United States v. Bishop, 412 U.S. 346, 360-361 (1973))

Congress did not intend that a person, by reason of a bona fide
misunderstanding, should beccme a criminal by his mere failure to measure
W to the prescribed standard of conduct, United States v. Murdock, supra,

0P SLCRETE
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2. 18 U.S.C. §2520 -

Section 2520 of Title 18, United States Code, provides that a good
faith reliance on a court order or legislative authorization shall constitute
a cooplete defense to any civil or criminal action brought under Title 18

or Title 47. The legislative history of Section 2520 cites Pierson v. Ray,

286 U.S. 547 (1967), as the only supporting authority and guide to the ''good

faith" criteria contemplated by the statute. 1968 U.S. Code Cong. and Adm.
News 2196,

The Pierson case irwolved an action for damages agaﬁst policemen
for deprivation of civil rights under 42 U.S.C. §1983 and common law false
arrest. The respondent policemen had arrested petitioners for breaching
the peace in violation of a state statute which was subsequently declared
{rvalid. The Supreme Court reaffirmed that the defense of good faith and
probable cause is available to police officers, and further held that "a
police officer is mot charged with predicting the future course of
constitutional law." This indicates a legislative intent in 18 U.S.C.
§2520 to excuse from civil and criminal liability those persons who act
under a statute they reasonably believe to be valid.

The "legisiati.ve guthorization' apparently relied upon by most of the
potential defendants herein is 18 U.S.C. §2511(3), i.e., the statutory
recognition of Presidential power to authorize warrantless electronic
surveillances to protect the national security. This statute, upon its

enactment in June, 1968, was vague with respect to the scope of such power,
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Supreme Court. (See 111, SUpra.) The President's POWer to authorize
the warrantegg electronic Swrveillance of activities of forei@ POwers

citizens, under criminal Sanctions, in language so Vague and undefined
as to afford no fair warning of what conduct might trangress them",

3. Zweibon V. Mitchell
The Cowrt in Zweibon v, Mitdmll, 516'F.2d 594, 671—6{2, ®.C. cir,

1975), cited Pierson v, Ray, supra, in reaffimming the defense of goog
faith:
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of law enforcement, particularly when an official
in good faith acts according to a reasonable belief
that his actions are lawful. (516 F.2d at 616n.278)

"Willfulness" in the instant context would seem to require bad faith

rather than bad judgment. Good Intentions coupled with bad judgment would
not constitute such willfulness. Mullen v. United States, 263 F.2d 275,
276 (D.C. Cir. 1958). '

D. '"Plain View" Analogy

Objects falling in the plain view of an officer who has a right to
be in the position to have that view are subject to seizure and may be
introduced in evidence, Harris v. United States, 390 U.S. 234, é36 (1967) .

This 'plain view' doctrine serves to supplement the prior jx\'Jstificaticn and
permits the warrantless seizure. Coolidee v. New Hampghire, 403 U.S. 443,
466 (1970).

The plain view doctrine might be invoked, by analogy, to Justify
incidental commmications Intercepts, e.g., the incidental interceptim

of coommnications concerning international narcotics traffic in the course
of conducti.n.g Presidentially-authorized electronic surveillance for the purpose
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The SIGINT activities of NSA constitute an essential-—\ '
attribute of the Executive's capability and ‘obligation
to protect and promote the national security and foreign
relations of the United States, One must, in reason,
attribute to NSA's SIGINT acquisition of foreign
intelligence an importance which swpasses that attending

HANDLE VIA COMINT CHANNELS



5‘){
Copy / of2

VI. POSSIELE DEFENSES

A. Interception of International Commmnications
: Having One Terminal in the United States or
a United States Territory. ‘

1. Interception of International Radio-
Landline Telephone Commmications

(@) 18 U.S.C. §2511
1@ Radio-Telephone Cct_rmmic_:atims
The legislative history of Title IIT (18 U.S.C. §2510, et seq,; 47

U.S.C. §605) contains 'no indication of how Congress intended to treat a

radio-telephone conversation. United States v. Hall, 488 F.2d 193, 197
(9 Cir. 1973).

In the absence of such indication, particularly with respect to the
interception of radio portions of such commmications, the applicable

statutes and legislative history must be examined to ascertain whether there ’
is a clear, overall legislative pwpose upon which one ;statute, to the exclusion
of the other, may be validly applied to the instant facts.

The provisions of 18 U.S.C. §2511 and 47 U.S.C. §605 are not mutually
exclusive. They overlap. Section 2511 prohibits the inteféeption of "wire
commnications," as broadly defined in 18 U.S.C. §2510(1), while Sectiom
605 regulates the interception and divulgence of 'radio commications,"
as broadly defined in 47 U.S.C. §153. A tentative application of either
statute 1s possible in the instant context.

128
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oral commmications. Paragraph (1) sets our several
prohibiticns, Subparagraph (a) prohibits the inter-
ception itself, This eliminates the requirement
under existing law that an "interception'' and g
divulgence' must take place, [47 U.S.C. §605 pre-

tions, whether by wiretapping or otherwise. (Weiss V.
United States, .308 U.S. 321 (1930). 1968 U.s Cade Cong.
) .

camunications., Weiss v. United States, 308 U.S. 321, 327-328 (1939). Thig

would not seem Decessarily to favor §2511 in the Coverage of the interception
of radio portions of radio-landline telephone coommicationg,
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(1i) Wire Commumications

Paragraph (1) of 18 U.S.C. §2510 defines 'wire commmication' to
include "all comumications carried by a common carrier, in whole or in

part, through our Nation's commmications network, The coverage is

intended to be comprehensive,' 1968 U.S. Code Cong. and Adm. News 2178.
But does this encompass international commmnications as they pass over
foreign countries? Or international bodies of water? " Does it really mean,
as it says, commﬁications "earried through our Nation's commmications
network'? If so, is our '"Nation's commmications network'" confined to the
commmnications network within the Nation?
Whatever the answers to the foregoing, there is no questien that
§2511 covers the "aural" acquisition of all wire pqr;iqns of radio-landline

telephone commmications, and may also be construed to cover the radio
portions as well. There remains an obvieus qualitative difference, however,
between the radio and wire segments of radio-landline telephone commmications
(particu]ariy international commmnications) - a distinction Congress pointedly
recognized and reaffirmed in maintaining the concomitant viability of §605
requiring both the interception and divulgence of radio commmications to

constitute a mere misdemeanocr. @

(11i) The "Nation's Commmications Network
BITNSA, is generally regarded by those in the industry as the commercial

The '"Nation's coommications network'', according to
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comunications system within the United States. Thig system may be characterized [
as contiguous, switched (e.g., from wire to cable to microwave), automatic, and
self-routing: It's 'Wireless" camponent is a multi-chammel microwave carriers
System capable of carrying wp to 2,000 commications on seme chammels.
International commercial radio-telephone commmications, on the

other hand, are transmitted by high-frequency, .single or multi-
charmel telephony which enters the national commmications network through
what are known as "gateways". (The latter term séems to cormote passage
from one system to another.) This high-frequency telephony 1s not as reliable
as microwave transmission and is ccn-siderably more susceptible to inter-
ception by unsophisticated equipment such as ship-to-shore radio or the
ordinary Zenith transoceanic-type portable radio,

Microwave transmission is "straight line" and covers much higher
frequencies than "high frequency telephony'' which follows the Cuxrvature
of the earth. 1t i;—estimated, _fér example, that the radio portion of a
high frequency single-charmel radio-telephone cammmication from Montevideo,
Uruguay, to New York City, could be intercepted with msohpi.;ticated
radio receivers over an area of perhaps 30 per cent of the earth's surface.
High frequency multi-chamel transmissions may be de-charmeled by "home-
- made” amateur equipment. An index of the users of international radio fre-
quecles is reportedly published by the FCC and may be obtained from the Government
Printing Office. The only guarantee of privacy in such high frequency radio
transmissions is the use of special ciphony equipment to "garble" the commmica-

tions. Such equipment, bowever, is not in general use by coommercial carriers, E
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(iv) Justified Expectations of Privacy

The three general categories of commmications covered by Title III -
wire, oral and radio - are distinguished, implicitly and explicitly,
according to the degree of Justified expectations of privacy. While an
almost total expectation of privacy seems to be Justified in cammmications
transmitted wholly by wire, the expectation of privacy of oral cammmications
1s justified only if uttered under circumstances Justifying that expectation,
e.g., ccmmmicatn.ons m one's hame or office. Cammmications in a Jail cell
or an open field, for example, would not normally justify such expectation,
1968 U.S. Code Cong. and Adm. News 2178,

1
i

%) 'Felony vs. Misdemeancr ,
The willful intei:cepticn, alone, of a wire or oral commmication

ccapletes the felony offmse under §2511, In the case of a radio commmica-

tion, however, there must be both an interception and divulgence to-

constitute the misdemeanor under §605. If we ignore both the explicit

legislative distinction between radio commmications and othé\f types of

commmnications, and the implicit legislative scale of Justified expectations
of privacy, the severity of criminal penalties imposed by Congress would

» appear in some instances to be inversely proportionate to the extent of

Privacy violated. (See vi, infra.) Congress obviously placed radio

commications below wire and oral cammications on the ascending

scale of justified expectations of privacy,

132

B TR ot e S AN
i Bt R L B




Copy / of 2

The court in United States v. Hall, 488 F.2d 193, 197 (9 cir. 1973),

observed that; the radio portion of a radio-landline telephone commmnication,
logically, should be afforded no more protection than those occuring between
two radio transceivers. The court declined, however, to exercise its option
to find that "surely Corlig-ress did not intend" such as absurd result.
The specific issue in Hall was whether the contents of defendants'
radio-telephone conversations monitored by law enforcement officers should
have been suppressed in the prosecution of defendants for marijuana viola-
tions. Some of the conversations were transmitted between two radio telephones,
while others were between a radio-telephone and regular land-line telephone,
The Couwrt quickly found 47 U.S8.C. §605 inapplicabl_e, stating:

The legislative history also explicitly shows that
Congress intended to exclude law enforcement officers
from the puwview of the new §605.... It is obvious
that the legislature wanted lay enforcement persormel
to be governed exclusively by Chapter 119 of Title 18.
Therefore, because the critical coommications were
intercepted by lawmen, §605 offers no impedement.

The applylng 18 U.S.C. §§2510, et seq., however, the Gt reached an
admittedly "absurd result':

... [Wle are forced to conclude that, when part of a
commmication is carried to or from a land-line tele-
Phone, the entire conversation is a wire commmication
and a search warrant is required.

We realize that our classification of a conversation
between a mobile and a land-line telephone as a wire
cammnication produces what appears to be an absurd
result, These corversations were intercepted by an
or radio receiver and not by a phone tap.” Logi-
cally they should be afforded mo more protection than
those occirring between two radio transceivers, They
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should be oral commmications. However, Congress's
definition of a wire commumication necessitates
this conclusion.

This is especially ironic since Title III of the
Crime Control Act contains stringent civil and
criminal penalties for those who violate its pro-
visions. In other words, any citizen who listens
to a mobile telephone band does so at its [sic]
own risk, and scores of mariners who listen to
the ship-to-shore frequency, commonly used to
call to a land-line telephone, cammit crimina
acts. (Emphasis added.) :
The "absurd result' could have been avoided, of course, by applying
47 U.S.C. §605 to the radio portion of the radio-landline telephone

commications.

Congress may have been silent as to its intent in radio-telephone
situations, but it can hardly be presumed to have intended a patently
"absurd result". It is a findamental canon of stamto.ry construction
that a legislative enactment must be so interpreted as to carry out the
legislative will end in a marmer that would not reach an “absurd result'.
United States v. Lewis, 87 F.Supp. 970, 972, (D.D.C. 1955). . The Fourth
Amendment also ''shuns absurd results'. 489 F.2d at 198.

(It is one thing, of course, to interpret a statute in favor of the
accused, but quite another to expand its meaning where to do so 1;:orks
against the accused. Pugach v, Klein, 193 F.Supp. 630, 640 (S.D.N.Y. 1961).)

The radio-telephone conversation in Hall which did not involve

land-line telephones, i.e., radio-to-radio, were held not be "oral
commmnications' within the meaning of 18 U.S.C. §2510(2) because, the
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(Vi) Oral Commmics tions

distinct definitions of "wire" and 'oraln cotmmications, There 1s no
indication of a legislative intent to Pre-empt, under the caption of "oral
Commications', a1] wire commmicationg transmitted with g reasonable
EXpectation they will not be intercepted, Despite the €xpectation of
Privacy, the latter 4o not become "oral commmications'!, They remain,
simply and exclusively, wire coammications nder 18 U.s.c. §2510¢1).

"oral commications a1l radio cammmicationg transmitted with & reasonable
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Court found: ‘they lacked the requisite expectation of privacy. (The
district judge had previcusly made a specific finding that defendants
knew they could be heard by other pecple and, therefore, had no right
to privacy.)

This seems, however, to be a case of reaching the right result for
the wrong reason. The "new" Section 605, enacted simultanecusly with
18 U.s.C. §§2510, et seq., was expressly intended ag g substitute rather
than the mere reenactment of its predecessor. 1968 U.S. Code Cong.

énd Adm. News 2196, If it has any substance at all, §605 would .seem to

cover at least the interception of all comunications transmitted entirely
by radic. It does not apply to law enforcement officers, however, because
"person’', as used in the statute, does not include a law enforcement officer
acting in the normal course of his duties. 1968 U.S. Code Cong.

and Adm, News 2197. In a letter to the Chairman of the Federal Cormmi-

cations Commission on September 15, 1975 (Tab N) concerning FCC moni toring
of citizen band radio nmsnmiséims, the Justice Department s Office of
Legal Counsel stated:

Giving the word "person" such an interpretation
would allow law enforcement officers generally
to intercept and divulge radio commications,
The application of §605 in Hall would have achieved the same result
with respect to the intercepticen of purely radio cammications, but

without the strained application of 18 U.S.C. §§2510, et seq.
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The statute Specifically defines "oral comami cat{on! as:
-«- [Alny oral commication Uttered by g Person
ibiting an €Xpectation that suc commni catyf on

is not subject to interception tnder circumstanceg
Justifying quch &Xpectation. (emphasig added) 18
U.s.c. §2510(2).

of Title IIT are comumicationg uttered in one'g home or one'y office,
1968 U.S. Code Cong. and Adm. News 21783,

There are two references in 18 U.s.C. §2511 to communi cationg by
Tadio: One Prohibits the interception of oral (not wire) comumicationg
by devices which trangmis Ccammicationg by Tadio or Interfere with the

in the normal course of theiy duties, Neither Provision Purports to
SPad or amplify the defingrion of ‘oral comnication” ¢n 1 U.s.C,
§2510¢2). (Prior to the fnactment of Title III, the exception of Foe
officials was "impliaipn 4 47U.5.C. §605. Umireg States

F.2d 281 (9 Cir, 1955); aff'd, 351 U.S. 916 (1956) .)
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associated with the interception of wire cammmicationg, 1968 u.s.

In the context of transmissiong by radio, therefore the definiticn

’

of "oral Cammnications" in 18 u,s.cC. §2510(2) appears to contemplate

Private orag] corversationg intercepted by radio eavesdroggggg devices
Yather than the interce T i

carrier radio-telepﬁone facilities, (Section 2511(1)(b)(i) would prohibit
the use of leased of other telephone 1ines to transmit signals Intercepted

by eavesdropping devices. 1968 U.S. Code Cong, and Adm. News 2180,

1]

(vii) Overlapping Definitions

In neither 18 U.s.¢. §52510 &L 5e9., Mor 47 U.S.C. §605, gpes

Even in United States V. Hall, ra, the court conceded that 'the definiticn
T———————= V. Hall, supra
of wire comnication 1g por free ffcuxanbiguity”, and concluded that

a wire camunicatiog", 488.F.2d at 196-197,

{
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Thus, we havg two criminal statutes, one a felony, the other a
misdaneanbr_, whose application muist rest finally won a reconciliation
of the overlapping definitions of "wire comunication" and "oral commmi-
cation” in 18 U.5.C. §2510(1) (2), and "radio commmication” in 47 U.S.c.
§153(b). |

The central question may be stated precisely: Which statute covers

the interception of radio portions of common carrier radio-telephone

comunications between the United States and other coutries?

Perhaps the most succinct indication of overall legislative purpose
in Title ITI may be found, Incidentally, in the definition of "oral
camunications™ in 18 U.S.C. §2510(2):

«o. [Alny... commmication uttered by a person
exhibiting an expectation that such commmnica-
tion is not subject to Interception. under eir-
cumstances justifying such expectation. R

Obviously, the privacy of the wire portion of a common carrier radio-
landline telephone comumnication is Inherently greater than the radio
portion. While such commmication, as a whole, might confmm with the
technical definition of 'wire coaommnication' in 18 U.S.C. §2510(1), the
radio portion fits equally the definition of "radio cammmnication' set
forth in 47 U.s.C. §153(b). As the Court ocbserved in United States v.

Hall, supra, the latter is infinitely more vulnerable to both inadvertent ’
and Intentional interceptim:

As with any broadcast into the air, the imvitatien
to listen is afforded to all who can hear., In the

instant case, the eavesdropper merely tuned their
radio receivers to the pProper station.

139




_ ”}/“/ lequ:prm--a_nt:, the camumnication at that point can hardly be regarded as
) /””'»"}'ﬁ,:ffsﬁf"?rivate. (See 111, supra,)
(e

The legislative history finther indicates that 18 U.8.C. §52510,
et seq., was intended to govern "the regulation of the interception of
wire and oral camunications", while 47 U.S.C. §605 was designed to "regu]ateu
the conduct of cammnications persomel" ag well as prohibit the Interception
and diwlgence, or use, or radio cammications, 1968 US Code Cong. and

140
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Adn. News 2196-2197. Nothing in $605 indicatés that commom carrier radig
. 'ccrrmmication.s are to be excluded frem its coverage,
' Notwithstanding the seemingly comprehensive coverage of radio
camunications by §605, however, the legislative history and definitions
of wire and oral cammications in 18 U,s.C. §2510 permit an initia]

construction of §§2510, et seq., to cover, inter alia, the interception of

radio comumnications where there is a reasonable expectation such commmi-
cations are not subject to Interception (oral commmications),

This constructicn of 18 U.5.C. §§2510, et seq., would leave §605
with jurisdiction over only the 'interception of "non-aural" radio-landline
commen carrier cammumications, and only those “aural" radio-to-radio
commnications which might Teascnably be subject to iriterception. Such

of §605 which was specifically designed to "regulate the conduct of
cammications persormel”, (Section 2511(2) (a) (1), Title 18, United

camprehensive coverage of 'wire cammication in 18 U.S.C. 2511Q1) is

141
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neither all.-inclus*.ive nor free of ambiguity.

It is.n.oted that the only specific reference to radio cormmications

In the prohibitions of 18 U.S.C. §2511 is that which appears in §2511(1)
_Cb) (i1) proscribing the interception of oral (not wire) commmications '
by the use of devices which transmit camunications by radio or interfere
with the transmission of radio commmications, Thig reinforces not only
the contention that “oral comumications" defined in 18 U.S.C. §2511(2)

contemplate private oral conversations transmitted by radio eavesdropping

devices; it also points wp the amission of any similar prohibition against
the use of radio devices to intercept "wire commnications" as defined in
18 U.S.C. 2511(1).

(viii) Statutory Cons truction

When either of two statutes apply, the sﬂééifi’c: takes precedence
over the general. Robinscn V. United States, 142 F.2d 431 (8 Cir. 1944) .

Therefore, if 18 U.S.C. §2511 clearly applied to the interception of radio
portions of radio-landline telephone commmications, it sho;ld take prece-
dence over the general coverage of 47 U.S.C. §605. Section §2511, however, ig
not wequivocal in itg coverage, and since ambiguities in criminal statutes
and conflicts in statutory construction must be resolved in favor of potential
defendants, the misdemeancy statute would seem to apply. United States v. “
Bass, 404 U.S. 336, 348 (1971).
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(b) .47 U.S.C. §605

The second and fowrth clauses of Sectien 605 prohibit, respectively,
the interception and divulgence of radio commmnications, and the receipt
of intercepted radio commmications and divuléence or use for one's owm
benefit or the benefit of another, . | |

of "use" prohibited by the statute. Pugach v.. Klein, 193 F.Supp. 630,
640-641 (S.D.N.Y. 1961); United States v. Lewls, 87 F.8upp 970, 974 (D.D.c.

1950), reversed on other grounds, 184 F.2d 394 .. cip. 1950) .

The Government has consistently taken the position that\disclosm'e
within the Executive Branch 1s mot "divulgence" within the proscri‘ptions
of Section 605, Nardone v, United States, 302 U.s. 379 (1037); United States
V. Butenko, 494 F,24 593, 600 (3 Cir. 1974), cert. denied, 419 U.S. 881 (1974).
In any event, "persen’ in Section 605 does not include law en'forcement )
officers acting in the normal course of their duties. 1968 U.S. Code

143
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Cong. and Adm. News 2197. The second clause of Section 605 proh:l.bits "

any "person'’ frcm intercepting and divulging to "any person''. It would
seem, therefore that disclosure by NSA personnel to law enforcement

officers of RDD/DEA would not constitute "divulgence" within the statute.

() Presidential Authorization
(18 U.S.C. §251I(3))

On October 24, 19()9 President Nixon created the White House Task

Force for Narcotics Control and reportedly armowunced a decision to make

narcot:ics a matter of foreign policy, and further directed the Director of

Central Intelligence \to contribute to the maximm extent possible in the
collection of foreign intelligence related to traffic in opium and heroin.
(Tab T2) f |
In August, 1971, . the President created the Cabinet Committee as
International Narcotics Control (which included inter alia, the ICI
(CTA), the Attorney General Secretary of Defense, et al.) and directed
that all Federal offices, department and agencies cooperate with the CCINC
In carrying out its finctions, including the coordination of a1l diplomatic,
' intelligence and Federal law enforcement programs and activities of inter-
national scope. (Tab T5) President Nixon also issued additional orders
and made additional statements directing the mobilization of the full

resources of the Federal Goverrment to gather intelligence on international
drug traffic. (See III (B), supra.)
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President Ford was recently quoted as having designited the illicit
export of opium to the United States as a "threat to owr national security."

See III (B)(6), supra.
Former Secretary of Defense Melvin Laird stated that during the Viet
Nam Conflict, he regarded the Importation of drugs into the United States

to be a matter affecting the national security because it wndermined the

capability of the Armed Forces during a period of naticnal emergency. (Tab X4)

(For specific sources of purported authorizatien, see III, supra.)
(d) Willfulness
See V(C), supra.

2. Intercgtions of International
Non-Voice Coamunications

(a) 18 U.S.C. §2511

(i) Interception

The legality of the interception of non-voice commmications tums
upen the interpretation of "intercept" as defined in 18 U.S.C. 2510(4):
' (4) "intercept" means the awal acquisitim

of the contents of any wire or oral cammmicaticn

through the use of any electronic, mechanical, or
other device.

The statute thus restricts the definition of "intercept" to "aural )

acquisition”, and the legislative history specifically excludes all other
means of acquisition:
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... Other forms of surveillance are not within

the proposed legislation... The proposed legis-
lation is intended to protect the privacy of the
commmnication itself and not the means of coummi-
nication. 1968 U.S. Code Cong. and Adm. News 2178.

The dicticnary defines "aural" as "of or relating to the ear or sense
of hearing." The words "aural acquistion", literally translated, means to
cane into possession through the sense of hearing. Smith v. Wmker, 356
F.Supp. 44, 46 (S.D. Ohio 1972).

The legislative history further amplifies the intended scope of "awral

Interceptions':

Paragraph (4) defines "intercept" to include
aural acquisition of the contents of any wire
or oral comunication by any electric, mechanical,
or other device. Other forms of surveillance are
not within the proposed legislation. See Lee v.
United States, 47 S.Ct. 746, 274 U.S. 559 92y ;
Corngold v. United States, 367 F.2d (9th 1966).
An examination of telephone company records by
law enforcement agents in the regular course of
their duties would be lawful because it would not

be an "interception’. (%ited States v. Russo,
250 F.Supp.' 55 (E.D. Pa. . proposed "
legislation is not designed to prevent the trac

of phone calls. The use of a "pen register',
for example, would be permissible. But sgee
United States v. Dote, 371 F.2d 176 (7th 1966).
The proposed legislation is intended to protect
the privacy of the coommication itself and not
the means of commmication. 1968 U.S. Code Cong.
and Adm. News 2178. '

The foregoing clearly excludes fram the coverage of 18 U.S.C. §2511
all caommications transmitted mechanically, i.e., transmitted by signals
independent of sound, e.g., electrical pulses.

-
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(i1) "Aural"

"Aural acquisition" seems to have been used by the Congress neither
as a tém Or art mor as a term of technology. The words "acquistion...
through the use of eny. .. device" suggest that the central concern is with
the activity engaged in at the time of the commmication which causes such

coommication to be overheard by wmnimvited listeners, i.e. , the contem-
poraneous acquisition of the commmication. It is the act of contanporaeorus
surveillance (by hearing, recording, or otherwise) which was at the center
of congressional concermn. United States v. Turk, 526 F.2d 654 658-659 (5

Cir. 1976). This *Interpretation of “aural acquisition" is reinforced by
18 U.s.C. 2511Q1) (c) which prohibits the subsequent disclosure of an
intercepted commmicaticn,

"Aural acquisition”, would seem to include, for example, the de-chammeling
of tape recordings of intercepted multi-charmel "scnmd" commmications. In
such cases, the acquisition of the intelligible contents of a cammication
would not necessarily have to be contemporaneous with the interception and
acquisition of the primary or "garbled sounds", Tn short, "aural acquisiticn"

would appear to generally cover the interception of sounds while in the process
of transmission.
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(111) Teletype and Telex Commiqations -

Teletype: and télex transmissions are clearly non-aural. Teletype
technology essentially cormects two typewriter keyboards by pulses of
electrical energy transmitted by wire and/or radio. Telex technology

maximizes the utility of teletype facilities by increasing the transmitting
. capaciq':

LIy

() 47 U.S.C. §605

l—w— -

(1) Divulgence
The Interception of non-aural cou‘umications is covered, if at all,

by 47 U.S.C. §605, which requires divulgence, or use, in addition to
interception. There is absolutely no indication that Congress contemplated
§605 situations where interceptions were not accorpanied by divulgence.
United States v. Butenko, 494 F.2d 503, 600 (3 Cir. 1974), c.d., 419 U.S.
881 (1974).

The majority in Butenko observed that "restricting eny divulgence

to members of .the Executive Branch.... does not necessarily mean that the




swrveillance and such divulgence does not fim af@ of §605", but the
dissenting Chief Judge stated that while the question did not have to be
resolved in that case, perhaps such divulgence does not violate §605
"because the federal officers are really acting as agents of the executive
in making the interception and the relevant "person' to be viewed as inter-
ceptor is, thus, the executive; divulgence to other agents of the executive,
who receive the information in such capacity, hence would not violate the
statute because the divulgees would be part of the same "person' as the
divulgors." This has been the consistent position taken by the Goverrment
in such cases. Nardone v. United States, 302 U.S. 379 (1937); United States

v. Butenko, supra.
Whatever the validity of the above position; the Govermment could

hardly prosecute one of its own agents for divulging the contents of an .
intercepted commmication within the Executive Branch in reliance ﬁpon the
Goverrment's long-standing interpretation of the statute. Furthermore,
Section 605 does not apply to law enforcement ;afficers acting in the course
of their normal duties. 1968 U.S. Code Cong. and Adm. News 2197. Disclosure

by NSA within the Executive Branch, particularly to ENDD, Secret Service and
FBI agents is, therefore, not proscribed by the statute.

(i1) Use

Section 605 must face the canon of strict construction in favor of the

accused. It is one thing to interpret the statute in faver of the accused,
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but quite another to expand its meaning where to do 50 works against the
accused. A strict construction in favor of the accused impels the con--
clusion that the provision "use. . » for his own benefit or for the benefit

of another not entitled thereto", means another person and does not include

use for the benefit of the Goverment, Plainly, such use is not for the

goverrment agent's own benefit. Pueach v. Klein, 193 F.Supp. 630, 640-641
(S.D.N.Y. 1961); Uni{:ed States v. Lewis, 87 F.Supp. 970, 974 (D.D.C. 1950),
reversed on other grounds 184 F.2d 394 (0.C. Cir. 1950) .
: (iii) Interc tion and Divulgence
" of Use By Different Faveies
Absent a conspiracy, mere divulgence by one who did not persommally
intercept the conm_mication or cause another to do 80, is not a violation

of the second clause of Section 605. Pugach v. Klein, supra. By the same

Teasoning, the ' eceigt and divulgence" prohibitions of the first clause of
Section 605, and the ' receiE t and use' proscriptions in the third clause,
would seem also to require that receipt and divulgence (or use) be accomplished

\

by the same person to constitute an offense wnder §605.

(c) Presidential Authorizapion

See i’II » BUpra.
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(d) Willfulness , ' -

See V(C), supra.

B. Receipt of 'Cable Traffic" from Internaticnal
Commumications Carriers (SHAMROCK and l?rop-

Copy Operation)

1, 47 U.S.C. §605

This activity is covered, if at all, by the first clause and/or
third clause of 47 U.S.C. §605 which prohibit, generally, the receipt
and divulgence (except upon demand of lawful authority, etc.) of inter-
state or foreign commmications by wire or radio; and the receipt and use
of radio commmications. |

Possible Violations of §605 involve persons in two general categories:

(1) commercial commications personnel and (2) govemment agents and offlcials

(a) Corrmmications Persormmel

The new Sectiocn §605 is designed to regulate the conduct of commmications
perscrmel. 1968 U.S. Code Ccng.v and Adm. News 2197. As noted above, however,

§605 apparently requires that both the willful receipt (or assistance in receiving)
and the willful divulgence and/or use, be accomplished by the same person, and
"use" by a Goverrment agent for the benefit of the Goverrment: is not the type

of '"use" contemplated in the proscriptions of the statute. Pugach v, Klein,

supra; United States v. Lewis, ‘supra.
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to NSA and thd FBI was in resonse to requests made under the Presidential
POwer recognized by 18 U.S.C. §2511(3), 1.e. » "'on demand of lawfil authority" )

agents of the United States Gavernment and disclosed only to agents within
the Executive Brapch which does not constitute "divulgence within the meaning
of Section 605. United States v, Butenko, Supra.

HANDIF VIA COMINIT FriaANNE
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®) Gove._rment Agents and Officials

conduct of SHAMROCK and the Drop City Operation will perhaps assert they
never received or assisted in receiving any of the commmications firnished
to them, but father obtained the comunications only after the receipt of
same by commmications persormel. They will likely contend also that there
was no "divulgence because dissemination was confined to a small segment
of the Executive Branch,

themselves. As for criminal conspriacy, they will Probably attempt to
pProve an implied delegation of Presidential power wnder 18 U.S.C. 2511(2/)

RS

2. Presidential Authorization

HANDLE VIA COMINT CHANINIFI §
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C. Interception of Domestic Commmicaticns
'"In Testing Electronic Equipment

1. 18 U.S.C. §2511 and 47 U.S.C. §605

All interceptions which are known to have occurred within the five-year
statute of limitations were interceptions of 'radio" comunications, i.e.,
the radio portions of radio-telephone commmications which were not "divulged"
within the meaning of 47 U.S.C. §605. The same defenses set forth in V@),
Supra, may be raised with respect to this activity.

2. Presidential Authorizaticn

See TII(E)(4), and III @) (6).
3. Willfulness

See V(D), supra,
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VII. SUMMARY OF POSSIELE VIOLATIONS AND DEFENSES

A. Recapitulation of Inquiry ]
The Rockefeller Commission Report raised questions concerning seven o '
| areas of CIA-related electronic survelllance activity: CIA persormel

security, activities of U.s. dissidents, toll records of telephone calls
between the U.S. and a hostile country, the interception of intermational
narcotics trafficker's telephone coommications, electronic equipment testing, -

| &8 swvey of the ﬁot:ential capability of a hp_atile_foreimpmer_to_ﬁmtercept
L‘\!—__— e s e e ——— e Y \
U.s. cammications, . and CIA assistance to the Secret Service and local

police departments (Fp.1-13, supra).

W.- e e bt o " Mtk e,
However, our ANqulry revealed the Iollowing

eleven additional areas of questicnable activity involving the CIA, Nsa and FBI:

NARCOG, LPMEILFY, e - Over=-
seas Intercepts, NUNARET,E::'
and the FBI drop-copy- operatien (Pp.14-39,

swpra). Five of these may also contain the elements of Federal criminal
offenses, 1.e., MINARET (pp.26-29, Surpra) , i —— :
I S RoK (pp. 32-36, supra), and the FBI
drop-copy operation (.39, supra). -_)

Eight specific' electronic surveillence cperations thus require prosecu- ‘
tive evaluation.

DAk
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Fram October 1972 to January 1973, at NSA's request, the CIA intercep]
the radio portions of targeted radio-telephone commmnications between Latin ‘
America and the United States for the Prpose of gathering intelligence on c o
Nie intelligence product was furnished to Nsa

which, in tun, forwarded it to BDD,

international narcotics trafficking.

If the radio pdrtions of international radio-telephone commmications are
deemed "wire caﬁm:icatims" (see pp. 139-140, supra), the m
would ’Pe in clea;: v:tlolaticn of 18 U.s.C. §2511(1), but for the apparent
blanke!t approval of l;suc:h Interceptions by Attorneys General and the Secretary
of Defense in 1971 a1;1d 1972 (pp.81-84, supra). Such approval, together with
the explicit Preside:tfutial insistence that CIA contribute to the "maximum
extent" and "to mobi‘!lize its full resources to fight the international drug
trade" (pp. 46, 58, ilz, supra), could be construed as Presidential direction
and authorization uncller 18 U.58.C. §2511 (3). This defense is particularly
buttressed by prior Presidential declarations that narcotics control is a matter
. of "foreign policy" (P.46, supra); that it is "imperative that the illicit
flow of narcotics and dangerous drugs into this comtry be stopped as soon
as possible" (p.47, supra); that 11licit drugs are a "menace to the general
welfare of the United States" (p.46, supra); that "wirning the battle
against drug sbuse is one of the most important, the most urgent national
Pricrities confranting the United States today” (p.57, supra); that "keeping
dangerous drugs out of the United States [is] just as important as keeping
armed enemy forces fram landing in the United States" (p.58, supra). Such
Presidez:tial language could be easily construed as equating narcotics control
with national security.
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Congress has also recognized the need for international narcotics 7
intelligencé_zmd the general propriety of utiliéing CIA and NSA resowrces
to obtain it. (pp.49, 63, supra; Tab T7)

Although the foregoing does not conclusively establish legitimate authori-
zation, it sufficiently clouds the issue to make proof of willfulness on the part
of subordinates essentially impossible. Likewise, the purported "authorizat:.on
by the President, Attommeys General and Secretary of Defense is so general, so

amorphous, that it would be impossible to prove beyond a reasonable doubt that eit]
of them specifically ' authm:ized"

It thus appears that no real probability exists for convicting anyone
involved

Consequently, it would not seem to warrant
further prosecutive pursuit,

(See Sumary Outline, Tab D, for }complete listing of possible defenses,)
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obtain intelligence concerning violence-prone 8roups was clearly within the
Jurisdiction of the Presidential responsibilities for maintaining law and
order (pp.107, _:s_um:g). Such intelligence was gathered and distributed by
NSA to Federal consumexr agencies, i.e., the CIA, FBI, Secret Service, ACSI,
DIA, and State Department, all of whom levied requirements om NSA under NSCID
6 (pp. 78, supra). BNDD levied narcotics intelligence requirements on NSA
in April 1970. — — — ‘

cations involving narcotics, was obtained incidentally in the course of

NSA's inte:;‘cepticn of aural and non-aural (e.g., telex) international

cammmications, and the receipt of GCHQ-acquired telex and IIC cable traffic

(47 U.S.C. §605).
In conformity with NsA's one-terminal rule (p.61, supra), all MINARET
cammmnd cations apparently had at least cne terminal in g foreign country and,

TN o o .
>
&
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excluding SHAMROCK comunications, were obtained through' the interception of7
radio portions of international camumications from sites both within and.
without the 'Lhited__States.

On November 6, 1975, the Attorney General noted in his testimony before
the Senate Select Cormittee that it is argusble that "if matters are picked

up out of the air, so to speak, as waves of some kind across the ocean, that

there is no reason for pecple to assume that the conversations are private and

therefore the fOElrﬂ'l amendment does not apply”. . Hearings Before the Select
Comittee to Study Goverrnmental Operations With Respect to Intellicence
Activities of the Senate, 94th Cong., 1st Sess., V5, pp.115-116 (1975).
Although the Attorney General expressly declined to make such én argument

because "it goes too far", it nonetheless remains available as a tentative
and plausible defense, (See Pp.128-142, supra.).

Assuming, however, such defense 1is not viable, the dissemination
of intelligence incidentally derived fram clearly legitimate NSA operations
to "provide for the SIGINT mission of the United States" (p.77, supra)
appears to be lawful under the "Plain view" doctrine (p.125, supra),
| particularly in view of the general absence of statutory restrictions on
NSA intercept activities,

O inquiry confirms the following findings of the Senate Select
Conmittee regarding the lack of statutory restrictions on NSA:

* % %

..« [N]o existing statutes control, limit or
define the signals Intelligence activities of
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No statute or executive directive prohibits ; ;
'NSA's monitoring a telephone circuit with
one terminal in the United States,

* % %

It is important to note that the decision

to terminate the watch list was ultimately
the administrative decision of an executive
agency. There 1s no statute which expressly
forbids such activity, and no court case
where it has been squarely at issue., Without
legislative controls, NSA could resume the
watch list activity at any time upon order of
the Executive, ... (S.Rep. No. 94-755, 94th
Cong., 2nd Sess., Book » PP.736, 756,

I
reinforced by a memorandum from NSA General Counsel to the Office of the NSA

on June 19, 1968 re%x;rved "any doubt as to the-legality of SIGINT. .. activities
of the Executive Branch of the Goverrment". (p.85, supra; Teb Y2)

NSA's purposeful interception of the radio portions of international
Tadio-telephcne commmications to obtain narcotics intelligence for RNDD
began in September 1970 and contimied wntil June 1973, Apparently, NSA only
intercepted narcotics commnications having cne terminal (at least) in a foreign
comtry. Consequently, this activity conformed with NSA's long-standing "one-
terminal” rule (p.81, supra), Presidential priorities (pp.46-58, 109, 111-112
supra), possible USIB approval (p.97, supra), "ground rules" approved in-1971
and 1972 by Attorngys General and the Secretary of Defense (pp.82-84, supra), and

the "national security’ nature of drug trafficking during the Viet Nam War .
(Tab X4). '

—

162 ,
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The broad, sweeping SIGINT responsibilities and powers of NSA, combined 7 |
with vague or non-existent restrictions on NSA in exercising that power to
carry out su;h responsibilities, would seem to render further prosecutive
pursuit of MINARET futile. The plain view doctrine appears to legitimize the
incidentally-acquired MINARET intelligence, and the aforementioned circumstances

of gathering the narcotics intelligence for BNDD makes proof of willfulness
highly improbable, if not impossible.

(See Summary Outline, Tab N, for additional analysis and detail.)

>

<
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6. SHAMROCK N o

In SHAMROCK, the NSA gathered International non-aural coommications from
OC carriers (principally ITT, RCA and WI) from 1957 to May 1975. NSA ,
Inherited this operation from military agencies which began collecting cable .

traffic during WW IT and continued thereafter as essential to the natiomal
security with the approval of Secretarieg of Defense, Attorney General Tom
Clark and President Truman.

and circumstances, but fram the mid-1960s to May 1975, MsaA employees received
or had access to virtually all IIC traffic which passed through the New York
City offices of RCA and ITT. The offices of WI in New York City and
Washington, D.c. furnished NSA with microfilm of . and
Possibly other) TG commications wntil 1969, Tha WUT camumnications were

SHAMROCK at various times,) .

NSA also requested and received cable traffic from the FBI which the
latter obtained from RCA, ITT and WI wntil the termination of itg "Drop-Copy
Operation' in April 1973,

In about 1967, Nsa began extracting domestic intelligence frem the Ic
cammnications (magnetic tapes) received from RCA and TIT, This was dene
without the knowledge of REA or ITT and eontinued until the termination of
Mot st ioed SUCh. domestdc intelligence was disseminated to consurer

HANDLE VIA COMINT Airavm e -
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Notwithstandz’ng the extractim of MINARET endmntelligmce in
addition toffo T N8A officials contend that it constituted only a

small portion of the total traffic received. The remainder (90%+) was not .
used in any respect in an effort to minimize the NSA intrusion,

SFAMROCK. involves possible violations of 47 U.S5.C. §605. (Section 2511 _
of Title 18, United States Code, does not apply because none of the commica-
tions were apparently acquired by "awral" means. Rather, they were mechanical;y
transmitted and received through pulses of electrical energy, e.g., telex.)

NSA finds support for conducting its SHAMROCK operation in the following: -
NSA's "irﬂaeritance"_of the project which was continued after WW II at the |
Instance of the Secretary of Defense, Attorney General and the President
(pp.32-33, supra); the purported knowledge and receipt of SHAMROCK-type
commmications by the President and his Natiomal Security Advisor from 1965
to 1969 (p.41, Tab N); Presidentia] authorization (pp.46-60, 106-113; 144,
supra); knowledge and approval of the Attomey General and FFIAB in 197i
(p.107-108, supra); knowledge and acit approval fram 1969 to 1973 of

the Secretary of Defense (p.33, supra); and the mandate of NSCID 6 (pp.76-80,
| swpra). (NSA contends that the exclusion of wnencrypted written commications
from its mandate under NSCID 6 is limited to mail and commications other
than those sent electronically, SRep No. 94-755, 94th Cong., 2nd Sess, ,
Book __ , pp.737-738 (1976).)

If NSA had Prima facie authority to collect NSA traffic frem TIC
carriers for national security purposes, it may be contended that domestic
int;elligence incidentally derived therefrem was lawfully obtained ynder the
"Plain view" doctrine. (See p.125, supra)

)
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Section 605 of Title 47 prohibits (1) divulgence by anyone receiving 7 '
any foreign comunication by wire or radio, except upon demand of lawful
authority; or (2) receipt and use of such commmication by a person not
entitled thereto. |

In addition to the purported "authority" defenses above, potential
SHAMROCK defendants may assert (1) there was no divulgence outside the
executive branch and, therefore, no divulgence w:.thinthe meaning of §605;
(2) there was no di\}ulgmce or use by any person who actually received
comnications; and (3) use for the benefit of the Govermment 1s mot the
type of "use" contemplated in §605 (pp. 143-153, swpra). Thus, the argument
may be made that no Federal criminal statute covers the SHAMROCK activity.
Section 605 does not apply to FBI, BNDD or other law mforcement persommel
(pp.133-132, &_} nor to the mere receipt of commmications and divulgence
within the executive branch.

While the foregoing defenses do not clearly absolve the participants,
they would s,eem to provide the basis for a sufficient showing of good faith
and lack of willfulness to preclude successful prosecution of NSA, FBI
and other consumer agency persamel Involved. (See pp.121-125, supra.)

e

(See Sumary Outline, Tsb P, for additional detail.)
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7. FBI Drop-Copy Operation ?
From 1941 to April 18, 1973, the FBI obtained copies of international

"cable traffic" from IIC carriers for purported national security

Pirposes, ; By 1947, the FBI
was receiving the cable traffic of 14 comntries from RCA, WUI and Mackay

Radio. In 1947 and 1949, the Secretary of Defense assured RCA, ITT and WUI
that the assistance.they were providing was essential to the national security
of the United States, and both the President and Attormey General concurred
in the: request that:it continue, .

Mhen the Drop~Copy Operation was terminated in 1973, the FBI was
obtam;.ng the ''r ! icable. traffic of 21 countries from the Washington, D.C,
offices of ITT, RCA fand WI. The traffic of 10 of these comntries was
obtained for NSA. :

During the 30—o§!id years of the Drop-Copy: Operation, the FBI obtained
cable traffic from v;etrious offices of six IIC companies in New York City
San Fréncisco, Los Arl;geles, Portland and Washington, D.C.

It app;ars that as late as March 22, 1971, the PFIAB and Attorney
. General were aware of the FBI's operation (p.107, supra). The FBI finds
authorization for its Drop-Copy Operatien in such knowledge and acquiesence;
in NSCID 6 which authorizes the NSA Director to issue direct mandatory
assigmments to aziy agency engaged in SIGINT operations (.78, supra); and
in the FBI's oun authority by virtue of Executive Order to conduct counter-
intelligence 'opera_tions within the United States. (Tab R4)

Possible viclations and defenses are the game in the Drop-Copy Operatiem
a5 In SHAMROCK, supra.

(See Sumary Outline, Tab R, for further detail.) J
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VIII. COONCLUSIONS AND REC(IMENDATIONS

This Report dggs not present particulars upon which affirmative prosecutive |
decisions may be made in specific cases. It rather provides the legal and
factual detail for determining whether iInquiry into specific activities should |
be terminated for lack of prosecutive potential or fm:ther pursued by grand
Jury. (If additional evidence of significant prosecutive value exists, it is
not likely to be obtained without a grand Jury.)

The writer recommends that the inquiry be terminated in all respects for lacl
of prosecutive potential There appears to be little likelihood, if eny, that
convictions could be cobtained on the basis of crrently available evidence or
evidence which might reasonably be developed.

The investigation has not revealed a single instance in which intelligence
obtained by means of electronic surveillance was gathered or used for per-
sonal or partisan political purposes. The participants in every questionable
operation, however oblivious or umindful, appear to have acted under at least
same colorable semblance of authority in what they conscientiously deemed to be
the best interests of the United States. While thay may be regarded in

cxrent perspective as having abused their broad discretionary power on
‘ occasion, that ill-defined power was conferred upon them and their agencies
with the levy of sweeping legislative and executive requirements, e.g., the
National Security Act and NSCIDs. If the intelligence agencies possessed
too much discretionary authority with too little accomtability, that would
seem to be a 35-year failing of Presidents and the Congress rather than the
agencies, -

In addition to the previocusly emmerated defenses which may be invoked in
the event of prosecuticn. there is 1ikely to be mch "buck-passing' from sub-
ordinate to superior, agency to agency, agency to board or committee, board or
camittee to the President, and fram the living to the dead. The defensge

171



Copy / o012

may be expected to subpoena every tenuously-involved goverrment official and
former official to establish legitimate authorization or convoluted theories
or purported authorzation Wnile the high office of prospective defense
withesses should not enter into the prosecutive decision, the confusion,
obfuscation and surprise testimony which might result cammot be ignored.
Other practical considerations include the implications and camplexities -
of providing discovery of national security materials (e.g., NSC, FFIAB,
DOD, and White House documents and records), as well as sensitive foreign
intelligence-gathering methodology and tecfrnology. These considerations
became particularly acute when weighed against the minimal chances of sus-
taining the technical proof of violations and the probable lack of Juror
enthusiasm for convieting those whom the defense may plausibly portray as
dedicated employees who only followed orders in trying to protect the
national interest, keep heroin out of the United States, etc.
The above observations are made with full appreciation that the subject
matter is an Intermational cause celebre involving fxmdanental consti-
tutional rights of United States citizens. While the violation of those rights

’

whether intentional or inadvertent, carmot be condoned, the prosecutimn
of alleged malefactors without any reasonable probability of comviction would
seem to be equally indefensible.

It 1s suggested that the remedy for the peculiar wrongs discussed herein
might be more effectively and appropriately sought in corrective legislation
and -adminstzative revision than in the pursuit of puitive and retributive
measures which are likely to fail., To that end, the ‘follcmin.g Imovations
appear to be as essential as they are obvious:
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.~ Goverrmental agencies charged with the research

and development of electronic equipment essential

to the national security should be provided with
clearly defined authority and procedures for testing

such equipment against appropriate commmications
systems. '

Consideration should be given to seeking specific
congressional and presidential designation of cer-
tain international criminal activities as matters
affecting the national security (e.g., international
narcotics trafficking, mn-rurming, ete.) for pur-
poses of foreign intelligence-gathering. (It is pure
folly, for example, to pay millions of dollars to
Turkey to reduce the production of opium destined
(initially) for Corsica, while at the same time
deliberately denying U.S. law enforcement agencies
the benefit of our most sophisticated and effective
apparatus for gathering intelligence on heroin

en route to the United States.) .

National security intelligence agencies should
be authorized to provide appropriate U.S. law
enforcement agencies with criminal intelligence
incidentally obtained in the exercise of their
lawtul finetions, including information indicating
criminal activity on the part of U.S. citizens.
(There 1s no rational basis for protecting U.S.
. citizen-criminals from the consequences of

such "plain view' evidence.)

An effort should be made (consistent with the
constitutional rights.of criminal defendants)

to secure legislation and/or rules changes

to prevent the public identification of national
security agencies as the source of criminal
intelligence incidentally obtained in the
exercise of their lawful functions, at least
where such evidence is not introduced at trial.

The authority of the CIA, NSA and FBI to
perform their respective missions in the
field of electronic surveillance should be
clearly delegated and delineated with speci-
fic procedures prescribed for the lawful
exercise of that authority,
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6. The Office of General Cownsel for each Intelligence
- agency should be staffed with one or more attorneys
with expertise in electronic surveillance law and
Federal criminal law and Procedure,

7. Agency persommel should be required to consult
their General Coumsel and confirm, in advance,

the legality of all electronic surveillance
projects,

174
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SUBJECT!  Prosecutive Summary

Attached hereto is a copy of a draft of the
prosecutive swmmary. (Corrections are being made).

- As you will see, it contains some detailed information
which might otherwise be unnecessary, but because
Mr. Civiletti does not have a background in this area,
the report has been expanded to fill him in ana give him
a perspective. .

.
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It goes without saying you should make any changes you
wish, and if it is not acceptable at all, let me know.
Also, if you need the underlying report let me know.
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SUMMARY OF TASK FORCE AREPORT ON INQUIRY INTO CIA-RELATED
ELECTRONIC SURVEILLANCE ACTIVITIES DISCLOSED IN
ROCKEFELLER COMMISSION REPORT

-

Preface
As a result of information received from sources indicating

that the Central Intelligence Agency (CIA) may have violated

the laws regulating electronic surveillance, President Ford

of the investi;ation. The final report confirmed the

existence of alﬁumber of questionable surveillances, and that
prompted the Ag%orney General to establish a task force to.
inve;tigate the Commission's findings and to detérmine whether
there were any Fther Qquestionable electronic surveillances which
might-hgve been{conducted.

The investigation (including the ‘Commission's discoveries)
uncoveréd 23'diffe;ent categories.ofvqueséionable activitiesr
however, of that group, only eight merit futher
discﬁsSion, for five are barregd from prosecution by the statute

of limitations, ang Seven clearly possess " no Prosecutive

potential,

1/ "The Report to the President by the Commission on CIa
Activities Within the United States.®

-
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The following is a summary of the task force's report, a'
copy.of'wﬂéch iélattached hereto. rThis Summary is divided into
four parts: (1) a review of the applicable Presidential
power and other purported sources of authority; (2)va brief
review of Federal laws in this area; (3) a description of the
eiéht operations, including a discussion of the Primary defenses

kthat would probably be asserted;‘/and (4) the task force's

‘Prosecutive conclusions.—

or by a lack of any meaningful prosecutive merit will also be
discussed briefly. : :

_/A word of explanation at the outset concerning the approach
of this Summary is also in order. ,

While a Summary usually recounts in a brief form the
original, underlying document, the nature and breadth of this
investigation made the use of that method impossible here. There
were 23 different activities investigated, some of which spanned
decades. 'In addition, there are many statutes, directives,
orders, and policies = - as well as legqgal pPrinciples -~ which
had to be considered. A discussion of all of these would have
required that the summary be rather lengthy. On the other hand,
any effort to summarize all of these matters in a brief fashion
would have done an injustice to the thoroughness of the
investigation as well as an iniurv to the intearity of the report.

For these reasons, the format of the following summary is
Somewhat different.

reached the basic conclusion it dig - - that no prosecutions

are warranted - -~ it was decided that a review-by-analogy approach --
would be the best method to employ. Thus, a couple of the more
pProminent authorities and pervasive activities were selected

as being representative, and they were discussed in greater

detail. Then, the Principles ang problems they presented were
analogized to the remainder of the activities. :

or something important was either not stressed or (worse yet) left '
out. Still, brevity, necessity, and our main goal mandated the choice
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Thé_Rockéfeller Commission Report and the task force
investigation revealeé that at least three agencies—/ had
conducted a variety of electronic surveillances over the past
thirty some odd years in the name of national security.) To
whatever éxtent they claimed the power to do so,nthe agencies
pointed to the Office of the Preéident as the main repository”
of their power, and they asserted by way of a genefal defense that
varioué directives and pronouncements from that Office gave
them the power to do what they did.

| This position required the task force to invégéigate not only
the agencies' activities but the authority they relied upon -- the
Presidential power to authorize a NSESJ/ program and any directives,
orders, or pronouncements that may have issued from that Office
delegating that power. In addition, the task force had to review
the two wiretap statutes 13 U.S.C. 2511 and 47 U.5.C. §605.
In order to understand the in;erplay among these elements,

and particularly how they impact on the activity involved in

this investigation, it might be helpful to review the evolution

—-—

'/ The Central Intelligence Agency, the National Security Agency,
and the Federal Bureau of Investigation. Because the FBI halted
its participation in most, if not all, of these activities prior
to the running of the statute of limitations, it was not an cobject
of this investigation. '

\

./ A national security electronic surveillance.
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Of the primary penumbra which covers whatevefr power exists in

the area-—- the Presidential power -- ang then look at origin |

and the scope of the two wiretap statuﬁes, especially as they relat,
to the exercise of éhe Presidential power.

A

Development of the PreSLdentlal
National Security pPower

As éommander-in-chief and as the cChief Executive
responsible for coordinating the Nation's defense efforts, the
President has, quite expectedly, a number.of so=called national
éecurity bowers. One of those is the power to authorize a NSEs.
Unfortunétely, this power did not spring full grown from one
source, such as the Constitution; rather, it started with an
idea anq grew steadily, over the better
part of four decades. Aas we shall see, from the day of its
inception, the bower was never clearly described and, more
impoftantly, its breadth seemed at times virtually open-ended,

As a result, it quite naturally spawned in the minds of some the

idea that the rubric cf national security ensured the legality

of their actlons.
* * *

‘The entire wiretap problem started quite by accident when

a little over a century ago (1875) the Nation's first telephone




7..- . . . . -

.
e o - .
. e - .- . e . . e e - .

Lo » Ao ok ferken —ma'r  ee e ame " .. ot Biatmdn Lo Ci B e e R a s .. .

sl L TR R SR L et lad

call was made. Interestlngly, it may have bees monitored, albeit
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consensually, and 51nce then, surveillance of other telephone

conversations has become a considerable problem

Today, there are three ways under Federal law that one can

——. ey ey

legally wiretap a communication: (1) by obtaining the consent

of one of the parties; (2) by obtaining court authorlzatlon, ‘
and (3) by having the Attorney General, acting for the Pre51dent,
authorize it as a national securlty surveillance. This is the

; type of tap involved here. Thus, the development of this

J national security power is helpful in understanding why the

agencies did what they did, and what they would assert as a

defense il their employees were prosecuted,
* Tk *

Partly in response to the concerns of civil libertarians

that too many phone calls were being monitored, Attorney General

;]

b

]

3

;

é as the Bureau of Investlgatlon from engaging in any w1retapp1ng

% for any reason. Soon thereafter a new component, the Prohlbltlon
E

1

Unit, was transferred to the Department and became a new Bureau.

- Because the nature of its Wwork required that the Bureau engaged in

el Ly i,

_/"Mr. Watson, come here; I want you."
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wiretapping, then Attorney General Mitchell found himself

facing the potential inconsistency of one Burean
being pennitted to tap while theﬁother was not, After
reviewing tne matter fully,*Generel Mitchell took the
first of six significant steps toward our present policy when
he decided for the first time to permit the Federal gov:rnment
to conduet wiretapping, albeit on a very limited scale:—/enly
the telepnonesof syndicated bootleggers could be tapped. ”
Within a year, General Mitchell found it necessary to
expand the scope of permissible wiretapping to include
"ekceptional cases where the crimes are substantial ang serious,
the neceesity is great, ang [the Assistant Attorney General is]
satisfied that the persons whose wires 'are to be tapped are

" B
of the criminal type.® L4

-For nine years thereafter, the Department'sg policy remaineg
relatively unchanged. Then, on Merch 15, 1940, in response to a
temporary public outcry against the practice, Attorney General
Jacksor reinstated the original,. total prohlbitlon against all

wiretapping. @His order was short-lived for two months later

.

Z/ Thus, Attorney General Mitchell was the first to "authorize"
wiretapping-of American citizens; unfortunately, his namesake =

many years later, John N. Mitchell, is usually (and quite
mistakenly) given that dubious honor ..

8/Mhenevar tations are set forth they represent the totali of the
ﬁnxmmnaaugﬁfnrmchul tgnlnt: oeéa Egnaun uuthermngy £ the
reader with the unusual bread vagueness (by today’s standards) is
well founded.
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President Roosevelt took the second (agd unqdéstionably

the most important) step when,tin @ memorandum to the Attorney
General, he expressed his opinion that electronic surveillance
wéuld be proper where "grave matters involving the defense of‘
the Nation" were involved. Now, the Department's wiretapping

policy included, although rather cryptically, surveillarice

. . i
for national security purposes.—/

|

By now, the clouds of war began to appear on the e

-

horizon, and lafe in 1941 the D e Partment!'s
e
i .
policy underwent another significant change: We began to
. ] ’ -

recognize "Presidential authorization([s] for the 1ntercepting
|
of foreign messages and matters dealing with espionage, sabotage
: ’ f
- . P . .
and subversive activitieg, " (Emphasis supplied.)* The
. / "

significance of this change was doubly importants: First, the source

of the bower was, for the first time, specifically .declared to
repose in the Office of the President, and second, the basig
of the powef — national security =- began té sharpen in focus,
Because of the significance of these changes, we should bause
and review in a little more detail the recorded basis for these

changes.

-/ Along with announcing the newly discovered power, the

- President also implieq that ° " it reposed in his Office by

transferring it to the Attorney General and saying he was authorized
to approve "listening devices [directed at] persons Suspected of

subversive activities , , . including suspected spies,®
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The new description of the President's pgower was

contained in'a"memorandum from Director Hoover to the
Attorney General, in addition to which he said: "The
President indicateg [té the Director] that as Commander in
Chief of the army and navy, under the National Emergency, he
believed that he had the authority to authorize such’
[surveil}anqes]." Then, curiously, the Director
questioned the President's decision by suggesting that it
would be "highly desirable that some definite decisions be
made by the Department of Justice relative to the legality of

the [wiretapping activity],»

.

As a result of that request, Solicitor General Fahy was
directeq to look ihto the matter, after '‘@ing so he concluded that.
surveillance could be qonducted where the matter. "affected
the ﬁational security."  Based in part on this recommendation,
Attorney ngeral Biddle concluded that certain surveillances
he had previously authorized the Bureay to c5nduct would be

permitted to continue if "they have developed evidence of

_/ Perhaps the Suggestion was not really unusual in light
of Director Hoover's strong dislike for wiretapping._
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vsolely for intelligence gathering purposes, rather tﬁan for
gathe;iﬁé evidence for a trial.

Although it is not entirely clear why, it seems this
intelligence  gathering rationale was developed during this
period in an effort to reconcile the Department's wiretapping
policy with a troublesome proscription in what was then the..
only wi;etap.statute.-/

Under §605, . it was illegal to intercept and
divulge the contents of a wire or radio communication. Thus,
the results could not be used at trial. But there was a problem.
The past descriptions of the national security powér said it could
be exercised to gather information about espionage, sabotage
and the 1ike; all of which are crimes. If the évidence could
not be used at trial, what was the reason for gathering it?
The only answer was, of course, ﬁhe one Director Hoover mentioned --
intelligence purposes. ’

The first time Director Hoover mentioned the idea, he said:
“the first consideration in any intelligence operation is that
of acquiring information to enable the Executive branch of the

government [l} to take preventive measures against outbreaks

/ 47 U.S.C. §605, discussed infra.
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of violence or [2] to control espionage on tﬁg part of
subversiVés."—/

Two years later; the Director said: "The FBI has an
intelligence function in connéction with internal security
matters equally as important as the duty of d;veloping
evidence , . . . [Flor the FBI to fulfil its important
intelligence function, considerations of internél security

and the ﬁational safety are Paramount and, therefore, may

compel the unrestricted use_/[of such surveillances].

(Emphasis supplied.)

During this period in which Director Hoover was claiming

; 'unrestricted use," NSA was created. Its "enabling statute"

i'which was really not a statute but a Presidential Directive

g(called NSCID #9),—/contained the following Provisions:

/Later, as we shall discuss, these two bases were to be expanded,
Included in a new wiretap statute (18 vu.s.cC. §2511(3)) and

_/There is no recorded disclaimer of this idea in the
Department's records.

/These will be discussed in more detail later.
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The special nature of [NSES] activities

requires that they be treated in all respects
as being outside the framework of other or general
Intelligence activities, Orders, directives,
policies, or recommendations of any authority
of the Executive branch relating to the
collection * * % shall not be applicable to
[such] activities, unless specifically so stated
and issued by competent departmental or agency
authority represented on the Board. Other
National Security Council Intelligence Directives
to the Director of Central Intelligence ang
related implementing directives issued by the
Director of Central Intelligence shall be
construed as non-applicable to [such activities,
unless the National Security Council has made

/ its directive specifically applicable to COMINT.

Thus, NSA was born in a period of "unrestricted use" and its

birth certificate (which was, by the way, top seé;ét) saigd it

did not have to follow the limitations in the NSES area that

limited otﬁer agencies unless it was expressly directed to do so.
" For the next decade, the intelligence-g;thering idea

simmered..' until President Johnson issued an Order

making thé next significant chanée in the bPepartment's pelicy.

On June 30, 1965, he sent 2 memorandum to all Executive

Departments and agencies severely limiting electronic

-/-During thi; period Attorney General Xennédy directed
that existing wiretapping procedures and practices "are
continued in force."®

t-
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surveillance by the Executive Branch in the. future. However,
after stating that surveillance "may sometimes be essential
in protecting our national security," he expressly directed

that this type of surveillance was not prohibited by the

order, but rather limited its use solely to cases in which
/

the national $ecurity is at stake."—/

Two years;later, on June 16, 1967, Attorney General Clark

. |
issued a similar memorandum, but he too expressly excluded its
i i

: 1
limitations from applying to "investigations directly related
to the protection of the national security." —

By now, tﬁe pressure for a new wiretap statute.forced Congress
to act, and ié precipitated the £fifth major change in
the Department's policy when it passed a new wiretapping
1aw. 18 U.S.C. §25 0, et seg. (Title III'of the
Omnibus Crime Control and Safe Streets Act of l968.)

The only existing wiretap ségtute prior to that time was
47 U.S.C. §605, and for a number of years after that Act was
passed?jéhe Department had repeatedly sought (and invited)
legislation from Congress which would both permit wiretapping

and"allow the use of the results or fruits of such surveil-

lan;e dt trial, but Congress, .however, declined to act. By 1967,

/ Nothing was said about NSA.
_/ Ibid. : h

_/ 1934, 13



—

- R . RSO D T TP £ Site oo . e e

though, a consensus was gradually reached in Congress that
additional legislation was necessary; and as a‘result, it
enacted Title III.

Although the new Act established procedures whereby a
warrant could be obtained for conducting certain kinds of
electronic surveillance, our concern here is limiteq primarily

to one Section, §2511(3). Because this part of the new statute

1wWill be discussed in greater detail later, it will not be

zrecounted verbatim here now, but it is important to point out

for now that that Section expressly exempted the President's
power from the coverage of the provisions of Title III.
Late in the fall of 1970, the Supreme Court forced the
last major change when it held that in the Reith case that the
=2&lth
President did not have any power to authorize a NSES for domestic
purposes.—/of course, its decision three years earlier in Katz v,

United States, 389 v.s. 347, in which it held that ali wiretapping

was subject to fourth amendment limitations, was a factor, both
in the enactment of Title IIT and in its approach to later cases,.
Keith, however, has a more direct relationship to the Commission's

investigation and this report.

Southern'Division, the Honorable Damon J,. Keith, 444 F. 24 651
(éth Cir.,197l), aff'd, 407 U.S. 297 (1972).

&
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This, ﬁhen, is how the Presidential power té authorize
an NSES came hbdht,”/and as we have seen, it was expressly
exercised in at least one way = ~ by giving the Attorney General
the power to permit the Bufeau to engage in NSES activity.
. It was also exercised in another important way -~ - by
directives and orders, the President, gave two members of the
intelligence community the power to conduct certain NSES

programs. Thus, a brief(er) review of those are in order.

_/There have been other equally significant changes in the
power since Keith, especially its description and guidelines,
but our- concérn Here is limited to the scope of the power as it
existed when the acts discussed herein were committeqd.

]
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A .
“"Major Operations™”

A number of the activities the task force investigated
involved programs which spanned many years and which tended to
ebb and flow over the period. And, more often than not, the

: " program. lacked a specific directive, order, or statutory basis;
instead, its authority was a combination of elements. For our
purposes here, we will select one such program (perhaps the
most pervasive), trace its development, and then explain why
a prosecution would be inappropriate. We believe the same
ptincipels which dictated that conclusion appl& as well to the
other programs which will be discussed, but much more briefly.

"SHAMROCK" was one of the most pervasive programs the

/ .

4 task force éiscovered, spanning over 30 years; like so many things
that grow to massive proportiocns, however, "SHAMROCK" started

very innocently.

(footnote continued from page ) . 7
In addition to these, the task force discovered a second
category of activity , which, though questionable, was non-
prosecutable. For example, NSA and CIA engaged in a number of
support activities which helped wiretapping programs. They
obtained telephone toll records, ——— ;

’i i_: “\"‘—Ai'

NS . . supplied the D.C. Police
Department and the Secret Serv1ce with wiretapping equipment,
supplied an office to assist in a program to review domestic
telegram traffic, and recruited agents and introduced others to
them (agency representatives and personnel provided to assist
their communication carriers). All of these activities, while
relating to other various wiretapping programs, did not themselves
involve intercepting communications; thus, they clearly did not

-violate the wiretap statutes.
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. and Germény,

Faced with the ever-increasing threats pPosed by Japan

Director Hoover started working with the Department

On a proposed executive order to permit the Program, but

before the Order could be finalizedq, Pearl Harbor

Congress, acting with uncharacteristic swiftness,

intervened.

enacted what was latgr to be called the Censorship law, and

on December 22, 1941, the Solicitor General told the Bureau

that the pProposed Executive Order would no longer be nééessary, -
for the newly created Office of cénsorship would have full

authority over international communications, and the FBI could

' obtain any that it needed from that Office in the future,

While all ihis was occurring, though, the Bd;eau was
moving ahead. Very soon after December 7, the Bureau was
Téquested by the State Department to ask the appropriate cable
companies to hold up the transmissions of messages to certain

countries for 24 hours, and then to make copies of the cables

availéble for review. The Tequests were made and suprisingly,

vet understandably, the companies readily agreed. The Attorney
General was promptly advised,thereby putting the Department

on notice the pProgram had begun.

———

/cont'd
“cooperate, but this time they did so expressly on the ground

of the companjes
14, many years

As we shall see, this was a continuing concern
and, unfortunately, their initial instinets wou
later, prove to be correct. :

-




: : - ——
=f et r——

ity M‘ s Smte e
.

SR N T TEWL TN

ot chani

TS BT

handdl SEter . oo

i U U SIS S SR T, FRRRE VY LR P — - or e

Once again, as in 1940, the cable companies' survival
instincts- were aroused, but this time they were in z different
position: they were already supplying the cable copies,
Nevertheless, their concern soon mounted, prompting them to seek
assurances that the "federal government [could] guarantee to (sig)
commercial communication companies against criminal liabilities
resulting from these companies furnishing to the Army certain
: -/
documents and traffic."

Twice == in 1947 ang again in 1949 — +the companies were given
the assurances they sought. Of more than passing interest, though,
wWas something else than Secretary Forrestal said to a group of
executives of IT&T and RCA:

- « . While it was always difficult for

. any member of the Government to attempt to
commit his Successor, he could assure the
gentlemen present that if the present practices
were continued the Government would take whatever

steps were possible to see to it that the
companies involved would be protected.

/ For some unexplained reason, no mention was made of the
companie s' practice of supplying copies to the Bureau.

/ Initially, Secretary of Defense Forrestal told the group he
was speaking for President Truman in commending them for their

the national security. Two years later, on May 18, 1949,
Secretary of Defense Johnson met with officials of the same
companies and stated that President Truman, Attorney General
Tom Clark, and he endorsed the Forrestal statement and would
provide them with a guarantee against any criminal action which

might arise from their assistance. Former Secretary of Defense
Laird, as late as 1973 when the program was halted, saig " SHAMROCK"

was also tacitly endorsed by him. . .




4
]

. T ———— e o W
.

T tee - -

-kd‘u..lﬁh‘ £ 2t 1y u)*‘ﬁ&’m‘}mm' NN TR RS REane

Y .

Tie % . ot DT, o - ) e Al o AT Srw et 7" che o, awse @ el e s e Su s oo e (T
- s e Rer s e PR i N

.

Healso said that, so long as the present Attorney General was

in office, ke could give assurances that the Department of
Justice would also do all in its power to give the companies
full protection. In an effor: to clarify this latter point,
a company official inquired if Mr. Forrestal was speaking
not only for the Office of the Secretary of Defense, but also
in the name of the President of the United States. Mr. Forrestal
replied that that was correct.
Two years later essentially the same representatiogs

were made, however, the memorandum reflectipg that fact had

"an interesting pair of handwritten notes, one saying, "OK'd.

by the President and Tom Clark,"” and signed by Louis Johnson,
and the other initialed as approved, "T.C.C.," presumably
meaning then Attorney General Tom Clark.

Tﬂough Congress repealed the Censorship law, it
recognized the need of the President to get advise in certain
domestic, foreign, and military aréas, particulafly as they

relate to national security matters, so in response to that

. need, Congress enacted a law which established the National

Security Council (NSC). Five years later, in 1952, the President

signed a directive which created the Natiomal Security Agency; the

functions assigned to it included responsibility for "SHAMROCK" .




pur the Lotter part of the next two decades, the Bureau
Y ALy
wi g%

y. "t "_; clesely with the newly-created Agency, becoming a

et \;cc“i\”-' between the Agency and the companies for the
[ 22 o T s

freiye sas Of pioking up cable traffic. Then, for reasons not
¢ momeat here, the Bureau withdrew its participation in the
jopram i 1373, and in May of 1975, "SHAMROCK" was halted
sntlrely when the Agency also stopped the practice,

uSen X3A first assumedl responsibility for the "SHAMROCK"
syatatlicn in 1952, the practice and the procedures had already
beet established for more than a decade. -Those procedures
;‘«crﬁu'ud NSA employees access to all diplomatic ;éésages
s'-mdlad by the RCA, ITT, and Western Union offices located
& Saw “\‘crk City and Washington, D. C., as well as the RCA
LR B g o!ficés in San Franéisco. RCA provided Nsa employees

eitk diplicateg (drop copies) of all intgmational messages,

Vus requiring ysa employees to visually screen and select

¥ diplomatie messages for microfilming on NSA-owned machines

etad on 4}, RCA premises. Western Union and ITT (starting

b4 1%Y), want further, providing NSA agents with a daily

b tila of diplomatic messages which had already been
tesitad o And photographed by company employees on NSA-

S g .
Ha, Machines. fThe investigation also shows that Nsa

'-‘“‘ ‘
TS veyy given ac

cess to all perforated Paper tape copies of
¢

440 enge
Ml Messages transmitted by RCA and possibly from ITT.







FTTOR N W G T

[IRN, TP R Y

/NSA started to select out other
international Messages containing the names of persons on
: -/
what was called the watch lists. ______j
Statutes
Though it would seem that the companies, the FBI,

and NSA violated clauses one angd three of §605, there

for this Fctivity, including the following possibie defenses:

(1} Prior Presidents and Attorneys General hag
notice of and, in at least one case, appeared
to approve the Operation;

(2) 7Two Secretaries of Defense had tried to give the
; companies immunity;

(3) Clause one of §605 permits companies to disclose
' information "upon demand of lawful authority;" 7

—/ This was a list of names maintained by NSA for other
investigative agencies of persons about whom the agencies wanted
investigative information, usually for domestic security
reasons. This use of this 1ist continued until 1973 when

~= copies of telegrams ang magnetic tapes containing electrical
impulses. Accord, Smith v, Nunker, 356 p. Supp. 44 (p.c. Ohio, 1972

~/ A few vears ago, a United States attorney asked the Department .
what that exemption encompassed, and in reply we said the term
"embraces any state or federal agency authorized by state or

federal law to demand, by subpoena or otherwise, the production of
books, records, papers, or other documents, " (Emphasis supplied.)

While the statute speaks in terms of a "demand, " the requests to

the companies here wers, at most, patriotic pleas plus artin
(footnote continued) ! ¢ Pat. P P P g
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(4) There wasne divulgence outside the
Executive Branch, so there was no
divulgence within the meaning of §605;

T Y
1

(5) A use which benefits the Government is

j not the type of "use" contemplated by the
i statute;

(6) It is not illegal to "ask" a company to
. give out copies of cables. If the
company complies, it may be violating the
statute but the recipient woulgd not; and

(7) The putative defendants acted in good faith,
~ 'and they lacked the necessary intept to
prove a violation of the law.

In addition to these problems, there are a number of

P

other reasons which militate against prosécution.

.First, as is clear from a review of a evolution of the
President's power from its inception, the true scope of the
President's power (with which the Bureau and the Agency were

familar) was unknown. Ang although by today's standards

the power was virtually open ended, "SHAMROCK" would have

fitted quite easily, then within its Parameters, especially

dd A

in 1941 when the Program started. That, coupled with the

SN

notice tb the Attorney General could lead ore to believe

he had accepted it under the President's NSES power.

_/ (footnote cont'd) , ' '
Promises of protection. Still there is a question whether
the agencies could be said to come within the demand part;
- moreover, this defense could only be advanced by the companies,
not the Agencies. iy -
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Seé&hd, i% would bhe singularly unfair to carve out’
for prosecution those who carried out the program the last
three years it was in éxistence when they had no reason to
question the legality of a Program that had gone on for 30
years. _

. Thirg, although it is not directly controliling here, the
directive whlch created NSA and gave it certain powers to
collect lnformatlon expressly provided that because of the

i

spec1al nature of their work, pProhibitions contained in

"orders, dlrect%ves, pPolicies. . . of the Executive Branch
relating to the!collection - + « of intelligence + « . shall
not be appllcable to [such] activities, unless specifically
5O stated. ., . L" Thus, agency employees could very easily
have concluded Lhat if there was a Prohibition to the program,
it did not apply to them (Throughout all of this, it is also
important to keep in mind that the potential defendants are
all laymen and, as we have seen, the law in this area is
complex.)

Fourth, Congress, by funding this program.undoubtedly
had scme understandlng of its existence. We_alsoc know
that various Presidents and cabinet officers knew of the

Program but did nothing to halt it thereby Permitting

agency personnel to believe it had Executive approval.
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Fifth assuming it could be shown that ; President impliedly
authorized the program, and assuming he had the power to do so,
Section 2511(3) would'exempt the program from either wiretap
statute coverage. - Finally, even if the statute (§605) applies
all of these reasons indicate the potential defen@ants acted in
good faith sufficient to negate the criminal intent.

'For ali oﬁ these reasons, the task force recommends against
prosecution of power and agency personnel for operation "SHAMROCK"

As noted earlier, other programs will be discussed briefly.
While each employed different means of sﬁ;veilladce, presenting
different problems dnder'§605 and/or §2511, they’share ﬁany
common defenseé. More important, the basic question involved —-
whether it is just to prosecute individuals for these activities -
remain; the same.

. * * * .

NSA had two other programs that fall within the "Majbr!\j7
Operation" group == MINERET and |

MINERET was started in Juiy of 1969, and it formalized
the agency's practice of collecting information for the Secret
Service and the FBI about people in whom they had an interest.
(e.9., civil disturbance and national security information).

MINERET gathered intelligénce from a variety of communication

)

programs involving both aural and non-aural communications. Some

—/
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"of the input for this program came from operation "SHAMROCK",

but other than that, the MINERET input came from communications
that had at least one terminal in a foreign country. (The
interceptions occurred both from within and without the
United States.z

In mid71970,-MINERET was enlarged to include checking to
see if any intelligence concerning na rcotic trafflcklng was

picked up lncldentally as a by-product of its work. Later, it

included the use of a watch list B

The task force recommends against prosecutlon for a number

of reasons.
First, the Attorney General decided in 1971 that electronic
surveillance to obtain intelligence concerning potentia}l

domestic violence was within the President's nationa) security
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bower. Second, as late as November of 1975; the Attorney
Genenal'éuggested to the Senate Select Committee that it was
arguable there was no reason for péople to expect privacy if
their communications are tmnsmitted by radio; therefore,

the Fourth Amendment would not apply. .(This conclusion would

include the wiretap statutes as well.) These positions kould

‘undoubtedly be asserted as a defense to any prosecution.: In

addition, there is the problem of the TOP SECRET order concerning
NSA mentioned earlier, and which suggested they were not under

the same prohibitions as other members of'the community. On

that point, the Senate Select Committee concludeé in a fecent
report that there were no existing statutes which controlled, -~
limited, or defined the intelligence activities of the NSA;

that no statute or executlve order prohibits NSA from monitoring

a telephcne circuit with one terminal in the United States; and
that there is no statute which prohibits the watch list program.-/

So, 8s with “SHAMROCK" an argument could be made that ;

violated at least ome if not both of the
wiretap statutes; however, any prosecution would have to over-
oome 21l of these problems, and the prospects of that seem very

slim. For these reasons, the task force recommends against

prosecution of any agency personnel for MINERET m’actlv:m:e

/ S. Rep, No. 94-755, S4th Ccong., 2nd Sess., Book pPp. 736,
756, 761 (1976).

W T il
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The-finai "major operution® involves a bProgram first
hamed NARCOG, ) |

In October 1969 the President, deeply €oncerned with 3
number of serious problems arising from international narcoticsg
traffic, established the White House Task Force on Heroin
Suppression, and c1a was directed by the President o provide
the task force.with assistance{;;é CIA office of Narcotics
Coordinator was established (ang later reorganized under the
Dame of NARCOG) to provide‘representation of ciA on the

working group, liaison with other agencies, ang intelligence

Teports and studies concerning the Principal aregzs of task

force concern

mand then a review to see if any by-product of the

NSES activity involved drugs., 1In addition, c1a engaged in othe{_j

Overseas interceptions specifically condacted to gather inter-
national Narcotics intelligence. '
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'[:éﬁgn overseas CIA -stations inadvertenti& acquired

informéﬁion concerning the narcotics trafficking activities

of U.S, citizens as the result of electronic surveillance,

the local CIA official would reportedly surrender the

information to his local BNDD counterpart and take steps

to insure that no further collection cn the U.S. citizen 0ccurre§:1

The task fofce believes a prosecution for NARCOG would be

inappropriate in light of the problems which arise bécause of

the implied Pres;dential authorization which caused the activities

to start. In addition, neither NSA nor CIA conducted any

specific suryeillance of American citizens specifically to meet

its responsibility under NARCOG; the only information supplied

was Lnformatlon gathered from intelligence collected for other

purposes' in short, it was by=-product lnformatxon.z:kTo

whatever extent CIA wiretapped, 1t was (with one exception

discussed next) done totally outside the country, and it

did not involve this Nation's communication system, and

therefore it did not violate the wiretap statuteslij For these

reasons, the task force reccmﬁends against prosecution.

“Minor Operations® {

ran for a four month period during 1972-73

!

during which the cIA intercepted (by radio) certain radio
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telephone comnunications between this countfy and Latin ’7

A e T U

America (the surveillance was directed against a foreign

i target) for the purposes of gathering narcotics information.

—

There are, as we discussed earlier, a number of directives

! The interceptions occurrzg within t%is country,

author121ng CIA to gather intelligence information ang those,
coapled with the President's insistence that the agency

i K
contrlbute to the maximum extent possible ang "mobilize lts

full resources to fight the international drug trade.
i
!

could be canstrued by some to be tantamount to Pre51dent1al
f

authorization under §2511(3) In addition, it was during this
time that the P“e51dent considered Rarcotics control g3 matter
of rorelgn pollcy. He said it was imperative to halt the

flow of drugs; that drugs were §.ﬁenace to the ‘general welfare

of the country, that the drug flght was one of the most important,

the most urgent national priorities; ang that keeping drugs

3
:E out of the country was as important as keeping the enemy from
g entering.
; Congress has also Tecognized the need for such intelligence
1 and the general Propriety of utilizing CIA ang NSA to obtain it,
at least to the extent it provided for the funding of such
' brograms and received reports of the results, e.qg., budéet

N WY

i reguests.
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they do-act to cloud the issue considerably so the chances of a

conviction are considerably slim,

!
y

j

i

]

j
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i While these factors do not bar a prosecution as such,
i

:

i

]

t

{

i

|

Also of importance here is the fact that the program was

conducted pursuant to the agency's guidelines and approved by

S B
e )

"
e,

i

its general counsel. For these reasons, the agency personnel

TR

P

N,

could be said to have acted in good faith which, if true, woulgd

oy

~
Ad.)

tend to frustrate any chance of proving the requisite criminal

P

intent.

2 AsadlLlds

Accordingly, the tas! force recommends against prosecution.
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The chance of a successful prosecution_are not very good
for an importént element, criminal intent, would be difficult

to prove, and there are serious questions whether the

temporary-interception-and-destruction Practice woulgd satisfy

the "divulgence" or "usen elements of 605,
For all of these reasons the task force recommends
against prosecution for these testing Practices. -

CONCLUS ION

specific cases. Rather, it attempted to provideAEhe important
legal and factual detail one should consider in determining
whether ingquiry into any specific activities should be
terminated for lack of prosecutive potential or whether

further investigation should be pursued, e.g., by grand

jury.
The task force récommends that all further inquiry be

terminated, for there appears to be little likelihood, if any,

developed.
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Sources of Authority Other Thanp The Presidential Power

-~

v s Al e

While no specific authorization or exemption permitted
some of the CIA and Nsa intelligence act1v1t1es involving
1nterceptlons of communlcatlons otherwise Proscribed by

- §2511 and /or §605, a number of factors == in addltlon to

have been lawful. Included are the historial Purposes of,

1

and subsequent directives given to, the Agencies; the
interrelation between their national security function and -

the criminal justice function of the other federal agencies

with whom they worked; the broad powers conferred upon them
by statute‘ and the express or implied approval given by various
off1c1;;s.

The National Security Council and the CIA were established

pursuant to the National Security act of 1947, 50 u.s.c. §401,

i et seq.. Under that Act, NSC's pPrimary function is to advise
] the President with respect to the integration of domestic,

. foreign, and military policies relatlng to the national
% security so as to enable the military services and the other
departments and agencies of the government to cooperate more
effectlvely in matters 1nvolv1ng the national security. 5p U.s.cC.
§402, Its membership 1ncludes, among others, the President,

the Vice President, and the Secretarles of State ang Defense,

L]
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CIA also finds support for its 1ntelllgence gatherlng
activities from NSCID 5, _Wwhich, since 1958, has delegated

primary responsibility to the CIA for cladestine activities

abroad "in order to meet the needs of all departments and

agencies concerned in connection with the national security.”
This authorization, along with the CIA's more general power
under s403(d)(4) to "perform ... such additional services

of common concern as the National Security Council determines

|
can be more effectively accomplished centrally" explains the

i
1

Agency s view that such actions were authorized. <

In a slmllar fashLOn, NSA draws support for its
act1v1t1es from NSCID 6, which has pProvided, at least since
1958, for NSA to provide “smﬂghl intelligence” for all
intelligence agenc1es. "Signal intelligence” as defined
thc;eiq, is inéelligence.produced by the study of foreign
communications.;_To implement this NSCID, and to insure
that it is involved only in “fcrcign" communications, NSA's

long-standing policy has been to intercept a communication

only if it has at least one-terminal outside the United States.

/It should also be reiterated that NSCIDS exempted CIA and |

NSA from restrictions pPublicly placed upon intelligence
act1v1t;es.

.
»
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In addition to those direct sources of authorization,

other statutes and actions reasonably. Suggest that CIA and NSA were

not covered by the stricture

of §2511 or §€05.

L & i

Another good example is in the area of narcotics

intelligence gathering. 1In addition to the sources of authority

already discussed, the Federal Narcotics and Drug Abuse

TR T DR T . VY

Act of 1973, 5 U.S.C. §901 et Seqg., acknowledges that both

CIA and NSA have functions relating to the collection of

R

information concerning trafficking in narcotics and .dangerous

drugs. And here, as in other areas, presidential memoranda

I RS R TR

élosely'linked‘national Problems like narcotics with the
.y _
national. security. This too, ‘according to the Agencies,

caused them to believe their.éctions were within the law.

P B R S

’
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Finaliy; there are a number of other events from whlch
NSA and CIA derive Support - - or at least approval - -
for their surveillance activities.

In July of 1973, wWilliam Colby testified before the
Senate Armed Services Committee on his nomination to become
DCl. In response to a Question specifically addressed
to whether CIA was then engaged in assisting law enforcement
aéencies in addition to the FBI, Coiby replied in the affirmative,
stating that CIA routinely disseminated its foreign intelligence
reports to such agencies as the Drug Enforcement Administration,
the Immigration and Naturalization Servico, the Customs
Service, the Secret Sefvice, and the Armed Services. Since
thexglwas little doubt that a least some of CIAa's lnformatlon
was governed by electronic surveillance, the Agency regards
the lack of congressional objection as tacit approval of such
disseoination.

More direct approvai by the Executive Branch is provided
by a February 3, 1971, NsaA memorandum in which NSA officials
described separate briefings two aays earlier of Attorney
General Mitchell ang Secretary of Defepse Laird on certain
NSA activities. This memorandum reflects that both Mitchell
qnd‘Laihd reéd_and approved a proposed memorandum which set
forth proposed ground rules for NSA contribution to intelligence

gatherlng for domestic problems. [ﬁ,
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CIA files also reflect that

the same memorandum was read and approved in 1872 by
Richarad Kleindienst, ﬁhen'Attorney General.'/ ‘
The participation of the Office of the General Counsel .
j . of NSA in £he drafting of §2511(3), and the assurance of
\ that office té the Aghlecy that the effect of the subsection4
| was to remove any doubt as to the legality of Nsa surveillance
is another factor cited by that Agency. A 1968 memo
R from the General Counsel to the Agency states that fhe language
] of §2511(3) "precludes an interpretation that the prohibitions

against wiretapping or electronic surveillance techniques

in other laws applies to [NSA activities] ... Wifetapping
and electronic surveillance techniques are, therefore legally

recognized as means for the Federal Government to acquire

foreign intelligence information and to monitor U,S. classified

communications., "

b L
1

-

_Although Mr. Kleindienst has no recocllection of +his briefing,
he did not dispute the CIA memo. Mr. Laird alsoc did not
remember seeing the memorandum or attending the briefing,

know.of as early as 1964, when he served on the House Armed
Forves Appropriations Subcommittes.
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NéA alao notes that NSCID 6 has Provided, since 1958,
that the departments and agencies being served are responsible
for informing the Nsa Director of the information desired.

NSA interprets this language to require the implicit assurance
by the agency seeking intelligence that the request is

appropriate. Hence the responsibility is on the reguesting

! agencies to frame their Tequests in accordance with the law.
o In 1973, Department of Defense General Counsel approved this
interpretation, and stated that NSA was orerating within the

law.

Finally, NSA files reflect that since 1962 the
Justice Department has sent hundreds of names of racketeers

to NSa, requesting any information it might have concerning

them. This too indicates that the Department did not regard

N
”
-

3
3
P

this diasemination unlawful.

In reviewing these justifications, it must be remembered

-,

o In

ap

that some sources of authorization were after the fact, that

Sl x

others could not legally be relied upon, and, most important,

e

that 50 vu.s.c. 403 (4) (3) expressly provides that the CIa
shall have "no police, subpoena, law-enforcemént powers, or

internal security functions." Nonetheless, it appears from

- .
-

a number of authorities that no one really was clear on

'S FEST R s ™

preciséﬁg what the Agencies could and could not do, that
they were encouraged to become involved in law enforcement

activities, and that no one, at least in any direct fashion, -
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ever seriously warned them that their actions were contrary
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f

to law. Thus, it seems harsh to charge either CIA or NS2
employees with the responsibility of foreseeing the legal

limits of their activites.

I T S

~ We will now turn to a discussion of the federal statutes

which regulate the inter;eption of communications.

$ BEPT UNT§ Tpere
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Wiretap Statutes

Section 605 and Title III were premised on a few basic
yet important principles which should be kept in mind when
reviewing the statutes.

The basic purpose for enacting §605 in. 1934 was to
protect the integrity or the privacy of the Nation's
, |
communicationfs systems. 1In an effort to reach that goal,
' |

the statute ragulated the conduct of personnel who worked

l
for communications companies, and anyone else who might
i

. , .
attempt to invade the integrity of such systems without
; !
proper authority.
l

]
Unfortunately the framers of the legislation fell

- somewhat short of their goal. They required, for example,

that, before a violation could be shown, there must be both

an interception and a divulgence'of a communication, rather
than a mere interception. This additional requirement allowed
much wiretapping to slip.through the crack. And, to the
extent the drafters intended §605 to cover all electronic
90mmﬁnigations'or electronic interceptions, ﬁhey failed for
Sectioéf§05 is, Sy its‘terms,llimited to wire and radio
communi;;tions, theregy exempting a host of esoteric

communication techniques which would be developed in later

years; e.g9., laser and micro-wave communications.

D
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'Thirty-four Years later, Congress enacted another wiretép
statute; it too, however, had some important gaps.

Th; new statute, Title III, overlapped its bredecessor
by taking over the regulating of wire communications, but it
also expanded the coverage to a new area: oral communications.
Still, 1like §605, there were some noticeable gaps, First,.the
statute does not cover communications transmitteg burely by
radio; therefore, such communications requiie the .
"divulgence" element of §605. 1In addition, the neﬁ statute is
limited to aural acquisitions (through the sense of hearing),
thereby eliminating from its coverage many other éurveillance
techniques. As mentioned earlier, though, the most important
aspect of Title III is that it exempted from its coverage, as
well as from §605, the President's power to authorize NSES.

With this as background, we turn first to a review of the
specific statutory prohibition of §605 and Title III; then we
will look at the Presidential power "exemptipn."

* * *
The stark contrast between the simplicity of the

descriptlons of the President's Nsgs power and the

/ E.d., silent messages sent by electrical impulses, rather
than by a voice which can be heard. ' '

4 M ha T e il g 0 ™ R e e i o
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compl;x scope of §605 should, standing alone, prompt some
sympathi for fledgling agencies created -- as were CIA in
1948 and NSA in 1952 -- in the midst of this development
and then charged with the very serious task of gathering
adequate intélligence to protect the Nation's security. Aan

analysis of the 1934 Act quickly reveals why.

One of the earliest courts to analyze §605, Sablowsky v,

- United States, 101 F. 2d 183 (3rd cir. 1938), started by

noting that §605 has four major clauses. The first provides

-in essence that:

No person receiving or transmitting any
communication shall divulge the contents
[improperly]. /

Sablowsky held that this referred to a communications company

employee and prohibited him from divulging something he had

/ Each clause has many phrases and words we will ignore for

our purposes here, for they are often synonyms which the drafters

For
example, when referring to a communication, the Act refers to its

hoped would make sure that no unintentional gaps were left,

"existence, contents, substance, purport, effect or meaning.

We have selected one == contents == to represent the group. Also,

for this part of the discussion, we will review §605 as it
existed prior to the 1968 act.

v
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received lawfully. (A major part of the task force's
investigation involved telegraph and telephone company
personnel who had helped various agencies to intercept and
receive many private‘écmmunications.)

The third clause, which, like the first, involves receivers,
prohibits someone not entitled to receive a communication from doir
so (e.9., by means of an extension phone or by having a
communications company employee assigned to a "non-receiving
job provide a copy of a message) if ks use will be for the
benefit of himself or someone.else. The unique aspect of this

clause, as contrasted with the first, is that it is not

illegal merely to divulge it; rather it mast be used for some

benefit,

—/ BY received, we mean obtained by a perscn and by a method
in a way the sender or receiver would expect. This we contrast
with the term "intercepted," which is the unexpected obtaining
of a communication between a sender and receiver, See, e.d.,
Reitmeister v. Reitmeister, 162 F. 24 691 (2nd cir. 1947).

The interception forbidden by Section 605 of the

Communications Act of 1934, 47 vu.s.c.A. §605, must

be by some mechanical interpositions in the

transmitting apparatus itself, that is the

interjection of an independent receiving device

between the lips of the sender and the ear of the

receiver. :
But, cf., United States v. Sullivan, 116 F. Supp. 480 (D.D.C. 1953)
and United States v, Polakoff, 112 F. 24 888 (2nd cir. 1940),
certiorari denied, 311 U.S. 653 (1940), holding that the means
employed to accomplish the intérception is irrelevant.
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The second clause says that:

" e« « % NO person not being authorizegd
- by the sender shall intercept any

comrunication and divulge the contents

of such intercepted communication to any

persen; , .
The important distinction between this clause and the first
and third, is that it involves intercepting, rather than receiving.
And, it refers to "any communication," rather than to "inter-
state or foreign communication by wire or radio." To date,

no court has held that the second clause has a narrower scope

than the first and third; rather, Sablowsky, supra, and Weiss v.

LT
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United States, 308 U.s. 321 (1939) seem to indicate that the

term "any communication" not only includes inter;tate aﬁd

foreign communications, but also includes intrastate
comnunications. Thus, to this extent, the second clause

includes the scope of the first and third and, in addition,

it seems to prohibit the interception of other communications.__/
Tracking the first-third-clause-procedure, ;he fourth clause

covers what the second did not -- those who acquire an

intercepted message:

./ Unlike the rather extensive legislative history of Title I1I,

the complete legislative history for §605 says:
- I Section 605, prohibiting unauthorized publication
- of communications, is based upon section 27 of the
Radio Act and extends it to wire communications,
Thus, there is no definiticn~of'the term *"any communication,"
thereby inviting some confusion.

]

20
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"+ - «"nO person having received such
intercepted communication shall divalge

or publish the contents or use the same or
any information therein contained for his
own benefit or for the benefit of another
not entitled thereto; * * %

Some of the less-obvious "gaps” in the statute now begin
to emerge. While under clauses one and two, neither the lawful
receiver nor the ﬁnauthorized interceptor is expressly barred
from using the message for his or another's benefit, the
unauthorized receiver has an "escape" under clause three for
he can divulge it so long as there is no benefit derived. fThe
fourth clause is comparatively "tighter", for one who acquires
an unauthorized interception cannot do anything with it,
Finally, there is a problem as to what the term "use” means.,

but a discussion of that will be deferred until later, when

potential defenses are discussed,

If all of this seems to give rise to some confusion, the
1968 Act added still more.

* * *

On June 19, 1968, §605 was amended in conjunction with

. the énactment of Title III, 18 U.S.C. §2510, et seq.

M .
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In order to understand the scope of Tifle IIT, it
would be helpful to establish a Eew definitional "guideposts"

The statute covers wire and oral communications; wire communi-

cation is defined as:

any communication made in whole or in

pPart through the use of facilities for

the transmission of communications by the

aid of wire, cable, or other like connection
between the point of origin and the point of
reception furnished or Operated by any person
engaged as a common carrier in providing or
operating such facilities for the transmission
of interstate or foreign communications
(Emphasis supplied).

On first reading this would seem to suggest that the system
the Act protects is a point-to-point wire system, i.e.,

a telegraph or telephone wire. The problem with this interpretatic

though, is that it is much too primative in light of techniques

how available and in light of the make-up of our Nation's

communication system.
That system could be characterized as one which is

conﬁiguous, switched (e.9., from wire to cable to microwave),

automatic, and self-routing. Its "wireless" components

inclnde‘é multi-channel microwave carriers System capable of

carryin up to 2,000 communications on some channels,
, s

-

International commercial radio~telephone communications ean

be transmitted by high-frequency, single or multi-channel
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telephony which ente?s the national communications
network:throuéh‘what are known as "gateways . (This is
a means to pass from one system to another). Aas we will
discuss, high-frequency telephony is considerably more
Susceptible to interception by Comparatively unsophisticateqd
equipment, such ag ship~to-shore radio or the ordinary Zenith
transoceanic-type pPortable radio than Other systems,
Microwave transmissions are also used, Usually in a
"straight 1line". They can cover much higher frequencies than
"high frequency telephony" which follows thé'curvature of the

-earth. Thus, it has been estimateg that the radio portion of

| from Montevideo, Uruguary, to New York cCity, could be
n

.over an area of bPerhaps 30 bercent of the earth's surface,

and high frequency multi-channel transmissions may also be de-

channeleqd by "homemade" amateur equipment. (Indeed, an index

23
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Though the term "wire communication” as .used in the statute

would include these systems, we believe it is limited to

communications passing through our Nation's communications

network. (Both case law and the legislative history seem to
suggest that 2510 et seg. have no extra-territorial
application where a "foreign" communication system is used.)
The second definition of importance is "oral communication®
which is defined as:
any oral communication uttered by a person
exhibiting an expectation that such
communication is not subject to interception
under circumstances justifying such expectation.
Once again, while wire communications are covered regardless
of whether any expectation of privacy exists, only those oral
comnunications uttered under circumstances justifying a

reasonable expectation of privacy are protected. ‘An example

of the problem one encounters in applying these two is set

forth in United States v. Hall, 488 F. 23 .193 (9th cir. 1973).

-/ Barly in 1971, a Tuecson housewife was listening to a high-
band receiver and overheard two men talking on radio telephones

in their cars. (This type of radio is not unique; it is sold on
the open market to the general public to permit them to listen

to police and fire broadcasts. On these same frequencies radio
telephone communications are broadcast.) After listening for a
period’of time she became suspicious and reported the conversations
to state authorities who also monitored the conversations, As a.
result, the defendants were arrested and convicted for possession
drugs. (footnote continued en page 25) '

24 . \
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Having specified the types of communications (wire and

oral) to be protected, Title IIT defined the term interception:

the aural acquisition of the contents of
any wire or oral communication through the
use of any electronic, mechanical, or
other device.

There are two important elements here (1) "aural" and
(2) "through the use of a device.®
Although the word "aural" is not defined in the statute,

the legislative history discusses it specifically and says it

excludes all other means of acquisition:

(footnote continuned from page 24) . —_
Although the appellate court held that Title III
did not protect communications between two mobile radio

telephones, because they were oral communications uttered with
No reasonable expectation of privacy,; the court went on to hold
they would not reach the same result where a radio telephone
called a regqular telephone, because that would have been a case
where the latter instrument involved a wire communication, and
that is protected without qualification as to an expectation of
privacy. This result was accurately described by the court
when it said, "We realize that our classification of a conver-
sation between a mobile and a land-line telephone as a wire
communication produces what appears to be an absurd result,"
Then, the court went on to compound the problem when it saig
that: : '
- « .« any citizen who listens to a mobile
telephone band does so at its own risk, and
scores of mariners who listen to the ship=to-
-. . shore frequency, commonly used to call to a
7 i1 land-line telephone, commit criminal acts.

__/'Another "gap" problem is that Title III does not cover the

"receiving" of a wire communication, = & clauses one and three of
§605. . : :

25
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Paragraph (4) defines "intercept" to
include the aural acquisition of the contents

- of any wire or oral communication by any electric,
mechanical, or other device. Other forms of
surveillance are not within the proposed legis=-
lation. See Lee v. United States, 47 S. Ct.

746, 274 U.S. 559 (1927); Corngeld v. United
States, 367 F. 2d (9th 1966). An examination
of telephone company records by law enforce=-
ment agents in the regular course of their
duties would be lawful because it would not be
an "interception". (United States v. Russo,

. 250 F. Supp. 55 (B.D. Pa. 1966). The proposed
legislation is not designed to prevent the tracing
of phone calls. The use of a "pen register®,
for example, would be permissible. But see United
States v. Dote, 371 F. 2d 176 (7th 1966). -

1568 U.S. code and Adm. News at 2178, This is of more than
passing significance, for it seems to exclude fro;'the statute's
coverage all communications trénsmitted mechanically, i.e.,
transmitted by signals independent of sound, for example, by
electri;al pulse,

‘The phrase "acquisition through the use of any . . . device"
is another important limitation, Eor it makes it clear that the
congressional concern was with the activity engaged in at
the time of the communication which causes the communication to
be overheard by uninvited listeners; that is, the contemporaneous
sgrvéillgnce (by heari-g, recording, or otherwise) was at the

center of congressional concern. See, e.q., United States v.

-

Turk, 526 F. 2d 654, 658-659 {Sth Cir. 1976) .

26
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Wiﬁb these aside, we can turn now to a brief look at the

proscriptions of Title III. They are, in essence, as follows:

(1) .

(2)

(b)

()

[Alny person who

willfully intercepts, endeavors to intercept,
or procures any other person to intercept . . .
any wire or oral communication, ., . .

* * *

willfully discloses, or endeavors to disclose,
to any other person the contents or any wire

or oral communication, knowing or having reason
to know that the information was obtained
through the interception or a wire or oral
communication. . . '

willfully uses, or endeavors to ‘use, the contents
of any wire or oral communication, knowing or
having reason to know that the information was
obtained through the interception of a wire or
cral communication, . . .

shall be fined not more than $10, 000 ar imprisoned not more than

five years, or both.

Title III is, in a phrase, an."interception-disclosure-use"

statute.

But, perhaps the most important aépéct of the Act is

the exemption to both statutes which it provides in §2511(3):

Nothing contained in this chapter or

in section 605 of the Communications Act of 1934
(48 Stat. 1143; 47 vu.s.cC. 605) shall limit the
constitutional power of the President to take such
measures as he deems necessary to protect the
Nation against actual or potential attack or other
hostile acts of a foreign power, to obtain foreign

\

27
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intelligence information deemed essential to
the security of the United States, or to protect
* national security information against foreign
intelligence activities. Nor shall anything
contained in this chapter be deemed to limit the
constitutional power of the President to take
such measures as he deems Necessary to protect
the United States against the overthrow of the
Government by force or other unlawful means,
or against any other clear and present danger
to the structure or existence of the Government._ /

We are now ready to review the activities which were inves-
tigated, and some of the central questions we will be focusing
i l :

1 .
on in the-rest.of the summary will be (1) does the activity

under investigéticn come within a prohibition listed in the

| )
statutes (2) and if so, is it exempted by §2511(3). Ang,
|

even though the exception was not spelled out until 1968, we
}

!
will also be censidering such prosecutive problems and potential

. / :
defenses as lack of intent or good faith reliance on prior
hisiory, the lack of any definitive guidance, and reassurances

of legality by high government officials.

_/ As was indicated earlier, this was ap expansion of Director
Hoover's descriptions many years earlier; and, in 1970 the
Supreme Court held, in Keith, that the President digd not have
the power described in the second (last) sentence of this
section. ‘

- 28
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In addition to the difficulty one could expect trying to

apply all of these Principals to the following facts, there ig
another problem that should be kept in ming,

Today, we tend to be quite jadeg about these matters,

for almost everyday we read in the nNewspapers of a new

intelligence-gathering program or technique.

Ke

Up until the
ith case was decided in 1970, however,

very few people even
knew about national security wiretapping. For those who aidq,
it was almost impossiple to find out anything definitive
about the power, for '"one simply does not'inquire into such

matters." 1In addition,

the state of the law was'still very
much undecidegd (2s notegd earlier, it was not until 1967 that

the Supreme Court held in Katz that wiretapping brotecteq
. /

paople in additien to bPlaces.,) Thus,

up until a few years
ago this entire matter was shrouded in

Secrecy, and the lack
©f any publie information, coupled with what now must be

considered naive acceptance of claims of natiocnal security

bower, quite understandably could cause some confusion,
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The investigation has not revealed for.instance a single
case iﬁ.which“intelligence obtained by means of electronic
surQeillance was gatheredar used for bersonal or partisan
political purposes. fhe participants in every questionable
operation, however oblivious Oor unmindful, appear to have
acted under at least some colorable semblance of authority-
in what they conscientiously deemed to be the best interests
of the Unlted States. While they may be regarded from our
current perspective as having abused their broad discretionary
power on occasion, that ill-definegd power was conferred upon
them and their agencies with a bevy of sweepiné-;residential
claims of power, Executive orders ang directives,
legislation and (e.g9., the National Security Act) and é number of
NSCIDs. 1If the intelligence agencies possessed too-much
discretionary authority with too little accountability, that
would seem tq be a 35-year failiég of Presidents and the
Congress rather than the agencies or their pérsonnel.

In addition to all of these problems, there is the
specter, in the event of any prosecution, that there is
likely to be much "buck-pass;ng" from subordlnate to superior,

agency to agency, agency to board or committee, board or

committee to the President, and from thehliving to the dead.
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and comélexities of providing discovery of national security

materialks (e.g., Nsc, PFIAB, DOD, and White Houée documents

and record), as well as sensitive foreign intelligence

gathering methodology and technology to any potential defendant
and to the pablic (as the result of any trial). These consider-
atians ~ become particularly acute when weighed against the
minimal chances of sustaining the technical prootf of violationsv

and the probable lack of juror enthusiasm for convicting those

interest, i.e., keep heroin out 0f the United States,

Rather.than to look to possible prosecutions to provide
any remedial help, the better remedy might be to seek and to
undertake administrative revision of policies and programs,
These could include the following'proposalsz

l. Governmental agencies charged with the research

affecting the national security (e.g., internationaj
narcotics trafficking, gun=-running, ete.) for

purposes of foreign intelligence—gathering. ) '

WISy
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"Pe authorized to provige appropriate U.S. law

incidentally obtained in the exer

lawful functions, including information indicating
criminal activity:on the part of u.3, citizens,

4. An effort should be made (consistent with the
constitutional rights of criminal defendants)
to secure legislation and/or rules changes
to prevent the public identification of national
Security agencies as the source of criminal
intelligence incidentaily obtained in the
exerci%e of their lawfgul functions, at least |
where such evidence is not introduced at trial,

5. The auéhority of the C1A, Nsa and FBI to
Perform their respective missions in the
field of electronic surveillance should be .
clqarly‘delegated and delineated with speci-
fic procedures pPrescribed for the lawful '
exercise of that authority, ok
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7. Agency personnel should be requiregd
their General Counsel and confirm,
the legality of aljl elec
bProjects,

to consult
in advance,
tronic surveillance

* * *

The Tecommendations of the task force sget forth above

are (acCepted) (rejected).

BENJAMIN R. CIVILETTI.
Assistant Attorney General
Criminal Division
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Under NSC is the CIA and its head, the Director of
Central Intelligence (DCl). 1In carfying out its responsibility
of "coordinating the intelligence activites of the several
Government departments angd agencies in the interest of
mational security,“ the Agency's duties are (1) "to advise
the National Security Council in matters concerning ,

intelligence activities of the Government ..."; (2) "to
make recommendations to the National Security Council for
the coordination of . . . intelligence activities of the
department and agencies..."; (3) "to correlate and evaluate
intelligence relating to the national secﬁrity, and provide
for the appropriate dissemination of such intelligence ...";
(4) "to perform, for the benefit of the existing intelligence
agencies, such additional services of common concern as the
National Security Council determines can be more efficiently
accomplished centrally! and (5) "tq perform such other functions
and duties related to intelligence affecting the national

security as the National Security Council may from time to

time direct." 50 U.5.C. §403(d).

The National Security Agency was established by

Presidential directive in 1952, and pPlaced under the authority

-
- . . .

and control of'the Secretary of Defense. The pPrimary function
. q . » * s » *
of NSA is to engage in communications intelligence activities;

i.e., the gathering of inteiiigence information by other

th%p the intended recipients;"" ] \
!
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CIA also finds support for its intellfgence gathering
activities from NSCID 5, which, since 1958, has delegated

primary responsibility to the CIA for cladestine activities

abroad "in order to meet the needs of all departments and

agencies concerned in connection with the national security."
This authorizétion, along with the CIA's more general power
under §403(d){4) to “"perform ... such additional services
of;common cbnéern as the National Security Council determines
caﬁ be more egfectively accomplished centrally" explains the
Agéncy's view Lhat such actions were authorized.-/

. In a sim?lar fashioq, NSA draws support for its
acﬁivities fro% NSCID:6,~which has provided, at least since
1958; for NsSA ?b provide "snghlAintelligence” for all
intelligence agencies. "Signal intelligence” as defined
thg;ei%, is inLelligence.produced by the study of foreign
communications.:_To implement this NSCID, and to insure
that it is involved only in “forgign“ communications, NSA'sg

long-standing policy has been to intercept a communication

only if it has at least one-terminal outside the United States.

/It shéuld also be reiterated that NSCIDY9 exempted CIA and |
NSA from restrictions Publicly placed upon intelligence
activities. .

H
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In addition to those direct sources of authorization,

other statutes and actions reasonably. suggest that CIA ad NSA were

not covered by the stricture of §2511 or §€05.

v

Another good example is in the area of narcotics

intelligence gathering. In addition to the sources of authority

already discussed, the Federal Narcotics and Drug Abuse
hx Act of 1973, 5 U.S.C. 5901 et seq., acknowledges that both

CIA and NSA have functions relating to the collection of

i

information concerning trafficking in narcotics and dangerous

drugs. Ané here, as in other areas, presidential memoranda

b

élosely'linked‘national problems like narcotics with the
. .
nationdl.security. This too, ‘according to the Agencies,

caused them to believe their.éctions were within the law.

_j_m - - fr
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Finally, there are a number of other events from whlch
NSA and CIA derive support = - or at least approval - -
for their surveillance activities.

In July of 1973, William Colby testified before the
Senate Armed Services Committee on his nomination to become
DCl. In response to a question specifically addressed
to whether CIA was then engaged in assisting law enforcement
aéencies in addition to the FBI, Coiby replied in the affirmative,
stating that CIA routinely disseminated its foreign intelligence
reports to such agencies as the Drug Enforcement Administration,
the Immigration and Naturalization Servico, the Customs
Service, the Secret Service, and the Armed Services. Since
thegglwas little doubt that a least some of CIA's informatiop
was govérned by electronic surveillance, the Agency regards
the  lack of congressional objection as tacit approval of such
disseoination.

More direct approvai by the Executive Branch is provided
by a February 3, 1971, NSA memorandum in which NSA officials
described separate briefings two days earlier of Attorney
General Mitchell and Secretary of Defense Laird on certain
NSA activities. This memorandum reflects that both Mitchell
and'Lai}d read and approved a proposed memorandum which set

forth proposed ground rules for NSA contribution to intelligence
gatherlng for domestic problems. [\4ﬁ&>

.

WL
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CIA files also reflect that
the same memcrandum vas read and approved in 1872 by
Richarad Kleindienst, éhen'Attorney General.“/ '

The participation of the Office of the General Counsel .
of NSA in the drafting of §2511(3), and the assurance of
that office té the Aghgcy that the effect of the subsection
was to remove any doubt as to the legality of NSa surveillaﬁce
is another factor cited by that Agency. A 1968 memo
from the General Counsel to the Agency states that the language
of §2511(3) "precludes an interpretation that the prohibitions
against wiretapping or electronic surveillance teéﬁniques
in other laws applies to [NSA activities] ... Wiretapping
and electronic surveillance techniques are, therefore legally
recégnized as means for the Federal Government to acquire

foreign intelligence information and to monitor U.S. classified

communications...”

_Although Mr. Kleindienst has no recollection of this briefing,

he did not dispute the CIA memo. Mr. Laird also did not
remember seeing the memorandum or attending the briefing,

know.of as early as 1964, when he served on the House Armed
Forves Appropriations Subcommittee, '
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NEA alee notes that NSCID 6 has provided, since 1958,

that the departments and agencles being served are responsible

" for informing the NSA Director of the information desired.

NSA interprets this language to require the implicit assurance
by the agency seeking intelligence that the request is
appropriate. Hence the responsibility is on the requesting
agencies to frame their requests in accordance with the law.
In 1973, Department of Defense General Counsel approved this
interpretation, and stated that NSA was operating within the
law,

© Finally, NSA files reflect that since 1962 the
Justice Department has sent hundreds of names of racketeers
to NSA, requesting any information it might have concerning
them. This too indicates that the Department did not regard
thls dlssemlnatlon unlawful.

In reviewing these justifications, it must be remembered
that some sources of authorizatien were after the fact, that
others could not legally be relied upon, and, most important,
that 50 U.S.C. 403(d) (3) expressly provides that the CIA
shall have "no police, subpoena, law-enforcement powers, or

internal security functions." Nonetheless, it appears from

a number of authorities that no one really was clear on
preclsely what the Agencies eould and could not do, that
they were encouraged to become involved in law enforcement

activities, and that no one, at least in any direct fashlon,i
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ever seriously warned them that their actions were contrary
to law., Thus, it seems harsh to charge either CIA or NS2
employees with the responsibility of foreseeing the legal
limits of their activites,

_We will now turn to a discussion of the federal statutes

which regulate the interception of communications.

coreman e o il
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Wwiretap Statutes

Section 605 and Title III were premised on a few basic
yet important principles which should be kept in mind when
reviewing the statutes.

The basic purpose for enacting §605 in. 1934 was to

protect the iﬁtegrity or the privacy of the Nation's
; |

communication‘% systems. In an effort to reach that gozal,
‘ \

the statute resgulated the conduct of personnel who worked

1

: l
for communications companies, and anyone else who might

1

: [ —

attempt to irvade the integrity of such systems without
i |

proper authority.

|
|
Unfortunately the framers of the legislation fell
somewhat short of their goal. They reguired, for example,

that, before a violation could be shown, there must be both

an interception and a divulgence of a communication, rather

than a mere interception. This additional requirement allowed

much wiretapping to slip through the crack. And, to the
extent the drafters intended §605 to cover all electronic
gommﬁnigations'or electronic interceptionms, éhey failed for
Sectioéiﬁos is, 5y its.terms,rlimited to wire and radio
communi;;tions, thereby exempting a host of esoteric
communication techniques which would be developed in la;er

years; e.d., laser and micro-wave communications.
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'Thirty—four years later, Congress enacted another wiretép
statute; it tbo, however, had some important gaps.,

Thé new statute, Title III, Overlapped its predecessor
by taking over the regulating of wire communications, but it
also expanded the Coverage to a new area: oral communications.
Still, 1like §605, there were some noticeable gaps, First,'the
statute does not cover communications.transmitted purely by
radio; therefore, such communications require the .
"divulgence" element of §605, 1In addition, the new statute is
limited to aural acqguisitions (through the sSense of hearing),
thereby eliminating from its coverage many other surveillance
techniques. As mentioned earlief, though, the most important
aspect of Title III is that it exempted from its coverage, as
well as from §605, the President's bPower to authorize NSES.

With this as background, we turn first to a review of the
specific statutory prohibition of §605 and Title III; then we
will look at the Presidential power "exemptipn."

* * *
The stark contrast between the simplicity of the

descriptlons of the President's NSps power and the

/ E E.d., silent lmessages sent by electrical impulses, rather
than by a voice which can be heard. '

T "-ﬂ?.r RIS Cay 9 T rTR,TY -'f.-n.-‘ e o
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compl;x scope of §605 should, standing alone, prompt somé
sympathx for fledgling agencies created =- as were CIA in
1948 and NSA'in 1952 == in the midst of this development
and then charged with the very serious task of gathering
adequate intelligence to protect the Nation's security. Aan

analysis of the 1934 Act quickly reveals why.

One of the earliest courts to analyze §605, Sablowsky v.

- United States, 101 F. 2d 183 (3rd Cir. 1938), started by

noting that §605 has four major clauses., The first provides

in essence that:
No person receiving or transmitting any
communication shall divulge the contents
[improperly]. /

Sablowsky held that this referred to a communications company

employee and prohibited him from divulging something he had

—/ Each clause has many phrases and words we will ignore for

our purposes here, for they are often synonyms which the drafters
hoped would make sure that no unintentional gaps were left. For
example, when referring to a communication, the Act refers to its
"existence, contents, substance, purport, effect or meaning."

We have selected one -- contents —- to represent the group. Also,
for this part of the discussion, we will review §605 as it

existed prior to the 1968 Act.

- %
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received lawfully. (A major part of the task force's
investigation involved telegraph and telephone company
personnel who had helped various agencies to intercept and
receive many private‘éommunications.)

| The third clause, which, like the first, involves receivers,
prohibits someone not entitled to receive a communication from doing
s0 (gégf, by means of an extension phone or by having a
communications company employeé assigned to a "non-receiving
job provide a copy of a message) if #s use Qill be for the
benefit of himself or someone else. The unique aspect of this
clause, as contrasted with the first, is that it is not
illegal merely to divulge it; rather it must be used for some

benefit.

__/ By received, we mean obtained by a person and by a method
in a way the sender or receiver would expect. This we contrast
with the term "intercepted," which is the unexpected obtaining
of a communication between a sender ang receiver, See, e.g.,
Reitmeister v. Reitmeister, 162 F. 2d 691 (2nd cir. 1947).

The interception forbidden by Section 605 of the

Communications Act of 1934, 47 U.s.C.A. §605, must

be by some mechanical interpositions in the

transmitting apparatus itself, that is the

interjection of an independent receiving device

between the lips of the sender and the ear of the

receiver. ot
But, cf., United States v. Sullivan, 116 F. Supp. 480 (D.p.C, 1953)
and United States v, Polakoff, 112 F. 24 888 (2nd cir. 1340),
certiorari denied, 311 U.S. 653 (1940), holding that the means
employed to accomplish the interception is irrelevant. .
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The second clause says that:

"« « % RO person not being authorized
- by the sender shall intercept any

comnunication and divulge the contents

©f such intercepted communication to any

persen; . . |
The important distinction between this clause and the first
and third, is that it involves intercepting, rather than receiving.
And, it refers to "any communication," rather than to "inter=-
state or foreign communication by wire or radio." To date,

no court has held that the second clause has a4 narrower scope

than the first ang third; rather, Sablowsky, supra, and Weiss v.

United States, 308 U.s. 321 (1939) seem to indicate that the

temm "any communication" not only includes intgr;tate aﬁd

foreign communications, but also includes intrastate
comnunications. Thus, to this extent, the second clause

includes the scope of the first and third and, in addition,

it seems to prohibit the interception of other communications.f_/
Tracking the first—third-clause-procedure, #he fourth clause

covers what the second did not == those who acquire an

intercepted message:

-/ Unlike the rather extensive legislative history of Title 111,

the complete legislative history for §605 says:
- I .Section 605, prohibiting unauthorized publication
" of communications, is based apon section 27 of the
Radio Act and extends it to wire communications,
Thus, the:e is no definition=of'the term "any communication,"
thereby inviting some confusion. ' . ‘

20
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"« « « N0 person having received such
intercepted communication shall divalge
or publish the contents or use the same or
any information therein contained for his
own benefit or for the benefit of another
not entitled thereto: * * %,

Some of the less-obvious "gaps" in the statute now begin
to emerge. While under clauses one and two, neither the lawful
receiver nor the unauthorized interceptor is expressly barred
from using the message for his or another's benefit, the
unauthorized receiver has an "escape" under clause three for
he can divulge it so long as there is no benefit derived. The
fourth clause is comparatively “tighter”, for one who acguires
an unauthorized interception cannot do anything with it.
Finally, there is a problem as to what the term "use" means.,
but a discussion of that will be deferred until later, when
potential defenses are discussed.

If all of this seems to give rise to some confusion, the

1968 Act added still more.

* * *

On June 19, 1968, §605 was amended in conjunction with

| the enactment of Title III, 18 U.S.C. §2510, et seq.

tae o rsl
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In order to understand the scope of Tifle III, it
would ﬁe helpful to establish a Few definitional "guideposts"
The statute covers wire and oral communications; wire communi—
cation is defineqd as:'

any communication made in whole or in

part through the use of facilities for

the transmission of communications by the

aid of wire, cable, or other like connection
between the point of origin and the point of
reception furnished or operated by any person
engaged as a common carrier in broviding or
operating such facilities for the transmission
of interstate or foreign communications
(Emphasis supplied).

On'first readipg this would seem to suggest that the system

thé Act protects is a point-to-point wire system, i.e.,

a telegraph or telephone wire. The problem with this interpretatio
;

though, is that it is much too primative in light of techniques

now available and in light of the make-up of our Nation's

communication system. i

That system could be characterized as one which is
contiguous, switched (e.9., from wire to cable to microwave),
automatic, and self-routing. Its "wirelesgs® components

ing;ude.é multi-channel microwave carriers system capable of

carryin up to 2,000 communications on some channels,
-y, -

International commercial radio-telephone communications can

be transmitted by high-frequency, single or multi-channel
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telephony which enters the national communications

i network:throu;h what are known as "gateways. (This is
@ means to pass from one system to another). As we will
discuss, high-frequency telephony is considerably more
susceptible to interception by Comparatively Unsophisticateqd
equipment, such ag ship=-to-shore radio or the ordinary Zenith
transoceanic-type portable radio than other systems,
Microwave transmissions are also Used, Usually in a
"straight line". They can cover much higher frequencies than

| "high frequency telephony" which follows thé'curvature of the

'Y

.

€arth. Thus, it hag been estimateq that the radio portion of

a high frequency single-channel radio—telephone communication

‘from Montevideo, Uruguary, to New York city, could be

e i ad X
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Though the term "wire communication" as.used in the statute

would ifclude these systems, we believe it is limited to

communications passing through our Nation's communications

network. (Both case law and the legislative history seem to
suggest that 2510 et seg. have no extra-territorial
application where a "foreign" ‘communication system is used,)
The second definition of importance is "oral communication"
which is defined as:
any oral communication uttered by a perscn
exhibiting an expectation that such
communication is not subject to interception
under circumstances justifying such expectation.
Once again, while wire communications are covered regardless
of whether any expectation of privacy exists, only those oral
comuunications uttered under circumstances justifying a

reasonable expectation of privacy are protected. An example

of the problem one encounters in applying these two is set

forth in United States v. Hall, 488 F. 24 :193 (éth Cir. 1973).

—/ Barly in 1971, a Tucson housewife was listening to a high=-
band receiver and overheard two men talking on radio telephones

in their cars. (This type of radio is not unique; it is sold on
the open market to the general public to permit them to listen

to police and fire broadcasts. On these same frequencies radio
telephone communications are broadcast.) After listening for a
period‘of time she became suspicious and reported the conversations
to State authorities who also monitored the conversations., As a.
result, the defendants were arrested and convicted for possession
drugs. (footnote continued on page 25) '

24 . '




Having specified the types of communications (wire and

oral) to be protected, Title III defined the term interception:
the aural acquisition of the contents of
any wire or oral communication through the

- use of any electronic, mechanical, or

other device.

There are two important elements here (1) "aural" ang

(2) "through the use of a device,"

Although the word "aural" is not defined in the statute,

the legislative history discusses it specifically and says it

excludes all other means of acquisition:

(footnote continued from page 24) -
Although the appellate court held that Title III
did not protect communications between two mobile radio
telephones, because they were oral communications uttered with
No reasonable expectation of privacy; the court went on to hold
they would not reach the same result where a radio telephone
called a regqular telephone, because that would have been a case
where the latter instrument involved a wire communication, and
that is protected without qualification as to an expectation of
privacy. This result was accurately described by the court
when it said, "We realize that our classification of a conver-
sation between a mobile and a land-line telephone as a wire
communication produces what appears to be an absurd result."
Then, the court went on to compound the problem when it saig
that: ' : ‘
» o . any citizen who listens to a mobile
telephone band does so at its own risk, and
- 8cores of mariners who listen to the ship~-to-
. shore frequency, commonly used to call to a

- L e

¢+ land-line telephone, commit criminal acts.

__/ Ano£her "gap" problem is that Title IIT does not cover the

"receiving” of a wire communication, as & clauses one and three of

25 . _ ' \
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Paragraph (4) defines "intercept® to
include the aural acquisition of the contents
- of any wire or oral communication by any electric,
mechanical, or other device., Other forms of
surveillance are not within the proposed legis-
lation. See Lee v. United States, 47 s. Ct.
746, 274 U.S. 559 (1927); Corngold v. United
States, 367 F. 2d (9th 1966). An examination
of telephone company records by law enforce-
ment agents in the regular course of their
duties would be lawful because it would not be
an "interception®. (United States v. Russo,
250 F. Supp. 55 (E.D. Pa. 1966). fThe proposed
" legislation is not designed to prevent the tracing
of phone calls. The use of a “pen register",
for example, would be permissible. But see United
States v. Dote, 371 F. 2d 176 (7th 1966). -

1968 U.S. Code and Adm, News at 2178. This is of more than

passing significance, for it seems to exclude fro;-fhe statute's
coverage all communications trénsmitted mechanically, i.e.,
transmitted by signals independent of sound, for example, by
eleétri;al pulse.

The phrase "acquisition thrqugh the use of any . . . device"
is another important limitation, }or it makes it clear that the
congressional concern was with the activity engaged in at
the time of the comﬁunication which causes the communication to
be overheard by uninvited listeners; that is, the contemporaneous
sprvéillgnce (by heari~g, recording, or otherwise) was at the

center of congressional concern. See, e.g9., United States v.

-

-

Turk, 526 F. 2d 654, 658-659 {5th Cir. 1976) .

26
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Wiﬁb these aside, .we can turn now t0 a brief loock at the

-

é proscriptions of Title III. They are, in essence, as follows:
i (1) . . . [Alny person who

(a). willfully intercepts, endeavors to intercept,
Or procures any other person to intercept . . .
. : any wire or oral communication. . . .

\ : * * *

(b) willfully discloses, or endeavors to disclose,
to any other person the contents or any wire

p or oral communication, knowing or having reason

E to know that the information was obtained

through the interception or a wire or oral

communication. . . '

—_—

(c) willfully uses, or endeavors to ‘use, the contents
of any wire or oral communication, knowing or
having reason to know that the information was
obtained through the interception of a wire or
cral communication, . . .

?
!

shall be fined not more than $10,000 imprisoned not more than
five years, or both.

Title III is, in a phrase, an.“interception—disclosure-use"

statute. But, perhaps the most important aépéct of the Act is
the exemption to both statutes which it provides in §2511(3):

Nothing contained in this chapter or
in section 605 of the Communications Act of 1934
(48 stat. 1143; 47 v.s.c. 605) shall limit the
constitutional power of the President to take such
measures as he deems necessary to protect the
Nation against actual or potential attack or other
hostile acts of a foreign power, to obtain foreign

a._h‘

;b

27
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intelligence information deemed essential to

the security of the United States, or to protect
national security information against foreign
intelligence activities. Nor shall anything
contained in this chapter be deemed to limit the
constitutional power of the President to take

such measures as he deems necessary to protect

the United States against the overthrow of the -
Government by force or other unlawful means,

or against any other clear and pbresent danger

to the structure or existence of the Government._ /

We are nowiready to review the activities which were inves-

: I

tigated, and some of the central questions we will be fecusing
; |

!
on in the rest of the summary will be (1) does the activity

under investigation come within a prohibition listed in the

i
statutes (2) and if so, is it exempted by §2511(3). Angd,
|

even though thé exception was not spelled ocut until 1968, we
]

|
will also be ccnsidering such prosecutive problems and potential

R . / .
defenses as lack of intent or good faith reliance on prior
his&ory, the lack of any definitive guidance, and reassurances

of legality by high government officials.

_/ As was indicated earlier, this was an expansion of Director
Hoover's descriptions many years earlier; and, in 1970 the
Supreme Court held, in Keith, that the President 4ig not have
the power described in the second (last) sentence of this
section. '

28
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In addit}on to the difficulty one could expect tryiﬁg to
apply éil of these principals to the following facts, there ig
another problem that should be kept in mind,

Today, we tend to be quite jaded about these matters,
for almost everyday we read in the newspapers of a new
intelligence—gathering Program or technique. Up until the-
Keith case was decided in 1970, however, very few people eveﬁ
knew about national security wiretapping. For those who dig,
it was almost impossible to find out anything definitive
about the power, for '"one simply does not'inquire into such
matters." In addition, the state of the law was still very
much undecided (as noteg earlier, it was not until 1967 that
the Supféme Court held in Katz that wiretapping Protecteq
peoéle in addition to Places,) Thus, up until a few yvears
ago this entire matter was shrouded in Secrecy, and the lack

of any public information, coupled with what now must be

DRI . X At ey i TNC S D Kaka. T 4 b
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““Major Operations"
A number of the activities the task force investigated
involved programs which spanned many years and which tended to

ebb and flow over the period. 2nd, more often than not, the

" program lacked a specific directive, order, or statutory basis:;

instead, its authofity was a combination of elements. For our
purposes here, we will select one such program (perhaps the
most pervasive), trace its development, and then explain why
a prosecution would be inappropriate. We Selieve the same
pfincipals which dictated that conclusion apply as well to the
other programs which will be discussed, but much more briefly.

"SHAMROCK" was one of the most. pervasive programs the

/

task force éiscovered, spanning over 30 years; like so many things
that grow to massive proportions, however, "SHAMROCK" started

very innocently.

(footnote continued from page ) . 7
In addition to these, the task force discovered a second
category of activity , which, though Questionable, was non-
prosecutable. For example, NSA ‘and CIA engaged in a number of
support activities which helped w1retapp1ng programs. They
obtalned telephone toll records, pros ; MER

AN ko Eupplled the D.C. Police
Department and the Secret Serv1ce with wiretapping equipment,
supplied an office to assist in a program to review domestic
telegram traffic, and recruited agents and introduced others to
them (agency representatives and personnel provided to assist
their communication carriers). All of these activities, while
relating to other various wiretapping programs, did not themselves
involve intercepting communications; thus, they clearly did not
violate the wiretap statutes,

: . -~ . y o
B e R T R S T S S LS AP PR il oo s w2t e O iy = e —. e % ¢ 5 - @ A
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Faced with the ever—increasing threats Posed by Japan

- and Germany, Director Hoover started working with the Department

©n a proposed executive order to permit the brogram, but

before the Order could be finalized, Pearl Harbor intervened.

While all this was occurring, though, the Bureau wasg

moving ahead. Very soon after December 7, the Bureau was

companies to hold up the transmissions of messages to certain
counﬁrie; for 24 hours, ang then to make copies of the cables
availﬁble for review. The Trequests were made and supri;ingly,
yet understandably, the companies readily agreed. The Attorney
General was Promptly advised,thereby putting the Department

on notice the program had begqun.

_/cont'd

Cooperate, but this time they did so expressly on the ground
that they felt they were pProhibited by law from doing so and
would be subject to Possible prosecution if they complied!
As we shall see, this was a continuing concern of the companies

and, unfortunately, their initial instinctsg would, many years
later, prove to be correct, :

-
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Once again, as in 1940, the cable companies' survival

- instincts- were aroused, but this time they were in a different

position: they were already supplying the cable copies.
Nevertheless, their concern soon mounted, prompting them to seek
assurances that the "federal government [eould] guaranfee to (sic)
commercial communication companies against criminal liabilities
resulting from these companies furnishing to the Army certain
documents and tfaffic.“

Twice ~= in 1947 and again in 1949 — the companies were given

the assurances they sought. Of more than passing interest, though,

was something else than Secretary Forrestal said to a group of

-/

executives of IT&T and RCA:

- » - While it was always difficult for
any member of the Govermment to attempt to

" commit his successor, he could assure the
gentlemen present that if the present practices
were continued the Government wounld take whatever
steps were possible to see to it that the
companies involved would be protected.

/ For some unexplained reason, no mention was made of the
companies' practice of supplying copies to the Bureau.

-/ Initially, Secretary of Defense Forrestal told the group he
was speaking for President Truman in comrending them for their
cooperation and requesting their continued assistance because
the intelligence constituted a matter of great importance to
the national security. fTwo years later, on May 18, 1549,
Secretary of Defense Johnson met with officials of the same
companies and stated that President Truman, Attorney General
Tom Clark, and he endorsed the Forrestal statement ang would
provide them with a guarantee against any criminal action which
might arise from their assistance., Former Secretary of Defense
Laird, as late as 1973 when the program was halted, said "sHAMROCK"
was also tacitly endorsed by him. _ .
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He also said that, so long as the present Attorney General was

in office, he could give assurances that the Department of
Justice would also do all in its power to give the companies
full protection. 1In an effort to clarify this latter point,
& company official inguired if Mr. Forrestal was speaking
not only for the Office of the Secretary of Defense, but also
in the name of the President of the United States. Mr. Forrestal
replied that that was correct.

Two years latery essentially the same representations
were made, however, the memorandum reflectipg that fact had
an interesting pair of handwritten notes, one saying, "OK'd.
by the President and Tom Clark," and signed by Louis Johnson,
and the other initialed as approved, "T.C.C.," Presumably
meaning then Attorney General Tom Clark.

Tﬁough Ccongress repealed the Censorship law, it
recognized the need of the Presidént to get advise in certain
domeétic, foreign, and military aréas, particularly as they

relate to national security matters, so in response to that

. heed, Congress enacted a law which established the National

Security Council (NSC). PFive Years later, in 1952, the President

signed a directive which created the National Security Agency; the

functions assigned to it included responsibility for "SHAMROCK".
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PV Y the buotter part of the next two decades, the Bureau

v. ! ‘élg with the newly-created Agency,tbecomiﬁg a

i “4—1 \x‘

;‘ et aevietr between the Agency and the companies for the
e *

:?L.;. o{ picking up cable traffic. Then, for reasons not
¢f mament hele, the Bureau withdrew its participation in the
joegzam tn 1373, and in May of 1975, "“SHAMROCK" was halted
sntirely when the Agency al'so stopped the practice.

uhen N3A first assumed.responsibility for the "SHAMROCK"
spatsticn in 1952, the practice and the procedures had already
bt established for more than a decade. .Those bProcedures
f;rist;cd %SA employees access to all diplomatic Eéésages
»umead by the RCA, ITT, and Western Union offices located
2 Sav York City and Washington, D. C., as well as the RCA
#%i 177 offices in San Francisco. RCA provided NSA employees

sitt diplicates (drop copies) of all international messages,

S3us tequiring Nsa employees to visually screen and select

41 dlplematic messages for microfilming on NSA-owned machines

;-“ﬂ'-d ©n tha RCA premises. Western Union and ITT (starting

$4 ™), wert further, providing NSA agents with a daily

6610%{1*: “f diplomatic messages which had already been
es:ted oy and photographed by company employees on NSA-

Swat
‘*“2” Machines. The investigation also shows that NsA

b B ”""l Hg
4 given access to all perforated paper tape copies of

“‘00\..
‘”"l Massages transmitted by RCA and possibly from ITT.

T - iy,
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:'NSA started to select out other

international messages containing the names of persons on
. _/ ,
what was called the watch lists. ‘______J
Statutes
Though it would seem that the companies, the FBI,
and NSA violated clauses One and three of §605, there
are a number of problems with trying to prosecute anyone
for this activity, including the following possible defenses:
(1) Prior Presidents and Attorneys General had
notice of and, in at least Cne case, appeared

to approve the Operation;

~ {2) Two Secretaries of Dafense had tried to give the
; companies immunity;

(3) clause one of §605 permits companies to disclose
' information "upon demand of lawful authority;" 2

-

-/ This was a list of names maintained by NSA for other
investigative agencies of persons about whom the agencies wanted
investigative information, usually for domestic security

Teasons. This use of this list continued until 1973 when

Attorney General Richardson terminated the practice.

-/ Title III does not apply for the collection method was non-aural
-~ copies of telegrams ang magnetic tapes containing electrieal
impulses. Accord, Smith v. Nunker, 356 p. Supp. 44 (D.cC. Ohio, 1972)

-~/ A few years ago, a United States attorney asked the Department .
What that exemption encom assed, and in reply we said the term
“embraces any state or federal agency authorized by state or

federal law to demand, by subpoena or otherwise, the production of
books, records papers, or other documents, " (Emphasis supplied.
While'the statﬁte speais in terms of a‘"deﬁan ,"pthe requggts to)

he companies here were at most, patriotic pleas plus artin
(footnote continued) ' ¢ Pat: P P p g
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(4) There Wasno divulgence outside the
- Executive Branch, so there was no
divulgence within the meaning of §605;
(5) A use which benefits the Government ig

not the type of "use" contemplated by the
statute;

(6) It is not illegal to "ask" a company to

give out copies of cables. If the
company complies, it may be violating the
statute but the recipient would not; and _
(7)  The putative defendants acted in good faith,
and they lacked the necessary intent to
Prove a violation of the law.
In addition to these problems, there are gz number of
other reasons which militate against prosecution,

First, as is clear from a review of @ evolution of the

President's power (with which the Bureau and the Agency were
familarl was unknown. Ang although by today's standards

the power wasg virtually open ended, " SHAMROCK" would have
fitt.ed quite easily, then within its Parameters, especially
in 1941 when the program started. That, coupleg with the
notice to the Attorne§'General could lead o to believe

he had accepted it under the President's NSES pPower,

_/ (footnote cont’d) '
Promises of protection, Still there is a question whether

the agencies coulg be said to come within the demang part;

moreover, this defense could only be advanced by the companies,
not the Agencies. e e e
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4Se¢chd, it would be singularly unfair to carve out
for prosecution those who carried out the program the last
three years it was in éxistence when they had no reason to
question the legality of a program that had gone on for 30
years. :

Thirg, alﬁhough it is not directly controlling here, the
dirgctive whicﬂ created NSA and gave it certain powers to
collect informqtion expressly provided that because of the
speéial nature Pf their work, prohibitions contained in
"orders, direct%ves, policies. . . of the Executive Branch
relating to the:collection « « « 0f intelligence + < . shall
not be applicabie to [such] activities, unless specifically
80 stated. . . L" Thus, agency employees could very easily
have concluded Lhat if there was a prohibition to the program,
it dia hot apply to them (Throughout all of this, it is also

important to keep in mind that the potential defendants are

all laymen and, as we have seen, the law in this area is

complex.)

Fourth, Congress, by funding this program, undoubtedly
had some understanding of its existence. We"aléo know
that various Presidents and cabinet officers knew of the
Program but did nothing to halt it thereby permitting

agency personnel to believe it had Executive approval.
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Fifth assuming it could be shown that a'President implYedly
authorized the program, and assuming he had the power to do S0,
Section 2511 (3) would'exempt the program from either wiretap
statute coverage. Finally, even if the statute (§605) applies
all of these reasons indicate the poteﬁtial defendants acted in
good faith sufficient to negate the criminal intent.

'For all of these reasons, the task force recommends against
prosecution of power and agency Personnel for operation "SHAMROCK"

As noted earlier, other programs will be discussed briefly.
While each employed different means of sﬁ;veillance, presenting
different problems under §605 and/or §2511, they‘share ﬁany
common defenseé. More important, the basic question involved -~

whether it is just to prosecute individuals for these activities ==

remains the same.
. * * *

NS§ had two other programs that fall within the “Major\\:7
Operation" group =- MINERET and |

MINERET was started in July of 1969, and it formalized
the agency's practice of collecting information for the Secret
Service and the FBI about péople in whom they had an interest.
(e.q9., civil disturbance and national security information).

MINERET gathered intelligence.froﬁ a variety of communication

)

programs involving both aural and non-aural cormunications. Scme
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"of the ipput for this program came from operation "SHAMROCK;:_I
but other than that, the MINERET input came from communications
that had at least one terminal in a foreign country. (The
interceptions occurred both from within and without the
United States.z

! In midf1970,'MINERET was enlarged to include checking to

see if any intelligence concerning marcotic trafficking was

picked up incidenfaily as a by-product of its work. Later, it

included the use of a watch list B

The task force recommends against prosecution for a number

of reasons.
First, the Attorney General decided in 1971 that electronic

surveillance to obtain intelligence concerning potential

domestic violence was within the President's national security
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bower. second, as late as November of 1975 the Attorney

General saggested to the Senate Select Committee that it was
arguable there was no reason for people to expect privacy if
their communications are transmitteg by radio; therefore,

the Fourth Amendment would not apply. '(This conclusion would
include the wiretap Statutes as well.,) fThese Positions nnuld
undoubtedly be asserted as a defense to any prosecution.: In
addition; there is the problem of the TOP SECRET order concerning
NSA mentioned earlier, and which Suggested they were not under
the sameAprohibitions as other members of.the community. On

that point, the Senate Select Committee concludeé in a fecent
report that there were no ex1st1ng statutes which controlleg, .~
llmated or defined the intelligence activities of the N&a;

that no statute or executlve order prohibits Nsa from monitoring
a telephone circuit with one terminal in the Uniteqd States; and
that there is no statute which prohibits the watch list program. ~

So, a8s with “SHAMROCK" an argument could be made that ;

viclated at least one if not both of the

wiretap statutes- however, any prosecution would have to over-

slim, For these reasons, the task force recommends againgt

prosecntion of any agency Personnel for MINERET

/ S. Rep. No. 94~755, gith <ong., 2nd Sess., Book pp. 736,
756, 761 (1976).

+ Ay Trp— B’ 2 o I
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] E The final "major operution® involves a program first

i

named NARCOG.

In October 1969 the President, deeply concerned with a

- bas .,

number of serious Problems arising frop international narcoties
traffie, established the White House Task Force on Heroin
Suppression, ang CIA was directegd by the President to provide
the task force‘with assistance.E;é CIA office of Narcotics
Coordinator was established (ang later reorganized under the

1 ) name of NARCOG) to provideirepresentation of CIA on the

working group, liaison with Other agencies, ang intelligence

reports and studies concerning the Principal areas of task

O W N R R

force concern

-

The information gathered by CIA was obtaineqd Primarily a;_7

and then a review to gee if any by-product of the

NSEs activity involveg drugs. In addition, cra engaged in othe{_j

Overseas interceptions specifically condacted to gather inter-
national narcoties intelligence.
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‘ When overseas CIA 'stations inadvertently acquired

¢ - information concerning the narcotics trafficking activities
of U.S. citizens as the result of electronic surveillance,

the local CIA official would reportedly surrender the

information to his local ‘BNDD counterpart and take steps

to insure that no further collection ¢n the U.S. citizen occurre@Z}
The task fofce believes a prosecution for NARCOG would be

inappropriate in light of the problems which arise bécause of

4 the implied Presidential authorization which caused the activities

tp start. In addition, neither NSA nor CIA conducted any

specific surveillance of American citizens specifically to meet

its responsibility under NARCOG; the only information supplied
was information gathered from intelligence collected for other
purposes, in short, it was by-product 1nformatlon.2:}To

whatever extent CIA wiretapped, 1t was (with one exception

discussed next) done totally outside the country, and it

]
r
R
K

did not involve this Nation's communication system, and
therefore it did not violate the wiretap statutes.)} For these
reasons, the task force recommends against Prosecution.

] ' “Minor Operations® {

ran for a four month periog during 1972-73

during whiqh the CIA intercepted (by radio) certain radio
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telephone communications between this country and Latin —7
America (the surveillance was directed against a foreign
target) for the purposes of gathering narcotics information.

—J

There are, as we discussed earlier, a number of directives

T e et b e cee M e w3t an

The interceptions ocecurred within %=ig country.

authorizing CIA to gather intelligence information angd those,

; i
' oo

coupled with the President's insistence that the agency

coﬁtribute to the maximum extent possible and "mobilize its

full resourcesito fight the international drug trade."

I .
could be construed by some to be tantamount to Presidential

! . -
authorization ﬁnder §2511(3). 1In éddition, it was during this

time that the President considered narcotics control a matter
!

I
of foreign policy. He said it was imperative to halt the

1

flow of drugs; that drugs were a menace to the ‘general welfare

of the country, that the drug fight was one of the most important,

the most urgent national priorities; and that keeping drugs

out of the country was as important as keeping the enemy from

entering,

MR 1T (J's'\.'ﬂf"

Congress has also recognized the need for such intelligence

R IO

and the general propriety of utilizing CIA and NsA to obtain it,
at least to the extent it provided for the funding of such

g programs and received reports of the results, e.g., budget

[Py

regqguests.

s o
L]
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i While these factors do not bar a prosecution as such,
g they do act to cloud the issue considerably so the chances of a
4
; -
i conviction are considerably slim,
%
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conducted pursuant to the agency's guidelines ang approved by

A
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L
.y

its general counsel. For these r'easons, the agency personnel

S
-

could be sa2id to have acted in good faith which, if true, woulg

b

ity

tend to frustrate any chance of proving the requisite criminal

)

intent. -

SWVT (o W

Accordingly, the tas) force recommends against Prosecution,
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The chance of a successful Prosecution_are not very good
for an importént element, criminal intent, would be difficult

to prove, and there are serious questions whether the

temporary—interceptioh—and-destruction practice would satisfy

the "divulgence" or "use" elements of 605,

For all of these reasons the task force recommends
against prosecution for these testihg practices. ,

coNcruszon

This report quitg obviously did not focus on the particulars
upon which affirmative prosecutive decisions may be made in
specific cases. Rather, it attempted to provide the important
legal and factual detail one should consider in determlnlng
whether inquiry into any specific activities should be
terminated for lack of prosecutive potential or whether
further investigation should be pursued, e.g., by grand
jury. -'

The task forece recommends that all further inquiry be
terminated, for there appears to be little llkellhood if any,
that conv1ctlons could be obtained on the basis of currently

avallable evidence or evidence which might reasonably be

developed.
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The irvestigation has not revealed for . instance a single
case iﬁ!whicﬁvintelligence obtained by means of electronic
sur?eillance was gatheredca used for personal or partisan
political purposes. fhe participants in every questionable
operation, however oblivious or unmindful, appear to have
acted under at least some colorable semblance of authority~
in what they conscientiously deemed to be the best interests
of the United States. While they may be regarded from our
current perspective as having abused their broad discretionary
bower on occasion, that ill-defined power was conferred upon
them and their agencies with a bevy of sweepiné—gfesidential
claims of power, Executive orders and directives,
legislation and (e.g., the National Security Act) and ; number of
NSCIDs. If the intelligence agencies PoOssessed too‘much
discretionary authority with toé little accountability, that
would seem to be a 35-year failigg of Presidents and the
Congress rather than the agencies or their personnel."

In addition to all of these problems,'thére is the
specter, in the event of any prosecution, that there is
likely to be much "buck~passing” from subordinate to superior,
agency to agency, agency to board or committee, board or

committee to the President, and from thelliving to the dead.




Security Counecil Intelligence Directive (NsC1Ds). Since the

President hag the only fvcteﬁhop the Council, itg NSCIDs are

e e e s e e ettt ——

- .deemed by both CIA and NSA to bear his imprimatyr,
- “ coo ) e T T
The NscID Primarily applicable to CIa, NSCID‘Q, directs
the DCI to establish'comprehensive national intelligence
objectives generally applicable to foreign Countries, to

Coordinate a1g foreign intelligence activities, to see

1971, nemerandum freop President Nixon, the objective of which

and to brovide more efficient use of resources by these agencies

in collecting intelligence. In 1974, President Forg Teaffirmeq




—_—~ .,

P Y VRPN EPIL G ¥ I P LT O PR Y

A

e

FROM

SUBJECT:

T CBA FPMA (4L CrR) 101.11,8

UNITED STATES GOVERNME

Memorandum

- .- - - « e - e e, Cm eCdrmrm e Ly f e e o e o - . -

STy tome o REP=STCTET - COMINT MATERTAL ATTACHED
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Robert-I. Keuvch .
Deputy Assistant Attorney General .DATE' March 4, 1977
Criminal Division

George W. Calhoun

-Chief, Special Litigation

Prosecutive Summary

Attached hereto is a copy of a draft of the
prosecutive summary. (Corrections are being made).

As you will see, it contains some detailed information

which might otherwise be unnecessary, but because
Mr. Civiletti does not have a background in this area,

the report has been expanded to fill him in ang give him
a perspective.

It goes without saying you should make any changes you
wish, and if it is not acceptable at all, let me know.
Also, if you need the underlying report let me know.
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Buy U;.S‘ - Savings Bonds Regularly on the Payrsll Savings Plan
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and comélexities of providing discovery of national security

materials (e.g., NSc, prias, DOD, and white Houée documents

and record), as well as sensitive foreign intelligence.

gathering methodology ang technology to any potential defendant
and to the public (as the result of any trial). These consider-

ations ~ become particularly acute when weighed against the

Rather.than to look to pPossible prosecutions to provide
any remedial help, the bettef_remedy might be to seek and to
undertake administrative revision of policies ang brograms.
These could include the following.proposals:

1. Governmental agencies charged with the research
d

tain international criminal activitiesg ag matters
affecting the national security (e.qg., international
narcotics trafficking, gun-running, ete.) for

purposes of foreign intelligence—gathering. i )
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National security~intelligence agencies should
“be authorized to provide appropriate U.S. law
enforcement agencies with crimina; intelligence
incidentally obtained in the exXercise of their
lawful functions, including information indicating
crimina}l activity:on the part orf U.S. citizens,

fic procedures brescribed for the lawful
exercise of that authority, IR

The 0ff+ce of General Counsel for each intelligence
agency should be staffed with one or more attorneys

With expertise in electronic surveillance law ang

Federal criminaj law ang bProcedure

t * *

recommendations of the task force set forth above

BENJAMIN R, CIVILETT;mﬂf
Assistant Attorney Gehara)
Criminal pivision -
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