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. 7. 1 assigtance in devalopning a secure
communicationy system will be appreciated, . [&-2.J'cccupies a quarter .
of & page in the new Munich Telephone Book. AlT calls go through
NMunich Military 2321, the compound switchboard. The gecurity of
this Iine.is questionable. Within the compound telephone conversa—
tions ‘are considered securej the basis for this agsunption is unknown.
Constant telephone traffic between Pullach and Karlsruhe, comparable
to that carried.on betwsen most operational bases and EKarlaruhe,

" would lmmediately reveal the connection With[lZ Tto the (5.7 German
switchboard operators-aus well as to any agancy tepping the 2321 Iina,
¥o will request Philp to establish a direct telephone line in one of - -
our restricted offices (off limits.to sll but our own staff personnel).
This phone will be registered under our. cover designation and utilized
for all outside calls in which our security sims are invelved. The
feasibility of this solution 7111 be examined.more in detall in the

 future - w <
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- 8. - Any transportetion assigned: to the {5 Staft mua..
+license plates not previously utilized. at an’ operational ‘base. . .
»this roapect,. sceial’ and ‘buginess ‘contacts with MOB muat: b care-:
fully -aonsidered. and,gorys:;_gtent)‘with‘the-=@sa-cu;f;.ty-;_gitgatgpnf' SR o
9».  In general,: too'frequentiappearances. at ‘clubs ‘and ather = .. .
»publie’social eventy with ‘the present. US" Stairz;membar's-xll—m-\b@ o o
‘Javolded;®particularly:w th those that:do: local’-repressntation warl
‘Zwith Munich Hilitary Post, Milifary overnment,
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e s i k0y Our ‘staff will be situatad.in a substantial ome~story, .
vstone buflding, just inside Ahe” only - gate- through which one ean’ enter
; thei'compound..: The ‘eompound- L& Jurrouttded by. g high wire ‘Tenae and
& careful’ checking system is enployed at the main gate,.- The ‘German
,Btaff member who acts asg commandant - of the- post ‘Ls’ respongible :for . N
~the - securdty’.of the: entire 'installation-uénd:truquent;r conduets . - o

‘;‘:' " vagourity tesba: to' test the general security. of the-: compound, " Our

"huilding is being provided with substantisl iron bars on “the windows,
» #he" offices 1in:which our files and - funds will be. kapt.will be ‘pro-

rided. with separute, loeks on the-deors, Wo will' be requesting . -
ombination padlecks for thig purpose.: -The entrance to ‘¥he building
:Will be locked.at night by the U8 military guard who will be on duty
An.'the building and at our telephone.extension from the time we. .
. Lleave in‘the evening untilthe offices are opened .in the morning.

3

.1'+:The combinations (or keys)’'for our offices and files will be known
et Yonly to our own .perSonnel. Our offices will be arranged %o ensure

Cthat the code ‘room, the file room and’ the office of our omn .staff
;/secretary . will' be off limits to all but -our own gtaff personnel.
' 'Correspondence. internal to.[%.4:] and open to both German and US
" Military Staff’personnel will be kept in separate steel £iling cabinets
" -located in the less restricted offices of our staff and will be maintafne¢
. by .2 German secretary provided by the organization., . -
- - 11. During one of my recent diseussions with Philp on the .

sublect of security, he reported that the impending turnover of

{&5.57Pto our organization is a muchfdiscussed matter up gt Heldelberg.

IT this 1s true, the Leputy Directcr wmight be nilling to take this

up at a staff conference in the nesar future. Tt will ba impossible
. to conceal the takeover {from them since many of them are now con~
" cerned with gtaff. supervigion of iZ5.4.] The only other alternative
thus appears to lie in recruiting the Deputy.Pirector's asgistance, .
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.. 1.  Since the designation of pressnt ‘wilitary cover- for [&ad - o
is probably well. eompromised within the Munich.Post, 1f appears un. R
.desirable Lfowm an-long ranga_:fsecurity‘pom}:‘ “of,ﬁrieﬁz“wl,hgt our shaff - - b
_members ‘be ‘agsigned to that organizetion, ' Since connaction with e S
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‘-'d‘.ﬁ: Registi-étion with all local agenéias. .
‘e, Cog;ar atory for fpétmal contdcts outside of business.

T 2, Our restricted telephone ' {direct Itne out of compound) -
"Wi111%be Iisted under -this ‘cover deaignation and our ‘sgcretary will
" be briefed to gnswer all incoming calls r&ccord,ingly.,ﬁll .calls, -
:1loecalior Iong: distance, tor ] units in

ermany 'will be made over
thig phone. and booked unctlgrﬂpn;g“;cgver' designation. . .

a ~Gince it is contemplated that most married stafr personnel
will-be assigned quarters- in- the Pullach area, soeclal contacts, wmith.
*US-and" German. families 1iving 4in or near the compound and connected

‘- with [%62 can be expected, . Within [Zod eirel

; es this offers only
*. the usugl- persgonel: sgcurity probléms. Hererences to previous -.
“1ntelligence experience in the Theater and doding wartime should be
. " Vague, especiglly with Tespect to recent assignment in the Théater,
Previqus connection withy 7 cannot be diseclosed
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