Key Judgments (zrom octevex 2002 NIE) I

Iraq’s Continuing Programs for Weapons of
Mass Destruction

We judge that Irag has continued its weapous of may destruction (WMD) programs in
deflance of UN resolutions and restrictions. Baghdad has chemical and biological weapons
as well a5 missites with ranges In excess of UN reatrietions; if Jeft unchecked, it probably
will bave 2 noclear weapon during this decade. (See JNR alternative view at the end of

these Key Judgmenés.)

We judge that we are seeing only a portion of Iraq’s WMD efforts, owing to Baghdad’s
vigorous denisl and deception efforts. Revelations after the Gulf war starkly demonsirate the
extensive efforts undertaken by Irzq to detry information. We lack specifie information on meny
key 3spzots of frag’s WMD programs.

Since imspections ended in 1998, fraq has maintained its chemiesl wespans effort, energized
its missile pregram, and lnvuted more heavily in biological weapons; in the view of most
agencies, Baghdad is reconstituting Its suclear wespons pmgn_m-

+ lmg's growing ahifity to sell oil illicitly incresses Baghdad's capabilities 1o finance WMD
programs; annus) carpings in eash and goods have more than quadsupied, from $5680 million
in 1998 to about 33 billion this year. .

< Jraq has Jargaty rebuift missile and biolopical weapons facilities damoged during Operation
Desert Fox aud has expanded its chernics] and biologicst infrastraciure wnder the cover of
civilian prodyction.

. Baghdadhas exceeded UN range Himits of 150 kan with mbaﬂuncmasﬂwmd:swmkmg
with unmonged acrial vahicles (UAVs), which allow fora more: Ieteal means to deliver
hiological ang, less likely, chemical warfn:n agents.

s Although we assess that Seddemn does notyerhnve nuclenr waapons or suﬁaent matexial to
make any, he remaing intent on acquiring themn, Most agencies assesy that Baghdsd started
gmns:li’mn;:g;és sugceor pmgmm abopt the time that UNSCOM inspectom deparieda-

- Decamber

How quickly Jrag will obixin its first naclear weapon depsads on when'it acquires
sufficient weapons-grade fissile material. ARon dep

¢ If Baghdad soquires sufficient fiseile mmmal ﬁnm abroad it could make t; nuclesr weapon
within seversl months to a year. o




-

*. Without such material from abroad, Iraq probably weuld not be able to make 'q\_ﬁ?apon unti]
2007 10 2009, owing to inexperience in building and operating centrifuge facilities to produce
highly ensiched wanium and chailenges in procuring the necessary equipment ang expertise.

~ Most agencies believe that Saddam's personal Interest dn sad Irag's agpressiva atlempts
to obtain high-strength aluminum mbes for centrifuge rotorg—as well as Isaq"s avempts
to acquire magnets, high-speed balancing machines, and machine tocls—provide
. campelling evidence that Saddam ig reconstinging a ursaium earichment effort far
Baghdad’s nucisar weapons program. (DOE agrees that yeconstitution of the nuclear
program js underway but assesses that the tubes probably are not part of the progrm.)

~ Iraq’s efforts 10 re-establish and enhance its cadre of weapons pervomme] as well as
activities at several suspect nuclear sites further iudicate vhar reconstitution is wnderway.

~ Al agencies agren thet about 25,000 centifuges based on tubes of the size kraq is tryiug
to acquirs would be capable of producing approximately two weapons” worth of highly
ezriched aranium per year.

¢ Tus much less likely sconarjo, Boghdad contd maks enough fissile matesial for anuclear
weapan by 2005 to 2007 if it obtains suiteble centrifuge tubes this year and has alf the other
materials 2ad techinological expertise necessary to build production-scale uranfom :
enrichiment facilities. : i ) :

We assess that Baghdad has begu renewed production of mustard, sarin, GF (cyclesarin,
and VX; i3 capability probebly is more limired now Gan it was a1 the tine of the Guif war,
sithough VX production and agear storage life probably have been improved.

. Anamyofeiaﬁdesﬁne reporting reveals that Baghdad has procuréed covertly the types and
quantifies of chemicals and equipsnent sufficient so allow limited CW ngent productidn
hidden within Iraq"s kegitimate chemical industey, S

s Although we have Kttfe apeciﬁo information on fmq’s CW stockpdéSaddam probably bas
stocked at leasr 100 metric tons (MT) and posgibly as such 23 560 MT: of CW agents—anuch
of it added in ke Jast year. .

* The Iragis bave exparicnes in manufacturiag CW bombs, mﬁllﬁymckén, sud projectiles.
We nssess that that they poseess CW bulk fifls for SRBM warheods, including for u limited
number of coverty stored Scuds, possibly n few with extendod ranges,

Wejndge that all key aspece—R&D, production, and wasponization—~of Lrag’s offensive
BW program are active and tharmest elements are Invger and moyxe advaiesd than they
were hefors the Gulf war, . _ '

* Wejudge l:ag has some leths] and incapacitsting BW agents and is capable of quickly
pmdncmg_ax! weaponiZIng & variety of such agerits, including anthrax, for deliv )
bombs, missiles, aerial sprayers, and covent operatives. ge receby




~ Chapses ave even that smelipox is part of lrag's offensive BW program.
- Bagbdad probably has developed genetically cngincered AW agents.

. Baghdad has established a large-scale, redundawt, ond conesaled BW agent production
capability.

— Bgghdad hes mobdile faciliries for producing bacterial and toxin BW agants; thego
facilities can evade detection and are highly survivable. Within three to aix months®
these units probably could produce an smount of agent equal to the total thatlraq
produced in the years prior © the Gulf war. :

Iraq maintains a sman mizsile force snd geversl development programs, indeding for a
UAYV probably intended to deliver bjolopicnl warfare agent.

*  Guaps in Iragi aceounting to UNSCOM suggest that Saddam retains a covert force of up toa
few dozen Scud-variant SRBMSs with ranges of 650 to 900 km,

+ Iraq is deploying jts new al-Samond and Ababil-100 SRBMs, which are capable of flying
beyond the UN-suthorized 150-km range Limit; Iraq has tested an el-Samond varians beyon
150 km~~perhaps as far as 300 kom. -

~ » Baghdad’s UAVs could threnten Iraq’s neighbors, US forces in the Persian Gulf, and if
brought cluse to, or into, the United States, the US Homeland.

~ Anlraqi UAV procurement network sttempted to procure commercially availabls route
plaxning saffware and an essocisted topographic dambase that would be able to support
targeting of the United States, aceording to analysis of special intefligance.

~ 'The Director, Intelligence, Surveillance, and Reconsaingance, US Afr Foree, doesnot
ogree that Iraq is developing UAVs primarily intendad ta be defivery platforms for
chemioal aud bislogicel warfare (CBW) agents, The small size of Irag's new UAV
strongly suggests a primaty role of reconnaissauce, although CBW delivary j5 an tnheront
capability, T

* Iragis developing medium-range ballistic missile capabilities, largely through foreign
assistance in building epecialized focilities, including a tent stand for engines more powarful
thew those ib §ts current missile force. ‘

We have low confidance in owr ability to sstess when Saddam would s WMD,

* Saddara conld decide touse chenrical and biologic! warfire (CBW) preemptively against
US forces, Biends, mdnuiesin&omaonihmammptto m;,t%)s Waxpwpm:ﬁons and
undermine the political will of the Coalition. ' ,

*[Corrected per Errata sheet igsued in Occober 20027
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«  Saddam might use CBW after an initic] edvance into raqi tarritary, but carly use of WMD
could foreclose diplomatic options for stalling the US sdvanes,

«  He probably would use CBW when he perceived he irretrievably had lost contro} of the
military and security situation, but we are unlikely to know when Saddam reaches ﬂm point.

¢ We judge thai Saddsm would be more likely to use chemieal wenposs than biejogica)
wespons on the battlefield, )

. * Saddam historically has meintained tight contro] over the usa of WMD; howaver, he

probably has provided eontingency instructions to his conmanders to use CBW in specific
. circumstsoess. .

Eaphdad for pow sppears te be drawing a line short of conducting tervarist atéacks with
convantions} or CHW against the United States, fearing that exposure of Iragl involvement
would provide Washington a stronger cause for making war.

Iraq probably wonJd attempt clandestine attacks against the US Homeland if Baghdad
feared an attack that threatened the xurvival of the regime were immineat or unavojdable,
or possibly for revenge. Such attacks—more likely with biologica) thsp chemical agentsn
probably would be carried ot by special forces or intelligence operatives.

* The Iraqi Intelligence Service (1IS) probably, has been directed to conduct olendestine attacks
against US and Alfiad inverests in the Middle Eest in the event the Usrited Strtes takes action
agamstIraq. The IES prodably wiuld be the primery mems by which lrag wonld atiempt to
comduct any CBW attacks on the US Homeland, althengh we have no spacific ntallipance
Information that Saddarm’s regime has directed attacks agningt US tetaftory.

Saddam, if sufficienty desporate, xuight decide that only an organtzation such a3 al-
Qu’ida—with worldwide redeh and extensive terrocivt infrastructare, avd aiready emgaged

" inalife-or-death striagple againas the Uhited Stateq-conld perpetrate the type of terrorist

attack that ba wonld hope to conduct,

* In such circumstances, ho might decide thar the extrame step of assisting the Islatnise
terroniats in. conducting 8 CBW artack agpingt the United States would be his last chancs to
exact veugeance by toking 2 darge number of vietimg with him. '

[ Stare/INR Alternative View of Trag™s Nuckiar: Program -

The Agsistant Secretary of State for Imemgen.oe and Rasesych (INR ' ) belizves that Saddam
lc;vu‘;:ﬁ:ig\:es a?] waft nudcarmmmawﬂmwﬂaue Je eviderise mdictes fiet Baghdad s

ng at least g Fo rozintain and acqpire nuslear wespon-related ¢appbilities,
The activities Wo have detected do not, howeer, add o to a campelling case that freq ia
cumently pursuiag what INR woudd consider to be'an integrated and eomprehensive ‘approach to

(eoulinwed on newt poge..) |
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{continued ,.) Stnlel]-N_RAlternatiu View . -

ecquite nuclear weapons. Iraq may be doing so, but INR tonsiders the available evidence
inadequate lo support such a judgment. Lacking permuasive cvidence thf Baghdad has fagnched
a coherent effort to seconstitute its nuclcar weapons program, INR is unwilling to specuate that
such an effort began soon afier the departore of UN inspectors or to projecta timefine for the .
completion of activities it doez not now sec heppening, Asaresutt, INR is unzble ¢ pn:dmt
when Traq sould acquire 5 nuclesr device or weapon. , .

In INR 's view Iraq's efforts to nequire aluminm tubes iacentmlta th: amcmatﬂaghaadis
reconstituting its nuclear weapons progra, but INR i na:pmadcd thof the tubes in qusation -
ara intended for uss o5 centrifuge rotors. INR aecepts the. judgment of technig] i experts at the
U.S. Department of Enemy(DOE) who hive conchided that the fribes Irag secks to acquire are
poorly suited for use in gas centrifuges to be used for uratiam enrichment and finds .
unprisuasive the arguments advanced by others to make the case fhat tey are intended for that
purpose, IR considers it far more fikely thut the tubes are intended for another purpose, most
fikely the production of ariillery rockets, The very lafgcqmmas being sought, the oy the
whes were tested by tha Iragis, ond the atypjcal lack of attention fo opsrational security fa the
procurement efforts ave arnong the factors, in addxpnn to the DOB aszessent, that kead IINR 1,
conclude that the tubes are pot intended for use ip Iray’s nnclenr weapon p_togram.

Confidence Levels for Selected Key Judgments ln :ﬁlls Eﬂﬁm o o

High Conlidence- . T

s Traqis cnntmumg, and iu somm expmaﬁag,:&&’hﬁm‘ml,ﬁmlugieal, nnc!mm:etmmme
programs cofitrary to UN :emlutfou, ¥ I

. lWearenot detacting pertions oftbesewnéop‘}?.ﬁnm '. r A

* Imqpossesses proseribed clmmca! ‘Bud mrugim,lwupum -nud mmuim,

o Iraq could make anuclmrweapnn inmdnﬁumaarm onceﬂacqnm mfﬁcientweapms—
prade fissile material, . . . -

Moderats Canfidence:

» M'MnacwmadewmwmﬁbMMmmmbmfst
have a waapon by 2007 10 2009, (Seemka!temmm,pagcsg '

Low Confldence: ) .

v Whmﬂaddamwnu!duaweayuna of mds: dammian. ' ) S =
*  Whether Saddam wenld engage in c!mdeshne altacks against the US Homhnd. :

. Wh!!h&r in desperation Seddam wacta %"‘t""i Forilogeal we




lli-mmdanﬁwi Krag rezaing

.- spproximately tovo-sndeatialf tons of 2.5

peroent engioked ursnium dxide, which the
TAEA paumits. This Jow-etiched material
could be used a5 feed materia) to produce
engugh HEU for ebout tovo nuclexr weapons.
The use of enviched feed matzrial also would
redoce the initial mumber of centrifoges that
Baghdad would need by abouthatf. Iraq

it only onee & yzar-—and enrich it 1o weapons




-grade before 2 subsequent fnspection
discovered jt was missing. The IAEA lest
{nspected this materisl fn Jate Japnary 2002.

Iraq bas about $50 metric tons of
yalloweake' and Jow-enriched wrsninm ar
Tuwaitha, which is imspected annually by
the IAEA. Irnq also began vigorcusly trying
te procure uranium ore and yellowoake;
acquiring either would shorten the time
Baghdad nceds 1o produce nucleor weapene.

¢ A foreign government service reported
that aa of early 2001, Niger planged 10
aend several tons of “pure uranium”
(probably yellowcake) w krag. Asof
early 2001, Niger and Iraq reportediy
were still working out arrengements for
this des), which conld be for up to 500
tans of yelloweake, 'We donot know the
stotus of this arrangement.

¢ Reports indieate Iraq also has sought
uranium ore from Somalin and possibly
the Democmtic Republio of the Congo.

We cannot confirm whether Inig succeeded
o ecquiting urapizm ore and/or yelloweake
from these sourees. Reports suggest Iraq is
shifting fiom domestic mining and milling
of urznium to foreign asquisition. Iraq
possesses significant phosphate deposits,
from which veaniom had besn chemically
extracted bafore Operstion Desert Storm.
Intelligence information on whether nuclear-
related phogphate mining and/or processing
has been reegmblished is inconchusive, .
Eowever, .

! A vefined forp of naturat wranium.




Annex A . .
Irag’s Attempts to Acquire Aluminum Tubes

[rhiz sxcerpt frotm a longar view inpcludes INR's position cn the African
uranium issua)

INR's Alternative View: Irag's Artempts to Acquire Aluminum Tohes

T TR R
Same of the specintized but dual-use iterns being aought.are, by all indications, bound for Iraq's
missile program. Other cases are ambiguous, such as that of 3 plimned nmagoetsproduction jine
whose snitability for centrifuge operations remains wiaknown. Some efforts involve'aon-
controlled fadustrial material end equipment—inciusding 2 varigty of mdchine tools—and are
troubling because they would help establish the infresiructare for a renewed nuslear program.
But such effarts (which began well before the inspectorz departed)-are not clearly litked o 8
nueless end-uee. Finzlly, the claims of Iraqi purswit of natugal uranium in Africa &, in INR'S
assegsment, highly dubious, ‘ .




