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» Sep 1945. Discussion of further exchange of liaison officers.
* 16 Oct 1945. US liaison officers touring all British field stations.

* 16 Nov 1945. Captain C.P. Collins to relieve Major Seaman and Mr. Ed Christopher to relieve Mr Frank
Lewis for Bourbon liaison at GCHQ.

e 1Jan 1946. Arrangements for exchanging all Bourbon translations including back material.
» 16 Mar 1946. US begins receiving films of Source 267 material.
» Throughout this period, much discussion of Russian machine ciphers (military/NKVD)

e 27 June 1946. Bourbon liaison has been removed from special category, that is, the general Russian
Sigint problem no longer a special compartment — Venona soon would be compartmented.

In the midst of all this, “C” wired the GCHQ representatives in the US as Immediate, 23 Sep 1945:

R.C.M.P. have in custody a cypher clerk from office of Soviet Military Attache. He has already
provided some useful crypto information.

Canadians have agreed, at our request, that he should be interrogated at once by American
officer, if Americans will consent. We consider his information will probably be of considerable
assistance if he is interrogated on technical matters by an officer fully versed in crypto problem
involved.

IfAmericans agree to send an officer (and Canadians ask that it be restricted to one only), please
arrange that he contacts Stephenson in New York who will hand him over to appropriate contact
in Canada. This is necessary to avoid crossing lines with FBI. Stephenson is steering FBI
interrogations in Canada clear of crypto matters.

A follow-up message the same day gave some crypt intelligence that the defector had provided in
preliminary debriefings. The message specified that the point of contact for the U.S. would be Sir William
Stephenson, head of British Secret Service operations in the Western Hemisphere 1940-45 (sometimes referred
to as “Intrepid”).

The ANCICC learned the next day from Group Captain Jones, a GCHQ liaison officer, of the foregoing.
“After clearance from 20~G, Cominch, and G-2 was obtained, it was agreed that it might be profitable and not
too dangerous to take advantage of the opportunity to have an Army officer interrogate the clerk.”>® Lt. Colonel
Frank B. Rowlett departed Washington, in civilian clothes, on 25 September 1945, to question Lt. Igor
Gouzenko, the GRU code clerk who had defected. The KGB almost caught Gouzenko, and after he got away
KGB officers using crowbars broke into his apartment, but were turned away by the police. As we would later
learn in the eventual decryption of one of the most famous Venona messages, Kim Philby had alerted KGB
London upon learning of a message from Stephenson to ”C” announcing the defection.

I. Gouzenko, Bentley, Chambers and the Anonymous Letter
A stunning series of closely spaced counterintelligence events took place in 1945: on 10 May the FBI had
conducted a serious, all-day interrogation of Whittaker Chambers at his Time magazine office (Chambers
earlier attempts to tell all had gone astray in the hands of A.A. Berle and Director Hoover); Gouzenko of the
GRU defected in September; Elizabeth Bentley, a veteran KGB officer, gave the FBI a 107 page statement in

59 From the collection of Bourbon papers cited above.
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November. And for the past two years the FBI had been studying an anonymous letter, from a KGB (or just
possibly GRU) officer. An incredible amount of information became available on Soviet espionage in the
United States—but with very little documentation to back it up. Whittaker Chambers had saved a few papers
that would help convict Alger Hiss; Gouzenko had a lot of papers on Canadian, but not American spies; Bentley,
with the most to tell, had only her recollections. Venona would eventually provide the missing documentation
and identify many more spies.

Frank Rowlett spent several days questioning Igor Gouzenko, codenamed “Corby” and the following
paragraphs are based on his ”Special Report on Bourbon Cryptography: Report on Interrogatlon of Corby”,
dated 15 October 1945.60

Rowlett learned that Gouzenko had gone to the RCMP o/a 10 Sep 1945, in fear of being called back to the
Soviet Union because he had committed a serious security violation. He had first tried to go to. Canadian
newspapers with his story of Russian espionage but had been turned away (Russian trade official Kravchenko
had “defected” to the New York press in 1944, reasoning that by going public he would be protected. We will
see in Venona how the KGB and their American agents tried to track him down.) He then tried the Justice
Ministry but was again rebuffed. Finally, the RCMP took him into protective custody (along with his pre nant
wife and young son).

Rowlett drove to an isolated, lakeside summer cabin some 90 miles from Ottawa where Gouzenko was
under guard. The Rowlett party included Professor Gilbert Robinson, a wartime Canadian Sigint officer,
Inspector Leopold of the RCMP and a driver. (Robmson had conducted the preliminary questioning of
Gouzenko on cryptologic matters— Gouzenko had given names of spies and supporting papers to the Secret
Service, RCMP and FBI.) Rowlett learned that Russian cryptography, in the external affairs area, could be
divided into two types:

* Systems used by Russian establishments abroad in communication with Moscow. These systems were
entirely by encipherment of a code by a one-time additive.

 Emergency or illicit systems which used a substitution alphabet based on one and two-digit equivalents
for the Cyrillic alphabet, which would then be enciphered by a one-time key generated from a book or other
publication readily accessible to both Moscow and the communicant in the field, i.e., both Moscow and the field
had to have the same book, same edition. :

Gouzenko explained Russian crypto-secuirity doctrine and procedures, and the day to day work of a GRU
code clerk. All code clerks were approved and trained by the KGB. Every Russian official authorized to sign
messages—the GRU Resident/Military or Naval Attache, the Trade Representative, the Ambassador or Consul
had a code clerk assigned to him who would prepare the messages. These clerks were responsible to the KGB
for security and procedures—the officials who drafted the messages could not keep file copies of the original
texts of the messages they were releasing. In the case of the GRU Resident in Ottawa, he would bring his notes
into the office of the code clerk, and in the presence of the code clerk write out a message. The code clerk, after
the drafter had left the office, would encode the message and then take it to the mission’s communications officer
who would give it an external serial number and take it to the commercial cable company for transmission to
Moscow (the Russian establishment in Ottawa did not at that time have its own communications facilities).

60 Copies in the Venona Collection, but also in the NSA Archives at CBQM36.
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The Russian text of a GRU message would be encoded by a four-digit, one-part code, that is, the code book
was arranged in strict alphabetic order. When an item had to be put in the message for which no equivalent
appeared in the code book, it was spelled out by means of a Cyrillic or Roman substitution alphabet which was
issued as a supplementary chart to the code. When this chart was to be used the four-digit group 7810 would
be entered, meaning “begin spell” and the end of the spelling would use a special two digit group, 91, to mean
end of the spelling.

The GRU code text would then be enciphered by a one-time pad. All pads, for every agency of the Soviet
government, were manufactured by the KGB. The pads had either 35 or 50 pages each and each page would
contain ten lines of five 5-digit groups, for a total of 50 groups or 250 digits per page of pad. Each page or sheet
of the pad had a two digit number in the upper left hand corner ranging from 01 to 35 or 50 depending on the .
number of pages in the pad. These pads were carefully packaged and controlled. When the message reached
Moscow, a senior officer would determine the addressee and pass it to the appropriate code clerk. Gouzenko
reported, curiously, that copies of these GRU messages would go directly to the KGB for analysis (perhaps he
meant, also to the KGB). Gouzenko described for Rowlett, at some length, the emergency or illicit systems.

Gouzenko believed that the KGB, in producing all one time pads for the government, mechanically
generated them using an apparatus, “which selects numbers purportedly at random by a device using small balls
in some fashion. This apparatus was credited to the British originally, but certain improvements were made by
the (KGB) 6cryptographers when it was adopted by them. No further information regarding pad generation is
available.”61

Rowlett concluded his report with a general observations section:

» While the KGB carefully screened candidates for work in the cryptanalytic organizations, the “standards
are not so high as those set for cryptographers™.

¢ A code clerk underwent 9 months of training.

¢ A code clerk was expected to have familiarity with the language of the country of assignment and be able
to evaluate open source publications of that country. '

* During the war, the Russians had considered the German one-time pad Dip systems as invulnerable as
their own. (note by rlb: late in the war, Arlington Hall broke into the German one-time pad system, which
undoubtedly led to optimism about eventual success against Russian Dip too).

A small team in Bill Smith’s Russian unit consisting of Mrs. Genevieve Feinstein, Miss Mary Jo Dunning
and Mr. Burton Phillips immediately began a study of the Rowlett report in context of the traffic on hand. It
is maddening for the non-cryptanalyst to try to understand, but then to realize, that even with such a source as
Gouzenko, who brought out plaintext of some of the GRU encrypted messages and explained the system in great
and accurate detail, the traffic remained unbreakable. Gouzenko’s background information on the Russian
systems was certainly very important and helpful-—but with it Arlington Hall could not read any traffic and
could at best only add some words to book breaking vocabulary of the GRU code book. But the code book would
not do anything unless the cipher additive, from the one time pads, could be identified and stripped off to reveal
the underlying code groups. Gouzenko had no pads, and if he had it would only have given an opening into the
message(s) enciphered by that particular pad. Gouzenko’s most enduring contribution to Venona was to put the

61 Throughout this account I stick very closely to Rowlett’s words—putting it all in quotes seemed too tedious and I have done some editing
anyway. :
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cryptanalyst into the office of a Russian code clerk, giving us an understanding of how he worked, and what
his systems looked like and how they were used.

Whittaker Chambers and Elizabeth Bentley gave the names of KGB and GRU agents in the U.S., more than
a year before the first Venona translation. A quick summary of their information is useful to the story of Venona
and its place in U.S. counterintelligence history.

Whittaker Chambers

Chambers, a sometime editor of Time magazine, described a GRU network in Washington in the
mid-1930s and reported to the FBI that Alger Hiss and Harry White had been members of the group, passing
along classified information to the Russians. By 1945, when the FBI interviewed Chambers in detail, Hiss had
become an important State Department official and Harry White an Assistant Secretary of the Treasury.
Chambers provided enough documentary evidence to eventually convict Hiss of perjury. White, never charged,
was still under investigation by the FBI when he died. Chambers could give no significant information about
Russian espionage in the U.S. after about 1938 when he severed his Communist Party connections.

Elizabeth Bentley (left) and Alger Hiss (right) at Congressional hearing.
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Elizabeth Bentley, a graduate of Vassar and Columbia with various employments over the years, may also
have had a GRU connection during the later 1930s, but seems to have signed on with the KGB in 1940, acting
under instructions of Jacob Golos, a KGB agent-officer in New York City and major net controller. Bentley

“served as courier between Washington and New York and sometime agent handler. She gradually lost interest
in the work after Golos, her lover, died in November 1943—but it was two years before she ended all contact
with the KGB and went to the FBI. In her long statement to the Bureau, Miss Bentley named almost 100
Americans and Russians connected to espionage or Communist Party activities in the U.S. Of the Americans,
51 were investigated by the FBI (27 of these held U.S. government positions as of the date Bentley went to the
FBI). In terms of Venona, Bentley’s information undoubtedly helped identify covernames in the traffic; she
herself appears in the Venona decrypts seven times under the covername UMNITSA (Good Girl) during 1943
and 1944 and seven more times under the covername MIRNA during 1944—in fact some of the most interesting
KGB tradecraft and security policy information in Venona concerns her. She told the FBI that Harry White was
working for the KGB, as was Major Duncan Lee, sometime executive officer to General Donovan, head of the
OSS. She described the agent net run by Gregory Silvermaster, a government employee, and named the people
under his control. As we have seen, she told the FBI that the KGB had learned something about Arlington Hall’s
Russian Sigint program. Some 29 Americans identified by her as having connections to the KGB appear in the

. Venona traffic. Undoubtedly many more are in Venona as unidentified or unrecovered covernames. Venona
~ identified more spies, in nets with which she was not involved. We can state quite confidently that the
controversial information she provided, first to the FBI and later to a grand jury, to Congress and to the public,
was accurate. Unfortunately, most of the information she gave would be insufficient for prosecution. She
brought out no papers and no one (almost no one at least) provided any corroboration.

While it is generally believed that the Gouzenko-Chambers-Bentley revelations of 1945, were the first real
break into Soviet espionage in North America, one more source needs to be mentioned: the Anonymous Letter

s

of 1943. Written in Russian and addressed to FBI Director Hoover, the unsigned and undated letter was -

postmarked Washington,D.C., 2 a.m., 7 August 1943. The writer has never been identified but was presumably
a KGB (or possibly GRU) officer assigned to Washington. This strange document named only two American
agents of the KGB, but identified major officers of the New York, Washington and San Francisco
Residencies—once again, names that would figure prominently (under covernames) in Venona.%? The writer
said he was coming forward because KGB officers in the U.S. were in the pay of Japan! This absurd statement
may have been made because the author feared his information on Russian espionage in the U.S. would be
ignored unless it was somehow connected to the Axis. Some highlights of the letter (which appears in full in
an appendix):
¢ U.S. Communist Party leader Earl Browder was a KGB agent.

¢ The KGB chief in the U.S. was Vasili Zubilin (true name Zarubin), assisted by his wife, also a KGB
officer.

* Zubilin’s principal assistants included Pavel Klaren, vice-consul in New York; Khejfets, vice-consul in
San Francisco; Kvasnikov, the technical intelligence chief; Shevchenko, operating in Buffalo under Purchasing
Commission cover; Mironov (true name Markov) and more.

62 The Anonymous Letter named Boris Morros of Hollywood and C.P. Chairman Earl Browder as KGB agents.
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» Zubilin, a KGB general, had directed NKVD police and troop work in the occupation of eastern Poland
in 1939, and with Mironov, had been in charge of the murder of the 10,000 Polish officer prisoners thereafter
(the reference here is to the Katyn Massacres of 1940).

All of this information was true and much elaborated upon in Venona, e.g., Khejfets the KGB Resident
in San Francisco; Kvasnikov running the atomic bomb espionage operation. We probably see reflections in
Venona of the FBI investigation into the leads provided in this letter, for example the KGB in New York and
San Francisco reporting to the Center about increased FBI surveillance activities; Zubilin complaining to
Moscow that his activities in Poland have apparently become known.%3

63 See Appendix Two of this study for the text. Copies of The Anonymous Letter are in the Venona collection in box D046, 54-001 and elsewhere.
Arlington Hall seems to have gotten its first copy of this letter in about 1949. Meredith Gardner made a translation of it, that is, he did another
version to add to the original FBI translation. Bob Lamphere told me that the Bureau made a tremendous but unsuccessful effort to identify the
writer—one can only wonder what would have happened if the writer could have been grabbed and turned (or simply taken in as a defector). This
letter is of considerable historical importance and raises many questions about U.S. counterintelligence during the war. '
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