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Control .Ctlannels Jointly 

compr ehensive review o f the content 
other secur ity sys tems interf~ces. 

and added t he need to det ermine 
wh~t must r emain This report outl ines the appr oach to 
t he s t.udy as NRO Board of Directors ; t he t op down 
protection r evi ew r e f l ected in updated classi ficat ion guides; · 
speci fic ground s tation l oca t i on i ssues ; contractua l and 
i ndustrial concerns; and spec ific recommendations to t he DNRO. 

Rl!Vl:BW APPROACH 

This review 
response t o the nl'li"T• s 
definition i n the inter faces 

conducted in 
' l ack o f good 

the other security sys tems• . . our sta rting 
and 

poin t was the DDCI's categori%ation of the •program's original 
pur pose: To protect key, specific, and ·fragi l e details of 
r econna issance satel lite design and operation. • These •key, 
spec ific . and fragile deta i l s ' are the inte lligence sources and 
methods which the CCI has the charter to pr otect. ?or the 
purposes of this paper, t hose sources and· methods are de f i ned a s 
the means by which the U.S . gathers i ntelli gence using 
r econnaissance s at.e . 
col lector . 

Us i ng that as t he ulti mate c r iterion, we can identify s ix 
area s of information which have t r adi t ionally been considered t o 
be exclusi vely----and a:Poly the test . They include ll 
system vulnerab~d survivability inf ormat ion, 2) system 
development and key design i nformation, 3) i ndustrial and 
contracting r e l at ionships, 4 ) funding and budget, 5) sens itive 
l a unch integrati on and operations , and 6) command and control 
operations. 

Based on dir ection from the DNRO, t he NRO Progr am Directors 
tasked each sate l li t e sys tem program manager to conduct the •top 
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down"· review to determine what requires 
was to severely r educe the amount 

and t hen provi de guidanc e in revised 

• 
Control ChaMets Jointly 

For an i n-depth technica l and security analysis, the r eview 
ac tivi t y would r equir e the exper tise of progr am managers, system 
engineers , and s ecurity officer s wi thin t he NRO. In orde r t o 
dissemina te i nformat ion on the purpos e and objectives o f the 
ac tivity, briefings were given to each of the Progr am Offices , 
i n t e rnal NRO elements, s elected CIA and I ntelligence 
communi ty Staf'f r epresentatives and (See 
Pages 16- 17 for t hose briefed on 

The survey f indings and study approach were br iefed t o t he 
NRO Board o f Directors on 10 May 91 . The DDNRO r equested a 
status report on 25 Sep 91. In September, t he Program Of f ice 
Directors questioned the initial r esults and reques ted addi tional 
t ime to ensure a comprehensive in-depth ~eview as envisioned by 
t he Board of Directors . 

During r e v i e w preparat i ons and the init ial survey, several 
Lmportant observations were provided to t he various p rogram 
e lement s t o he lp s et their work. Fir s t , the 
r elat i onshi p between TALENT-KEYHO~E i s often 
misunders tood by those primarily in only one of the 
control systems. This, toge t her with large numbers of per sonnel 
untrained in classi ficati on, result ed in erroneous judgments over 
t ime in compartr.\enting NRO infonnation. For a manufacturing 
a ctivi t y, the initia l rational e for classification/compare­
mentat ion was often l ost wit~ the r otati on o f personnel : the 
security judgement requi rement was handed down often 
unques t has be~n a tendency to s imply 
c lassify ease o f handling and cost · 
s avings. b reakout of sensitive i n formation 
diverted engineers from o ther tasks, and in t he l 960s-70s, ther e 
was ~uch l e ss interaction wi th the user community. Third, a 

ore~·ails t hat system capabilities ex i s t solely a t 
the TALENT- KEYHOLE l evel . The individual 

de.script ions at the TALSNT-~OLE l evel were 
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closely held and not often updated, especially after XSmpiles 
sold a KH-11 manual to the Soviets in 1978 . When the Joint­
service Tac tical Exploitation of National Systems (J-TENSl 
Manuals were disseminat ed at the TALENT-KEYHOLE level in the 
ear ly 1980's, they were incorrectly used as a classification 
guide . These TALENT-KEYHOLE descri ptions r elieved pressure on 
the p rogram offices to update their earlier guidance. 

USULTS or ct.ASSirlCATJ:OH GOnl& UVISIOHS 

Each program office, following their top down review, 
provided revi~ions of classi f ica tion guides . A key issue was the 

of capabi lity and tas king information llllllf 
Each of t he classificati on guides was 

cont ent, format, and clar ity. The long t erm goal is 
the formulation o f system-leve l classifica tion guides which 
follow a generalized format, address re l evant facts concerning 
t he classification o f specif ic systems, and are •us er fr iendly.• 
The draf t guides were evaluated both individua lly and 
collectively for correlation and uniformity. 

The major areas tha t were r eviewed across all programs 
encompassed mission ground sta tion locations, targeting/ 
collection by each system, launch dates/activity, relay satellite 
information. ephemeris dat a, and sys tem vulnerabi l ities. In 
addition, each classification guide was reviewed for consistent 
classification determinat i ons . Of the above areas. mission 
ground stations are addres sed separately i n this report because 
o f recommended changes in clas si fica tion . 

While al l program classifi cation guides addressed major 
subject areas and appear appropriate, several significant points 

• 
surfaced during the review. Fir st , each off ice presented 
classi fication details in differing formats. Secondl y, 
additional detail is necessary t o ensure cons istency in the 
info~t ion addressed across NRO programs.· These two poi nts 
derive in part from the involvement of different system 
integra tion contractors and also in par t from different Progr am 
Office perspec tives concerning security issues in their uni que 
environment. Such variation complicates rapid research t o 
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address classification Questions and answers . . NRO c l assification 
and s ecurity guidance on subjects co1111110n to 611 programs wae 
revised and expanded to resolve inconsistenci es where possible . 

OO,E/CIA recommended t hat its o rgani zati on 
as part o f the NRO a t the S ECRE'I'/TALENT- ICEYHOLE 
level . This will require coordinat ion and approval 

As t echnology and c~ications automat e tbe tasking 
process of NRO systems, additional interfaces across t he 
Intelligence Community underscore t he r equirement for 
consistency in tem guides. In the past, NRO 

however, operational 
i ty f or tasking purposes 

on a daily basis This trend will continue 
in t he future wit Management Syst em !RMSI for 
i~agery and in the OVerhead Collection Management Cent er (OCMCI 
for SIGINT . In addit i on to classification guide changes, 
dictated by t he review, a number o f immediate and significant 

developed· for tasking information 
required by RMS and OCMC. 
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Senior corporate leaders and security offi cers recogniEe the 
need for continuous· security revieW to validate activities at the 
~owest classification level. They clearly understand the 
resource savings that accrue if they can reduce certification 
levels for fac ili ties, computers o r personnel to l ess th4n t hose 
required by DCI direct i ves . 
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Contracting and government security officers must review 
d~liverable lists more c losely to ensure that classification 
determinations are appropriate . OVer the years, certain 
misperceptions resulted in deliverable• of highe r classification 
than neces sary for the full scope of user s. . Progr- Off 

The senior contr acting and security personnel of OO&E, SP 
and S Pl\WAR have agreed to a statement that accompanies certain 
efforts which indicates that deliverables lists have been 
r eviewed by t he C<Yl'R' 9 and the project security officer wit.h a 
ful l consideration of users. This check should result in lower 
c lassification det erminations or a 
such as a TALENT-KEYHOLE report with 
current review, program offices were ask• 
de liverable lists, a s well as those in planned 
proposals . 

In the 
existing 

requests for 

. Independent Research and Development (IR&Dl presents similar 
s ecurity challenges and opportunities. COIJIP8Ilies were found to 
f r equently classify work a t higher l evels to obta in reviews by 
g-ove rnment technology engineers who would be knowledgeabl e of 
potential space reconnaissant;e applications. In the future, such 
work should be classified according .to actual content, including 
a compartmented annex, if necessary. This approach would 
fac ilitate a "knowledgeable• review and technology transfer in us 
and potentially foreign e fforts wher~ appropria te. 

Questions arose from industry concerning technology 
transfer . Cont ract provisions provi de for release of information 
with contracting program office ap~roval. Wi th new econQDic 
pressures, procedures need to be re-examined, updated and 
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reissued. Such provisions to avoid di!J~ 

int:er111.c~ with 
CODtractors mu.st 

i>r.:,;Qi:am Office approval, 
i"f they desire to share facilities, shoo.~ past performance or 
capabilities to government source selection panels, or bring out 
technology at equivalent , lower, or unclassified levels. 

Contractors also expressed a desire that we continue to 
allow flexibility to tai lor security to the particular company 
and its approa~h to protection. Thus, a TRW a.iqht have a 
different approach with a ~r~~~trix structure than a LMSC or Martin 
Marietta. 

NATIONAL SIICOR.I'l'Y AG&BCf 

I ssues affecti.nq the relationship of NSA and the NRO center 

. 
issues have arisen ,from the fact 

fac i lities were directed to follow NSA 
"~"" "''"''"'" oft en conflict with OCI/NRO security provisions 

incorporat ed in NRO contracts. Discussions were held with those 
NSA personnel resident in our program offices and ground stations 
as well a s personnel from K- 5 , G, P, 0 . and R the 
OCMC. Our main emphas is was to deterllline wnat: 
-required by NSA and 
~unt of i nformation 
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reduced: As a result 
waa to place specific, 
into NSA's Very 
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and thus protect 
COMINT control. 

s:uch info~tion within 'l'ALENT-ltE'lHOLB and 
This would prevent 

m~n~a~ra,~ion and control 
aa VRK offera an equivalent 

However, NSA felt that such a separate access system would be too 
restrictive in that their contractors could not attend ~etinqs 
and interface wit.h NRO contractors. 

Infornation 
expanded over the Y"""" s .,., ~en 
satellite systems and a larger contractor base that supports the 
development, acquisition, and operation of satelli tes. The 
result has been a i_n numbers of peopl e 

TALENT-KEYHOLE. 

1C!lt1.on quides should be of a standardized format 
adequately addresses a ll appropriate subject areas and are easily 
understood by the reader. 

damage 
For exAJ11Ple, 
or capability need 

to be assessed as sources and methods protect ion issues for 
satellite reconnaissance development and operations. Computer 
data bases provide an excellent tool to look across NRO 
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satellites as well as DOD, civil and ooueereial capabi litiee. 
such a tool enables a far more info~ and accurate assessment 
of sources and methods concerns. 

Inherent 
prot ect the iru~ic:at:ors 
activity. The 
enable a range of protection when a~p!. ~en 
operational activities. This flexibility. when required, 
provides an especially oost effective and powerful element of 
protecti on not readily available under other standard security 
control syst~ . 

This security protect ion review must be an ongoing e ffort to 
ref i ne, revise, and educate. This is due to the ~ic nature 
of the needs of the user COIIIIIIWllty, new opportunities for tasking 
and dissemination, changing s ensi tivity of information and 
pressures on the industri al base i n a time of austere and 
decreasing resources. FUrther. certain adjustments will be made 
as we revise classification/compartmentat ion of the NRO. NRO 
elements need t o work closely with the CIO and SIGINT and MASINT 
committees as they refine their classification gui dance. NRO has 

tbe OCI Classification Standards Task Force headed 
representation on the National Industrial 

Program and input to Gen Scowcroft•s !Retl National 
Operations Secur ity Review. As these activities converge, there 
will be opporcunities co siJQplify, streall)line, reduce 
classificati on, and educate, yet protect sources and methods 
necessary for the collection success of our systems. 
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lSSUE: Maintain and Update Classification and Security Guidance. 

This exhaustive security review has witnessed the 
formulation and update of program classification gui des and the 
establishment of a technology data base that identifies specific 
satellite system components and activities and levels of 
protection. This effort must be kept current to protect 
essent ial technology and activiti es but also to r~ognize those 
areas where lqwer cla ssification levels 1114Y apply. Updated 
security policy guidance and a current technology data base will 
aid program manager s and s ecurity officers as they balance t he 
costs and benefits of security with security ris ks. 

RECOHMENDATION ONE: Annually or upon ·significant program 
change. each aystem p rogram manager will update security and 
classifi cation guidance. This will be maintained under a 
configuration control aystem. To facilltate usage , these guides 
should correspond to the general format of major subject 
categories that will be provided by the NRO Director of Securi ty . 

APPROVE llf/\. ')-~ DISAPPROVE 

------N---~-- ------------------------------ ----- -----------------

ISSUE: Classification/Protec tion Training 

The review has highlighted t he complexi ties of protecting 
NRO activities across the spectrum of research and development, 
acquisition, launch, and o~rations. · Personnel engaged in NRO 
activities represent diverse communities, disciplines, and 
backgrounds with a wide variance in security training and 
experience. 

RECOMMENDATION TWO: Within 90 days, the NRC Security Center, 
Trai n ing Staff will establish a classification/protection 
training program to educate 111embers of the NRO community. The 
objective is for individuals to understand and appl y the range of 
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DISAPPROVE-----

-----·-- - ~----~---------------------------~------~-----~---·-----

ISSUE: Overclassification of Contract Dellverables. 

compartmented 

efforts 
fact., they 

RECOMMENDATION THREE: For contracted. deli verabl es of 
benefit to the user community, a certification procedure will be 
used by contracting officers technical r epresent atives and 
program security officers to review deliverables lists and 
validate the appr opriate level of <;:lass.ification. These 
procedures shall be implemented within 90 days . 

• 
APPROVE DISAPPROVE -----

-----------------------------------------------------------------

ISSUE: Overclassification of contractor Independent Research and 
Development (IR&Dl . 

This overclassification often results from the perception 
to obtain a •knowledgeable• ·_government review of such effort. 
However, the higher classification GAY limit the audience and 
technology transfer considerations. Further, technology security 
reviews are later required to evaluate subs~ent 
decompartmentation and declassification alternatives . 

RECoMMENDATION FOUR: Fonnal security guidance will be 
issued by program contracting offices to all NRO contractors 
within 60 days, requiring that I~D be conducted and documentedat 
the actual security level of the activity. When required, 
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annexes ·sh.all be for higher levels of c:la88if1ed e.pplicatiOIUI • 
. 

APPROVE~ 
. -· 

DISAPPROVE -----

ISSUE : Precise Access Determination . 
. 

Tbe increasea use ofllllllllllllclasaification of NRO 
should~ reducea requirement for 

RECOMMENDATION FIVE: Wi thin 90 days, the Director of 
Security, NRO in conjunction with the program offices, the DSPO, 
and the NRO security Center Training staff, · shall provide the 
user c~unity with updated TALENT-KEYHOLE briefi ng materials and 
the NRO Classification and Security Guidance manual. This 
i nformation will be used by government security offic:er·s 
!114lrla~Jers i n fo rmul ating • must know• ·recommendations 

APPROVE DISAPPROVE - - - - -

~ ---- ------------------------------------------------------------

ISSUE : 
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DISAPPROVE - ----

-----------------------------------~-------------------·--------­. 

ISSUE: NSI\. Re l ationslrlps 

NSA requires selective national security space program 
information ta accomplish i ts mission. However, major 
differences wi th NSA i nformation for NSA-
contracted efforts must This lrlghlights the 
need for ibilities 

RECOMMENDAT I ON SEVEN: 
Securi t y , NRO, on- behalf of 
Office o f 

APPROVE Y'-'\ }~ 

Within 60 days, 
the DNRO, shall 

the Director of 
r equest t hat t he NSA 

DISAPPROVE - -------

. ' 
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0 . S . Gover:-n~~~ent 

NRO Element& 

NRO Board of Directors 
Director, Progr~ A 
Direetor, Program B 
Director, Progr am c 
Director, P&A 

• 

Program A Elements • Prograa Off ices . Contractors, a.nd 
Security members 

Program B to i nclude NSA 
member 

Program c 
PU • Senior Management Group 

Panel 

and committees 

CI.A Elelllents 
. . 

Director o f Security 
Collection Requirements and Evaluation Staff (CRES/DI) 
NPIC Security and Pol i cy Staff 
Security Policy Division (0/Sl 
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