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SI!CR£'flltlEllt«>FORtf 

(U) Security Guide 

1. 	 (U) PURPOSE: The purpose ofthis document is to identify the source(s) and basic 
guidelines to be used for determining security classification ofinfOrmation contained in 
this Program Plan (PPLAN). 

2. 	 (U) SECURITY INSTRUCfIONS: The overall classification ofthis PPLAN is 
SECRETltrKlINOFORN. Users ofthis document are responsible fbr its protection, 
including proper security classification ofextracts and/or paraphrasing. 

2.1 	 (U) All references to the declassification ofthe "fact of' Mission Ground Stations 
(MGS) identified in this PPLAN are FOR OFFICIAL USE ONLY. 

2.2 	 (U) Release of infonnation contained in this PPLAN to the public news media has 
not been authorized and win not occur until it bas been ~eclassified and approved 
by the proper authority. 

NRO Approved For Release 
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(U) Special Instructions 

1. 	 (U) Disposal ofexcess copies ofthis document must be in accordance with applicable 
directives. Do not return to originator. 

(U) Record of Changes 

CHANGE NO. AUTHORITY DATE OF CHANGE ENTERED BY DATE 

NRO Approved For Release 
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SEOREf/FfKlR'lOf9Rtl 

(U) Basic Plan 

1. 	 (S/IfKIRtEL) OBJECTIVE: The Program Plan (pPLAN) is a compilation ofactions and 
responsibilities produced by a Director, National Reconnaissance Office (DNRO)
appointed Integrated Process Team (1P11, led by the Office ofSecurity and 
Counterintelligence (OS&CI). The IPT was comprised ofrepresentatives from all NRO 
Directorates and Offices. The IPT's purpose was to identify the requirements and time
phased actions necessary to facilitate the declassification of 

A. 	The "fact of~NRO_Mission Ground Stations (Consolidated 
Washington Mission Ground Station Consolidated Southwest 
MisSion Ut'OiunQ Statiion (CSWMGS) and 

B. 	 The "fact ot" NRO "Presence" at the Joint Defense ...·8_i ...... 


Springs, Australia 

Menwith Hill StatiOn. HaJl'Oi_~ 'Io,IL'U'-' 


2. 	 (U) AUTHORITYIREFERENC~S: . 

A. 	DNRO Note:2007-21, (OS April 2007 ) 

B. 	DNRO and ODN! approval to proceed' with declassification dated XXXXX) 

3. 	 (U) PLANNED COURSE OF ACTION: The planned course ofaction is to accomplish 
all time-phased actions identified in the annexes and appendices of this PPLAN to affect 
the stated objective. 

4. 	 (U/IPOUO) PROGRAM MANAGEMENT: 

A. 	The OS&CI was the Office ofPJjmary Responsibility (OPR) for developing and 
coordinating this plan, and ensuring the resolution ofconflicting annex actions 
prior to the final PPLAN publication. 

B. 	NRO System Operations (SO) will be the OPR for the implementation ofthis plan 
over the 60-day phasing, with all IPT members and organizations assisting in the 
implementation processes. 

C. 	 Annex Managers will forward recommended changes to SO for staffing and 
approval prior to incorporating or publishing any PPLAN cbanges applicable to 
their respective annexes. 

NRO Approved For Release 

SECIl!f/IflC11M6Pe1tlf 
3 



SECRETIRlfJRiOFORtf 

D. 	 Each element involved in the execution ofthis PPLAN is responsible for the 
accomplishment ofthe time-phased tasks in accordance with the schedule 
identified herein. 

s. (U/IFOUO) Direct all intbnnation and questions to the SO lead,_secure. 
Mary Rose McCafttey 
Director, Office ofSecurity at 
Counterintelligence 

NRO Approved For Release 
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(UIIFOUO) Annex A: Annex Managers 


OPR ANNEXIAPPENDIX ANNEX MANAGER PHONE DISTRIBUTION 

BPO 8-1 

Policy 8-1-1 

OSC 8-1-2 

Finance 8-1-3 

Contracts 8-1-4 

OS&C1 C-I 

Security Policy C-I-I 

MS&O 0-1 

Cover Office 0-1-1 

Transportatioo 0-1..2 

CommlDlicatiCIII E-l 

E-1-2 

OUR. F-I 

Personnel F-I-I 

DDMSlPSO 0-1 

so H-I-I 

CWMOS H-I-2 

CSWMOS R-I-3 

- R-I..] 

H.. I-4 

H-l-S 

CIa (DRAFl1NG) 

(VACANT) 

&ECRE'Fl:m.~i9FORtl 
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,-
Flpre 1: (&CI'WII;r') Amles Muac. POe Lilt 

(U) Annex B: Business Plans & Operations (BPO) 

(U) This annex outlines administrative planning actions to be canied out by BPO. 

A Appendix 1 outlines BPOlPolicy actions. 

B. Appendix 2 outlines BPO/Office ofStrategic Communications (OSC) actions .. 

C. Appendix 3 outlines BPOlFinance actions. 

D. Appendix 4 outlines BPO/Contracts actions. 

Annex B • Appendix 1: BPO POlicy ~ctJons 

(U) RJsK(s): None. 

(U) MmGATION: Administrative Procedures. 

(U) NRO Directives and Instructions 

(U) NRO is undertaking a new enterprise approach to managing critical processes. The NRO 
Corporate Management Program (CMP) is a marked change to the way the NRO manages 
Directives and Instructions. The current baseline ofNRO policies is frozen. 

(U) The CMP will allow the NRO to horizontally integrate and align its Corporate Policies and 
Corporate Instructions with NRO corporate aitical processes. Administrative (classification) 
changes will be accomplished in accordance with the CMP•. 

(U) Memorandums of Agreement (MOAs) and Memonnduml of UndentaDdlng (MOUs) 

(U) BPOlPolicy and Analysis (P&A) will oversee and coordinate periodic reviews ofMOAs and 
MOUs for applicability and currency. Reviews will be repeated at intervals not less than every 
two years from the date ofsignature. 

(U) Administrative changes will be accomplished in accordance with NRO Directive (NROD) 
110-12: Documenting External Agreements Using Memorandums ofAgreement or 
Memorandums ofUnderstanding; and NRO Instruction (NROI) 110-12..1: Process for 

Se€R!'f/1t'K1YMOP6lH 
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SECft£TllflElJNereRtf 

Documenting External Agreements Using Memorandums ofAgreement or Memorandums 0 f 
Understanding (or subsequent corporate instructions that become part ofthe CMP). 

TASK ACI"ION AGENCY COMMENCE COMPLETE 

Corponte PoUdallastrucdoDl 

Identify BPOIP&A and OPR At. Developed As Developed 

Adminis1rative Clanges BPOIP&:A and OPR As Required AJj Required 

MOAsIMOU. 

Identify BPOIP&A and OPR As Developed Ai. ReqUired 

Administrative Qanges BPOIP&A and OPR As Required As Required 

F1gure 2: (U) BPO PoDey Acdoa Tak Lilt 

(U) Annex B - Appendix 2: OffIce of Strategic Communications 

(U/II'OUO) RlSK(S): Change management; mmors; increased Congressional and public 
attention; increased Freedom ofIntOrmation Act (FOIA) requests and public protests; unintended 
disclosures .of additional program, operational, and/or cover intOrmation. 

(U/lPOtJO) MmGATlON: Communicate with stakelJolder$ and designated audiences to ensW'e 
all briefed personnel are informed ofthe goals, policy, and extent ofthe declassification eftbrt. 
Our actions and communications toward this end will be coordinated closely with the NRO 
Office ofSecurity and Counterintelligence (OS8cCI). This will include continuing contacts with 
all stakeholders and dissemination ofFrequently Asked Questions (FAQ) that will be made 
available to all NRO personneL . 

E8lIFIUIR£L) The Communication Plan calls for f the 
_MGS declassification decision or NRO's 

TASK 


CO__DDicanODi Pia. 

Draft plan 

Coordinate 

Finalize Comm. Plan & FAQs 

AGENCY 


OSC 


OSC 


OSCIIO&CI 


OSC 


COMMENCE 


211uno2007 

61uly2oo7 

COMPLETE 


11une 2007 

1 Aupst 2007 

IS Sept 2007 

SECltFf/lfKi"fOPOIN 
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TASK AGENCY COMMENCE COMPLETE 

Dis1ribute PJanIFAQs to POet asc D-30 0-30 

PriDt ..tertall 

ase handout materials 

• Fact Sheetl, Brochures 
aSCI/aSCI D-30 O-o.y 

ElectroDle co ...anleado.. 

RECON asc Ongoing Indefinite 

Director's Note(s) 
I 

D-07I40 D-5S 

Update NRO.goy Internet Web site D-Day D-Day 

DNRO Communications 

(All Hands, speechea,'articles, meetings, 
discussions, etc.) 

Ongoing No End Date 

CorrespoDdeace - DNRO Letten 

Congress/foreign govt.'. /U.S. govt. 

Visits tom/to fOreign governments 

Distribute PlanIFAQs to Foreign POe. 

OSC 1).30 1).30 

NRO Ops Monthly Update to Congress asc Ongoing 1).Day 

Discussion with biefed Congressional 
staffers OSC Ongoing 1).o.y 

Written materials for briefing 
Congressional staffers OSC 1).30 O-o.y 

Track media queries and media products asc Ongoing No end date 

F1pre 3: (U) OSC Risk Mldl.doD PI.aa 

(U) Annex B - Appendix 3: Finance 

BECR£'f/Rl6'It'OFeRt~ 
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TASK AGENCY COMMENCE COMPLETE 

Establish a new Treasury Deposit Account 

Obtain Air Farce approval StdAF 16 July 2007 31 August 2007 

Obtain OMS approval OMS 1 September 2007 0.60 

Obtain Treasury approval Treauy D-6O I)..4S 

Develop Financial Transactions in JFMS BPOIFIN 1September 2007 I)..4S 

Enter into inter..agency agreements Various 1 September 2007 0.30 

Perform "dry nm'" o~ecbanism BPOIFIN D4S o.SO 

(U) Annex B • Appendix 4: Contracts 

(U) RIsK(s): Industry only minimally aware ofan~ prepared for decl~ification. 

(U) MmGATION: Education through Industry communiques. 

-	 Disseminate Notice to Industry Partners (NOTIP) to highlight d~lassification plans 
and solicit input.s on the perceived impact to the contractor workforce. 

TASK COMMENCE COMPLETE 

Initial Industry Coordination 0-60 0.10 

Effective the day 
DNRO announces 

Final Industry Notification decision 

Figure 5: (U) Ind-try Nodfie.don Plan 

SECM!f/IfIO'IMOPORM 
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(U) Annex C: Security & Counterintelligence 


(U) This annex outlines planning actions to be carried out by OS&:CI. 

(U) Annex C • Appendix 1: SecuritylPollcy 

(U/lI'OtiO) RlsK(s): Containment and control ofdeclassification. 

- Impact ofdeclassification on remaining and future operational, mission partner, 
contractual and cover requirements. 

- Confusion and inconsistencies at each site and across the De'I)artmeJrlt 


(DoD) and InteUigence Community (IC) resulting in 

additional program, operational, and/or cover infbrmation. 


(SlIR£L) MmCATION: Education and training effort across NRO and NRO partner mcilities. 

-" 	 Disseminate specific and detailed classification guidance and communication through 
electronic, written, and video means to NRO populace, DoD, Ie, and Cormnonwealth 
personnel, thus ensuring all briefed personnel are inmrmed 9fthe same goals, limits, 
policy, and extent ofthe declassification effort. 

- Prospects ofbeing able to contain declassification to intended objectives with all 
mitigation steps is still uncertain based on earlier experience ofdeclassifying NRO 
presence at Air Force ~atenite Control Facility. 

TASK NROORG COMMENCE COMPLETE 

COlDDlmdcado.. Plan 

Draft Communication Plan MSD_ I May 2007 ] Jun 2007 

Coordinate Communication Plan MSD_ I July 2007 lSep2007 

Implement Communication Plan MSD_ 1).30 Indefinite 

CODllllmdcadoD PiCkage 

Development MSD_ 1June 2007 1 Sept 2007 

Distribute MSD_ 0-60 0-45 

• Video MSD_ 16 July 2007 0-55 

• Print Materials MS~ 1JUD 2007 0-55 

• WrittallElectronic Communications 
(Newsletters, "Did You Know", 
Announcements, CDT updates) 

MS~ 1 Jul2007 Indefinite 

SECREFlR'KIItKlFORN 
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SECR£TIR?IEIRforeRtf 

-"' TASK NROORG COMMENCE COMPLETE 

• Casaificauon Guides (NRO, 
Natimal-OeospatiaJ Intelligence 
Agency (NGA) Imagery Policy 
Series, DoD guides, etc.) 

MSD_ 1 Ju12007 Indefinite 

Identify obsolete entries MSD_ 4 Sep 2007 11 Sep 2007 

Draft new entries MSD_ 12Sep 2007 0-30 

Coordinate MSD~ 0-30 0-30 

Publish MSD_ D-IO Implementatioa 
Date 

Rllk AaeameDt Pia. 

Risk Assessments of&.cilitiea and 
Infrastructures (counterintelligence, physical, 
technical, CYBER., etc.) 

MSD_ 

Counterintelligence 

System Operatioo. 

I Jul2007 Indefinite 

I_RiskAssessment MSD_ Ongoing 

_ Mitigation Plan MSD_ 1 Sept 2007 0-60 

_ Risk Assessment MSD_ I Aug 2007 0-60 

_ Mitigation Plan MSD_ 1Oct 2007 D-4S 

Pertbrmancel A ward Guidelines MSD.' 2SJuly2007 O-lS days 

Defense Threat Reduction Agency (DTRA)
assisted Assessments SO~ May 2007 Ougoing 

FIgure 6= (U/JPQW.) Security md COUDteriatelUgeaee Rllk Mitlpdoa Plm 

SCCMflIfIO¥N6P6ftH 
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(U) Annex D: Management Services & Operations (MSaO) 

(U) This annex outlines administrative planning actions to be carried out by various entities 
within MS&O. 

A. Appendix I outlines Cover Office actions. 

B. Appendix 2 outlines TransportationlLogistic actions. 

(U) Annex D • Appendix 1: Cover OffIce 

tSflN" RlsK(S):-• 

j 

ts/lNF'J MmcAll0ltf: 


• 


• 

• 


• 

SECRET/II1CIINOFORN 
13 NRO Approved For Release 



SECRET/II'KIINOFORN 


ESlINF) MmGATION 

• 

• 

• 
~~ NEXT STEPS 

• 
• 

AG;ENCY COMMENCE COMPLETE 

HR. Ongoing Indefinite 

CLC l1W1e 2001 0.60 

1m 

CLC '0-60 

SJ!CREIIIIIOmOPOm NRO Approved For Release 
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(U) Annex D • Appendix 2: TransportationILoglstics 

(U) Overview: 

I. An as-needed basis, 

2. 

3. 

4. 

SECR:E'fllfI6'ltfOP8Rtf NRO Approved flor Release 
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"""
TASK AGENCY 

MS&O -Coordinate with: 

• -
-• 

COMMENCE COMPLETE 

JnProgrea 

1).60 

FYIO 

PriartoExecutioo 

0-60 

1).60 

0-60 

Execution 

TBD 

TBD 

FIgure 8: (Sf11.tEL) Plol.0 

TASK AGENCY COMMENCE COMPLETE 

BriefNRO personnel Program Security 0-30 Prier to NRO Acknowledgment 

FIpre 9: (U/lljQy~ Mlailatl~DD Plu 1.1 

TASK AGENCY COMMENCE COMPLETE 

BriefNRO personnel Program security 0-30 Prier to NRO acknowledgment 

FIgure 10: MitigadoD PIa 1.2 

8I!CRm'IJmI~'OFORN NRO Approved For Release 
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(U) Annex E: Communications 

(U) This annex outlines administrative planning actions to be canied out by NRO 
Communications Systems Acquisition and Operations Directorate e1~ 

A (U/IfOUO) Appendix 1 outlines actions. 

(U) Annex E • Appendix 1: 

TASK AGENCY COMMENCE COMPLETE 

1 Mardl2007 31 July 2007 

1 Marth 2007 31 July 2007 

1May2007 1 September 2007 

1May 2007 1September 2007 

S!t!It!TIITJO'I1«)pOItM 
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SE~:~RiOPOR!. 

TASK AGENCY COMMENCE COMPLETE 

IS September 2007 0-90 

IS September 2007 0-90 

NTIA 0.1 0.30 

AUS&UK 0.1 0.30 

1)..1 Ongoing 

1)..1 Ongoing 

TASK AGENCY COMMENCE COMPLETE 

Att~d and participate in_ NRO_ 1March 2007 Done 

FJpre 12: (SlII'KIINF).Iu.kMltJaadoD Piau 1.1 

S!CI!'fHfXtltfeml!4 . NRo Approved For Release 
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TASK AGENCY CO~CB CO~ETE 

C 1 - Hold regular meetinp 1March 2007 Ongoing 

FI..... 13: RIsk Mld.ldoa PI. 1.2 

( 

SHCM'ftlf'IOYf-t6POIM 
19 NRO Approved For Release 



(U) Annex F: Office of Human Resources (OHR) 

(U) This annex outlines administrative planning actions to be carried out by ORR. 

A Appendix. 1 outlines Personnel Actions. 

(U) Annex F • Appendix 1: Personnel Actions 

(U/IPOtiO) RIsK(S): Some vacancies at the newly overt ground stations may be more difficult 
to fill 

AGENCY 

HR 

HI. 

HR 

HR 

COMMENCE 

Upon Completion 

Upon Rmew Completion 

Upon BriefCompletion 

D-6O 

COMPLETE 

+4Sdays 

+20 days 

+15 days 

Indefinite 

HR 0-60 Indefinite 

Add_w:rbiagc to Vacancy notices HR 0-60 Ongoing 

NRO Approved For Release 
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TASK AGENCY COMMENCE COMPLETE 

Provide system updates to AFPC fOr 
duty loe-ensure Pmtagon MPF is adU 
Servicing MPF 

AFELM 0..30 

Designate Unit Nomenclature AFELM D-4S 

Revisit local support AFELM 
agreements 

AFELM After DeclusificatiOil D+60 

F1gure 14:. (&,Iflp) ORR RItk MldladoD Pia 

NRO Approved For Release 
21 
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"(U) Annex G: Pentagon Support Group 

(U) This annex outlines administrative planning actions to be canied out by the Pentagon 
Support Group (pSG) in coordination with the Joint Staff and Office ofthe Secretary ofDefense 
(080). 

1. 	 (U) SITUATION. 

.. 	(U) Enemy. See Annex C. 

b. 	 (U) Friendly Situation. 

" (1) ~9IffIElIttEL) The DNRO commenced a study to advise ~of 
declassifying the "filet ot' NRO Mission Ground Statio~and the 
''fitct of" NRO in Australia and the United 
Kingdom. The IPT and the subsequent Study Group both assessed the initiative as 
feasible, and that it will help ensure NRO is properly positioned to fully support new 
technical and policy initiatives developed across the DoD and the IC. 

e. 	 M Attachments and Det~hments. NtA. 

2. 	 ~)'IfWIBL' MISSION. When directed, the DNRO will declassify the ''fact of"_ 
NRO Mission Ground Stations and the "fact of" an NRO presence at the Joint Defence 
Facility Pine Gap, Alice Springs, Australia, and Menwith HUI Station, Harrogate, United 
Kingdom.

( 3. (U) EXECUTION. 

a. 	 ~SIJIfKlIitEL) PSG will continue to facilitate coordination ofMOS declassification 
timelines and mitigation measures to the OSD and the Joint Statt PSG will continue to 
coordinate official correspondence, plans and updates to these offices and relay their 
assessments, feedback o~ oonccms back to NRO. 

b. 	 (U) Concept ofOperations. 

(1) (stITKiI1t1!L) Upon completion ofthe NRO Mission Ground Station Declassification 

(2) (S/IFKlJREL} The PSG will consolidate any comments and provide them to NRO 
System Operations fur incorporation. 

e. 	 (U) Tasks to subordinate units. NtA. 

d. 	(U) Coordinating Instructions. PSG will: 

(1) (U) Request the Joint Sta1fplace the National Reconnaissance Office Mission Ground 
Station Declassification Program Plan into joint action tOr coordination with the 
OSD, Joint St~ Combatant Commanders, Military Departments, and applicable 
DOD Agencies, as appropriate. 

S!€lt!!f/If'lOYt.OPORM NRO Approved For Release 
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(2) . t9l1fIElIR:EL) Summarize the NRO MGS OPP to the OSO and Joint Staitupon 
ONRO approval, as required. . 

4. (U) SERVICE SUPPORT. 

a. (U) See base p~ and appro~e annexes. 

5. (U) COMMAND AND SIGNAL 
,,,.,,f .. -z,<_ ..., _~ ~ .", ••" .... ,.....' ~ ~' •• , -- • ~ ",-".d.J. _ "_"',C 

a. (U) Command.,. See base plan aDd appropriate annexes. 

b. (U) Si~ See base plan and appropriate annexes. 

( 


SJ!CJJ!TJI'rK1MeP6Jttf 
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ies to the consolidated MGS tenninoJogy in curr~t use.• 

(U) Annex H: System Operations 

(U) NRO so will be the lead organization in the implementation ofthe MGS declassification 
eflbrt. 

-t5HT:1ltHtf:E:t:~Amtetxes 1-6 delineate the roles and responsibilities for the Headquarters SO Staff 

A. Appendix t outlines Headquarters SO Staff 

B. Appendix 2 outlines CWMOS actions 


·C. Appendix 3 outlines CSWMGS actions 


D. Appendix 4 outlines_actions 

E. Appendix S outlines_actions 

F. Appendix 6 outlines_actions 

-fotiH"t"t~~-,4 The IPT developed a common naming convention and mission statement fur the 

(U/1I'6tJ6) Approved Musto;a Statemeat: "(The ADF ... C, S, E) is a multi ...mission ground 
station responsible fbr supporting worldwide defense operations and multi-agency collection,.

f analysis, reportin& and dissemination of intelligence information. It provides data to defense,\ 

intelligence, and civil agencies supporting the U.S. Government and its Allies. " 

(U/IPOUO) :Approved naming eODventions for_MGSs: 

• 

• 
• 

Aerospace Data Facility (AOF) - Colorado 

Aerospace Data Facility (AOF) - Southwest 

Aerospace Data Facility (ADF) - East 

S!eIt!Th'TlOYMOI'OIm 
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(U) Annex H • Appendix 1: NRO System Operations( 

(UIIFOUO) NRO SO headquarters staffwill be the lead organization in the implementation of 
the MGS declassification effort. In concert with all other NRO Directorates and Offices, SO will 
implement the PPLAN and assist NRO senior management regarding issues, cross-Mission 
Partner coordination, and issue resolution. 

TASK 

SO EDferprite AtdoDl: 

Appoint site leads 1br declassification 
Implementation 

Coordinate site commUnications plan with 
site security offices lAW NRO OS&.CI 
guidance. 

Coordinate an site briefings to be 
presented to leadership & all permanently 
assigned personnel 

Ensure CU1'l'e'ftt NRO Military 
pcrtbrmance reports/awards reflects 

( declassification 

Research Green Door "Best AthJete" 
Hiring Practice applicability, disseminate 
guidance to sites 

Provide guidance and instruct sites to 
Review Indoctrination Briefil to reflect the 
declassification 

ProVide guidance and instruct sites to Re
cJassifY and possibly re-write site 
documentation to include Site Indocs, 
Newcomers Courses, Managen Courses, 
Site Overview Briefings, MOUs, MOAs, 
etc. 

Disseminate NRO HQS provided 
guidance 

Disseminate instruction to WF SO 
Divisionsldeconfiict guidance on relevant 
classification and cover issues 

Coordinate with integrated Foreign 
Mission Partners as appropriate 

ORGANIZATION 

SOlSccurity 

SO Security 

SO Security 

SO HCOISO 

Security 


SOHCO 

SO Security 

AUOROs 

SO Security 

SO Security 

MI 

COMMENCE COMPLETE 

11+" 5 DaysUpon ATP From NRO 

Upon ATP From NRO 11+" JODays 

Upon ATP From NRO "+" iODays 

Upon receipt of 
guidance from. NRO 
Security .+" 30 Days 

Pending direction from 

NROOHR 
 TBD 

Upon receipt of 
guidance &om NRO 
Security "+·30Days 

Upon receipt of 
pidance tom NRO 
Security Indefinite 

Upon receipt of 
guidance &om NRO 
Security indefinite 

Upon ATP From NRO indefinite 

Upon A TP From NRO .+" 10 Days 

SECM'f/Iftfll«)POM4 NRO Approved For Release2S 
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( 
 TASK ORGANIZATION COMMENCE COMPLETE 

Coordinate/assist sites with re-writes of 
Intematioaal Agreements (USJUK and 
USlAUS) with HHQ MIandSODAG 

Upon receipt of 
guidance iom NRO 
Security TBD 

Keep SO and NRO leadership apprised of 
implementatiem slatus SO Security Upon ATP tom NR.O Onaoinl 

Identify impacted Web site pages em all 
systema and update 81 appropriate. ADORGs 

Upon receipt of 
guidance tom NRO 
Security "+lf 60days 

F1gure 15: (S'I'fHIRlBb) SO Project PI.. 

SECRE'FlPFffhf«lFORtf 
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rF' (&,IREL) Annex H • Appendix 2: Consolidated Washington Mission Ground Station 

(Sf1't'K7n.tKL) RlsK(s): Containment and control ofdeclassification. 

- Confusion and inconsistencies at each site and across DoD and the Ie, resulting in 

information. 
additional program, operational, ~or cover 

(U/JlP8tJO) MmGA110N: Education and training etlOrt across NRO and NRO partners. 

- Disseminate guidance and communication through electronic, written, and video 
means to NRO populace, DoD, Ie, and Commonwealth personnel; thus ensuring 
all briefed personnel are infOrmed ofthe goals, policy, and extent ofthe 
declassification etmrt. 

- Incorporate this training with every indoctrination ofincoming SO personnel 

TASK ORGANIZATION 
v 

COMMENCE COMPLETE 

CWMGS Aedolll 

Appoint site lead for declassification 
Implementation CC Upoo ATP F~ NRO "+" S Days 

Create site communications plan IAW 
NROHQ Site Lead Upon ATP From NRO "+" 10 Days 

Prepare briefing and present to site 
leadership & all permanently assigned 
personnel Site Lead Upon ATP From NRO "+" 10 Days 

Coordinate with HQ an~ 
PAO to prepare appropriate responses to 
expected inquiries 

Site Protocol 
Upon receipt ofguidance 
tram NRO Security "+" 20 Days 

Review current NRO military 
pertbrm8l1CO reportsIawards wording and 
update to reflect declassification Site HRI Security 

Upon receipt ofguidance 
fi:om NRO Security "+" 30 Days 

"+" 30 Days 
Review Indoctrination Briefl to reflect 
the declassificatim Site Seeurity 

Upon receipt ofguidance 
from NRO Security 

Re-classify and possibly re-write site 
documentation to include Monday 
Indoctrinations, Newcomers Course, 
Managers Course, Siro Overview 
Briefing, MOUs, MOAs, etc. AlIOROI 

Upon receipt ofguidance 
from NRO Security 

~Found 
Necessary 

i1iCRIi+ltrKl;~I~RN 
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TASK ORGANIZATION CO:MMENCE COMPLETE 

Site Specific Ouidance: Draft briefing 
plan, written and eledronic notices Site Security 

Upon receipt ofguidance 
&om NRC Security "+" 30 days 

Disseminate site guidance 011 COvei' 

issues Site Security Upon ATP From NRO Indefinite 

itpre 16: ESI'JlII) CWMGS R.Isk Mitipdoa PI.. 

i.C~/~~lQrORN 
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(8fIREL) Annex H • Appendix 3: ConaoIldatecI Southwe8t Mlalon Ground StatIon 

(SftnfllltEL) RlsK(s): Containment and control ofdeclassification. 

- Confusion and inconsistencies at each site and across DoD and the Ie, resulting in 
ofadditional program, operational, and/or cover 

infonnation. 

(U/JPOtJ6) MmcAnON: Education and training effort across NRO and NRO partners. 

- Disseminate guidance and communication through electronic, written, and video 
means to NRO populace, DoD, Ie, and Commonwealth personnel; thus ensuring 
all briefed personnel are informed ofthe goals, pollcy, and extent ofthe 
declassification effort. 

- Incorporate this training into the indoctrination ofincoming personnel. 

CSWIIGS AcIIon8: 

Appoint lite lead for decluaification 
Implementation. 

create site communiCatioDl plan IAW 
NROHQ. 

Prepare briefiq and present to Site 
leadership &; All permanendy asaigued 
personnel 

Coordinate with HQ_ 
PAO to prepare applopriate responses 
to expected inquiries. Update public 
af&in liaison role. 

Review CUI1'eDt NRO Military 
perfOl'1D8DCO repor1IIawarda wording 
aDd update to reflect decJaasificaUoa 

Review IndoctriDatiOD Briefs to reflect 
the dcc1assificatioD 

Re-clauiCy aDd possibly re-write site 
documentation to include Monday 
Indoca, Newcomers Course, Managers 
Coune, Site Overview Brieftn& 
MOUe, MOA., etc. 

CC 

Site Lead 

Site Lead 

Site Protocol 

Site HRJSite 
Security 

Site Security 

AlIORGs 

Upon ATP From NItO 

Upon ATP From NRO 

UponATPFromNRO 

Upon receipt ofguidance 
from NRO Security 

Upon receipt ofguidaDce 
from NRO Security 

Upon receipt ofpidaace 
fiom NRO Security 

Upon receipt ofguidaace 
from NRO Security 

"+" SDays 

":tit 10 Days 

"+"10Daya 

"+" 20DII)'I 

"+,, 30 Days 

"+" 30 Days 

Al,foUDd 
DecelIII'Y 
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Site Specific Guidance: Draft briefing 
plan, written and electronic notices Site Security Upon receipt ofguidance 

&om NRO Security "+" 30 days 

Disseminate site guidance on cover 
issues Site Security Upon ATP From NRO Indefinite 

Identify impacted Web site pages 011 

all systems and update as appropriate. AlIOROa 
Upoo receipt ofguidance 
&om NRO Security "+" 60 days 

Change sign in &ant offacility Site ]).45 Effective Date 

Convert different mailing address and 
delivery addreu into only one address 

Site 0.15 Effective Date 

Flpre 17: (8f1!'lC'tlt!L) CSWMGS RIsk MidladoD Plan 

SECREf:~~OPORN t~AO Approved For Release 
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f&'R"KlIREL) Annex H -Appendix 4: 

(U/IFOUO) RIsK (s): Confusion and inconsistencies at each site and across DoD and the IC 
resulting in additional program, operational, and/or cover information. 

(U/lPOtJO) MmGA nON: Educatiot;1 and training eflbrt across site and with customers. 

- Implement guidance received from NRO. 

- Update existing information to reflect changes. 

TASK ORGANIZATION COMMENCE COMPLETE 

Appoint site lead for declassification Implemeotaticm CC 
Upon ATP From 
NRO "+" SDays 

Develop site communicationa plan in concert with 
NROHQ. SiteI..ead 

Upon ATP From 
NRO "+" 10 Days 

Prepare briefing and present to leadership, 
tenants, aD hands Site Lead 

Upon ATP From 
NRO "+" 10 Days 

Coordinate with integrated Foreign Missioo Partnc:n Site COS 
Upon ATP From 
NRO "+" 10 Days 

Coordinate with HHQ an~AO to prepare 
official statement aclcnowledgidg NRO as site host. Site COS 

Upon receipt of 
guidance ftom 
NRO Security "+" 20 Days 

New business cards All as needed 

Upon receipt of 
guidance tom 
NR.O Security "+" 60 Days 

Review Human Capital Development Strategic Plan SiteHCD 1 Oct 07 "+" 60 Days 

Identify impacted Web site pages on all systems and 
update as appropriate. AllORGs 

Upon receipt of 
guidance from 
NRO Security "+" 60 days 

Review current NRO Military performance 
reports/awards wording and update to reBeet 
declassification HCD/OHRIMPD 

Upon receipt of 
guidance tom 
NRO Security "+" 30 Days 

Review'pO~ement
converslOll to HCDIOHRlMPD 

Pending 
direction &om 
NROHq'. "+" 60 Days 

Research Green Door "Best Athlete" Hiring Practice 
applicability HCDlOHRIMPD 

Pending 
direction fi'om 
NROHQ TBD 

Review. the 19 current Indoctrination Brie& to reflect 
the declassificaticm HCD/OHRIRC 

Upon receipt of 
guidance from 
NR.O Security "+" 30 Days 

SECREflfFKIlNOFORU 
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TASK ORGANIZATION COMMENCE COMPLETE 

Review relocation infbrmadoo tom NRO sita. No 
fUrther need for classified mail HCDIOHRIRC 

Upon receipt of 
guidance &om 
NRO Security "+- 30 Days 

Review procell to post local vacancy ads as well as 
NSAHQSads HCDlOHRINSA 

Upon receipt of 
guidance iom 
NRO Security 

Upon 
Declassification 

Review Accountability rosters (intc:mallexte:maJ) and 
update to reflect declassification. HCDIOHR 

Upon receipt of 
guidance &om 
NRO Security "+" IS Days 

Hiring practices - Vacancy Announcements rewritten 
to be more specific HCDIOHRlCPD 

Upon receipt of 
guidance &om 
NRO Security "+" 30 Days 

Review Air Force Position DescriptiOOI wording to 
reflect declassification guidance HCDlOHRICPD 

Upon receipt of 
guidance &om 
NRO Security "+" 60 Days 

Review Air Force Performance Appraisal wording to 
reflect declassification guidance HCD/OHRICPD 

Upon receipt of 
guidance &om 
NRO Security "+·60 Days 

Awards - pay actions may be accomplished at higher 
headquarters as a result ofdeclassification - May 
require policy re-write HCDlOHRICPD 

Upon receipt of 
guidance from 
NRO Security "+·60Days 

IdentitY impacted TBT modules (out of 107 courses 
with over 60,000 pages) and update as appropriate HCDfTED 

Upon receipt 
from NRO Hq's "+·30 Days 

Identify impacted hardcopy classroom 
materials and update as appl'q)riate. 

course 

HCDlTED 

Upoa receipt of 
guidance from 
NRO Security "+" 60daya 

IdentifY impacted Job QualificatiOD Standards and 
update as appropriate 

HCMED 

Upoa receipt of 
guidance fiom 
NRO Security "+" 60 days 

Review 160 classified course titles and 948 classified 
course descriptiODI in the local1raining database for 
declassification impact and update as appropriate HCDlTED 

Upon receipt of 
guidance from 
NRO Security "+" 60 days· 

Use this title/deacriptioo infunnatiOD &om task 
above to update ~eveloped courses in the 
Natiooal Cryptologic School training catalog and 
other data repositories at other site Iocatioas where 
~eveloped courses have been taught HCDlTED 

Upon receipt of 
guidance from 
NRO Security "+" 60 days 

Review all MOAs, MOUs, official training policies 
and other local training documents for classification 
issues HCDITED 

Upon receipt of 
guidancefiom 
NRO Security "+" 30 days 

NAO Approved For Release
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( TASK ORGANIZATION COMMENCE COMPLETE 

R.eviewlupdate all IOCD Overview Coone briefs as 
required HCDJNGA 

Upoa receipt of 
guidance &om 
NRO Security "+" 30daya 

Coordinate re-writes ofInternational Agreements 
(USlUKand USlAUS) with HHQ AlIOROs TBD TBD 

Re-classitY and possibly re-write site documentation 
to include ~o.nday Indoca, ~e'WComenCourse, 
_Managers Course, Site Ow:rview Briefing. 
MOUI, MOAI. etc. AlIOROs 

Upon receipt of 
guidance &om 
NRC Security TBD 

Provide guidance fbr interaction with customer 
organizations. Old It New customer 
announcements/adverts. MOO 

Upon receipt of 
guidance ftom 
NRO Security 

As Found 
Necessary 

Review overall and paragraph classification 
markings AlIOROs 

Upon ATIt From 
NRO "+·60 Days 

Provide collaboration tool guidance for OPS MOO 
Upon ATIt From 
NRO "+" 7 Days 

Provide guidance to MSA Cell MOO 
Upon ATP From 
NRO "+" 7 Days 

Develop specific MMD Customer Support Guidance MOO 
Upon ATP From 
NRO "+" 7 Days 

RevieW and update JQSlJQR training documentation MOO 
Upon ATIt From 
NRO' "+" 60 Days 

I_(NS,AM.... )I'.  - portions MOO 
Upon ATIt From 
NRO "+" 60 Days 

FSD (NSANet) Web page updates MOO 
Upon ATP From 
NRO "+" 7 Days 

IOCD (NGANet) web page updates MOO 
Upon ATP From 
NRO "+" 7 Days 

NRO Report Control Manual updates (see ~I-
2001) MOO 

Upon ATP From 
NRO "+" 30 Days 

Figure 18: fSllf'HIJR&J~RiJkMltigadoD Pia. 
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(S/FfKlIREL) Annex H -Appendix 5: 

tS/ff'KIlRIBL) RlsK(s): 

- Ina-ease in protester ac:tivity (more groups to join in with existing groups, more 
protesters recruited). 

- Heightened profile 

- Confusion and inconsistencies at each site and across DoD and the IC, resulting in 

ESt'fFKIlREL) MmGATION: Education and training eftbrt across NRO. and NRO partners. 

- Dissemiitate guidance and communication, written, and video 
means to NRO populace. DoD, IC, and thus ensuring all 
briefed p«somel are infOrmed ofthe goals, policy, and extent ofthe declassification 
effort. . 

- Incorporate this training with every indoc to incoming personnel to _ reiterate 
during the monthly Security Awareness Briefings (SABs), and be very conservative . 

oresence at Menwith Hill Station _ 

TASK ORGANIZATION COMMENCE COMPLETE 

Appoint site lead for declassification ImplementatiCll CC Upon ATP From 
NRO "+" 5 Days 

Develop site communications plan lAW NRO HQ.. SiteLcad Upon ATP From 
NRO "+" to Days 

Prepare biefing and present to Site leadcnhip, 
tenants. aD hands 

Site Lead Upon ATP From 
NRO "+" lODays 

Coordinate with integrated Missioo Partners COS Upon ATP From 
NRO "+" 10 Days 
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TASK ORGANIZATION COMMENCE COMPLETE 

Cocx'dinate wilb ClIiefofOps &~ 
official statement acknowledging NR! COS 

Upon receipt of 
guidance &om 
NRC Securit)' 

"+" 20 Days 

New business cards 
A1luneeded 

Upon receipt of 
guidanceiom 
NRO Security 

"+" 60Daya 

Review HR Plans and Procedures Site fIR 1Oct 07 "+" 60 Days 

IdentifY impacted Web site pages on all systems and 
update al aPJXOPriate. A110ROs 

Upon receipt of 
guidanceiom 
NRO Security 

"+" 60 days 

Review current NRO Military perfbrmance 
reports/awards wording and update to reflect 
declassificatiOll 

fIR 
Upon receipt of 
guidance &om 
NRO Security 

"+" 30 Days 

Review potential ofPAS CodeIOrg Element 
conversion 

FIR Pending direction 
from NRO Hq'1 "+" 60 Days 

Research Green Door "Best Athlete" Hiring Practice 
applicability fIR Pending direction 

from NRO Hq's TBD 

Review the cUlTent Indoctrinatim BriefB to reflect 
the declassificatim Security 

Upon receipt of 
guidance ftom 
NRC Security 

"+" 30 Days-

Review relocation in:fbrmation from NRO sites. No 
tbrther need for classified mail. fIR 

Upon receipt of 
guidance fi'om 
NRO Security 

Upon 
Declassification 

Review process to post local vacancy ads as wen as 
NSAHQSads fIR 

Upon receipt of 
guidance fi'om 
NRO Security 

"+" IS Days 

Review Accountability rosters (intcmaJIcxtemal) and 
update to reflect decJassification. HR 

Upoa receipt of 
guidance fi'om 
NRO Security 

"+" 30 Days 

Hiring practices - Vacancy Announcements rewritten 
to be more specific HR 

Upon receipt of 
guidancefi'om 
NRO Security 

"+" 60 Days 

Review Air Ferce Position Descriptiau wording to 
reflect declassification guidance FIR 

Upon receipt of 
guidance &om 
NRO Security 

"+" 60 Days 

Review Air F<ree Performance Appraisal wording to 
reSect declassification guidance fIR 

Upon receipt of 
guidance &om 
NRO Security 

"+" 60 Days 

Awards· pay actions may be accomplished at higher 
headquarters as a result ofdeclassification - May 
require policy re-write 

HR Upon receipt iom 
NROHqts "+" 30Da)'8 

SECR£F/tFKHfJ9Femf NRO Approved For Release 
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TASK ORGANIZATION COMMENCE COMPLETE 

Ideatify impacted. soilcopy' training material and 
updates as appropriate HR 

t1poD receipt of 
gui~ce&om 
NRO Security 

"+" 60 days 

Identify impacted hardcopy classroom coone 
materials and update IIappropriate. HR 

Upon receipt of 
guidance fhJm 
NRO Security 

"+" 60 days 

Identify impacted lob Qua1ificaticm Standards and 
update II appropriate HR 

Upon receipt of 
guidance &om 
NRO Security 

"+" 60 days 

Review all MOAt, MOUs, official training policies 
and other local training documents fbr classification 
issues 

HR. 
Upon receipt of 
guidance &om 
NRO Security 

"+" 30 days 

Coordinate re-writes ofIntemational Agreements 
(USIUK and Us/AUS) wi~ HHQ AlIORCia 

Upon receipt of 
guidance &om 
NRO Security 

TBD 

Re-classify and possibly re-write site documentation 
to include Monday Indocs, Newcomers Course, 
Managers Course, Site Overview Briefing, MOUs, 
MOAa, etc. 

AlIORCia 
Upon receipt of 
guidance iom 
NRO Security 

ABFound 
Necessary 

Provide guidance for interaction with customer 
organizaticms. Old & New customer 
announcemmtsladverts. 

SiteCC Upon ATP From 
NRO "+" 60 Days 

Review overall and paragraph classification 
markings AlIOROs Upon ATP From 

NRO "+" 7 Days 

NRO Report Control Manual updates (see ~I.. 
2001) FlightOps Upon ATP From 

NRO "+" 60 Days 

Update Personnel Security Video 
MSD_ 16 lu1y 2007 "+" 60 Days 

Print and distribute materials MSD~ 1June 2007 Indefinite 

Security Class. Guides identifY obsolete entries 
MSD~ 4 Sep2007 Implementation 

Date 

Define/document classification thresholds and 
Security Classificatim Ouide (SCG) changes MSD~ 4 Sop 2007 Implementation 

Date 

MSD provide MGS Security with DRAFrS ofeach 
item for review and input to address local nuances to 
the site 

MSDan~ 
Security I Aug 2007 Indefinite 

Incorporate MSD training into site specific training, 
indoctrination and security programs _Security 1Aug 2007 Continuous 

8eGRJ;fl~lQFOA:N NAO Approved For Release 
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(a'RKJIREL) Annex H -Appendix 8: 
r' 

tsrlRBL) RlsK(s): 

(SflltEL) MITIGATION: 

~/ReL) MrrIGATION: 

- Ensure local dissemination ofNRO provided electronic, written, and video guidance 
to ensure all briefed site personnel are aware ofthe goals, policy, and extent ofthe 
decJaSsification eflblt. 

- Disseminate intOrmation to site personnel via briefings, electronic, and written means 
on relevant Security Classification Guide (SCQ) changes and the effect ofthose 
changes on the classification ofe-mail and documents. 

- Disseminate site specific guidance to site personnel via briefings, electronic, and 
written means regarding declassification ofonly the "filet of" an NRO presence. 

(SflltEL) MmGATloN: 

- The "fact of" an NRO J)relellc:e 

(S,'lfKIfREL) MITIGATION: 

SECR£flITKlINOFORtf NRO Approved .For Release 
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( 
I 
I 

TASK ORGANIZATION COMMENCE COMPLETE 

Appoint site lead for declasaificadOll Implementauoo CC 
UpoaATP 
FromNRO 

"+" 5 Days 

Develop site communications plan lAW NRO HQ. Site Lead- UpoaATP 
FromNRO "+" 10 Days 

Prepare briefing and present to Site leadership, 
tenants, aU hands 

Site Lead UpoaATP 
FromNRO 

"+"10Days 

Coordinate with integrated Missicm Partners COS UpoaATP 
FromNRO "+" 10 Days 

Coordinate with~prepare official statement 
acknowledging NRC 

COS 

UpOll receipt 
ofguidance 
tomNRO 
Security 

"+" 20 Days 

Review Hwnan Resources Plans and Procedures SiteHR 1Oct 07 "+" 60 Days 

Identify impacted Web site pages on all systems and 
update as appropriate. AlIORGs 

Upon receipt 
ofgujdance 
&om NRO 
Security 

"+" 6Oda)'S 

Review current NRO Military performance 
reports/awards wording and update to re8.ect 
declassification Site HR. 

Upon receipt 
ofguidance 
fi'omNRO 
Security 

"+" 30 Days 

Review the CUlTent Indoctrination Briem to re8.ect 
the decJassificatiCll 

SiteHR 

Upon receipt 
ofguidance 
fi'omNRO 
Scicurity 

"+" 30 Days 

Review relocation infixmation from NRO sites. No 
further need tOr classified mail. 

HCD/OHRIRC 

Upon receipt 
ofguidance 
fi'omNRO 
Security 

Upon 
declassification 

Review process to post local vacancy ads as weU'as 
NSAHQSads 

HCD/OHRINSA 

Upon receipt 
ofguidance 
fi'omNRO 
Security 

"+" 15 Days 

Review Acco1ll2tability rosters (intemallextema1) and 
update to reflect declassification. 

SiteHR 

Upon receipt 
ofguidance 
from NRO 
Security 

"+" 30 Days 

Hiring practices - Vacancy Announcements rewritten 
to be more specific 

HCD/OHRICPD 

Upon receipt 
ofguidance 
fromNRO 
Security 

"+" 600ays 

S8CRil'/~i~1 
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TASK ORGANIZATION COMMENCE COMPLETE 

Upmreceipt 

Review Air Fc:rce PositiOD Dcscriptic:m wording to Site HR. ofguidance "+"60DaysfiomNRO
reflect declassification guidance Security 

Review Air Fc:rce Perfixmance Appraisal wording to Upon receipt 
retIect declassification guidance 

Site HR 
ofguidance "+" 60 DaysfiomNRO 
Security 

Awards .. pay actions may be accomplished at higher Upon receipt 
headquarters u a result ofdeclassificatien .. May Site HR. IiomNRO "+" 30Da,. 
require policy re-write Hq's 

Identify impacted Softcopy modules and update as Upon receipt 
appropriate 

All Divisions ofguidance ,,+" 60 days
IiomNRO 
Security 

Identify impacted hardcopy classroom course Upon receipt 
materials and update as appropriate. All Divisions ofguidance "+" 60 days

iomNRO 
Security 

Identify impacted Job Qua1ificaticm Standards and Uponr~pt 
update as appropriate 

All Divisions ofguidance "+" 60 daysftomNRO 
Security 

Review all MOAs, MOUs, officiallraining policies Upon receipt 
and other local training documents for classification 

COS ofguidance 
"+" 30 daysissues iomNRO 

Security 

Coordinate re-writes oflntcmational Agreements as Upen receipt 
appropriate 

COS ofguidance 
TBD1i'omNRO 

Security 

R&-classify and possibly re-write site documentation Upon receipt 
to include Monday Indocs, Newcomers Course, 

AlIOROs ofguidance As found 
Managers Course, Site Overview Briefing, MOUs, IiomNRO necessary 
MOAB, etc. Security 

NRO Report Control Manual updates (see~I- COE UpanAlP 
"+" 60 Days2001) FromNRO 

Disseminate NRO HQS provided guidance 
loint Security Staff' SNov2007 Indefinite 

Site Specific Guidance: Draft briefing plan, written 
Joint Security Staff 4 Sep 2007 31 Oct 2007and electronic notices 

Disseminate site guidance on cover issues Joint Security Staff' 4 Nov 2007 Indefinite 

SECR£FIITIfIRKlF()RN NAO Approved For Release 
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TASK ORGANIZATION COMMENCE COMPLETE( 
Disaeminato guidance on relevant sca changes loint Security Staff' Indefinite19 Nov 2007 

Physical Security and A TFP upgrades loint security"Staff 5 Nov 2007 Indefinite 

AFPStaffIncrease 
2006 IndefiniteAFP 

POS Redevelopment loint Security Staff Nov 2006 31 Aug 2007 

Fencing Apri12007 30 Sep 2007 

CCTVIDVR loint Security Staff Feb 2007 311u12007 

Thermal Imagers loint Security Staff May 2007 31 Oct 2007 

Coordinate wilh GOA to install and maintain Remote loint Security Staff TBDTBD sensora 

vsoe TBD"loint Security Staff TBD 

FIpre 20: E&',q:gjR4A) MldladoD PlaD 

88CRSF/~fQF9Rl'l 
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(U) Annex XX: . OffIce of the Chief Information OffIcer (OCIO) & COMM 

Directorate 


(U/If'OUO) This annex outlines planning actions to be carried out by OCIO. OCIO.actions 
are listed in a separate annex and will be tracked separately. 

(U) Annex X • Appendix 1: OCIO 

- Impact ofdeclassification on existing and future IT networks. 

- Confusion and inconsistencies at each site and across the Department ofDefense 
(DoD), Intelligence Community (IC), and Industry resulting in 
ofadditional program, operational, and/or cover information. 

(U/~GA110N: Communication and partnership across mo,. DoD, IC and NRO 
Industry partners. 

- Work closely with the OCIO representative to SO to ensure site-specific IT 
implications are addressed and complet~ as appropriate 

- Work closely with Comm and GED to ensure current and planned architectures and 
systems embrace the revised guidance 

- Detennine, as appropriate, how declassificatiOn will be implemented by IT service 
providers 

- Identify and develop transitiOn plans consistent with the declassification and cover 

- Disseminate guidance and communication to NRO CIO co~terparts within the NRO, 
DoD, Ie, and Industry, thus ensuring all briefed personnel are informed ofthe same 
goals, limits, policy, and extent ofthe declassification effort. 

- Work directly with DNI and DISA network, DNS and directory providers to ensure 
changes are made consistently 

NEED PORTION MARKING CLASSIFICATION FOR THIS TABLE (on upper left and lower 
right) 

COMPLETASK NROORG COldMENCE 
TE 

Corporate CIO PoIfdetlIaatrucdoDIINotei 

Identify impacts to existing guidance 

SECRB'fIIftlIH6P6RN 
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COMPLENROORG COMMENCETASK TE 

Make administrative Changes A.000 As Required Required 

AsIdeatify for new CIO guidance 000 As Required Ra::quired 

AsImplement new CIO guidance 000 As Required Required 

OCIO,COMMReview all MOUIMOAs with DISA and other GOINOGONSO; 00, SE~; SiteIT providers for required updates or SOIlT Engineeringelimination with a plan lead 

Patriot, Cootracta GOINOGOReview Maint and software Ucense ,SEG ,Site SOIITagreements tOr impacts Engineering lead with a plan 
COlIIIDwdcadoDl PI .. OCIO 


Draft Communication Plan with 

OCIODNIIDODllndustry CIa. 

Coordinate Communication Plan OCIO 


Implement CommunicatiCll Plan 
 OCIO Indefinite 

InfonnadoD TeehnolfIIY Iafrutrueture OCIO 


.OCIO, COMM NSG
IdentifY & Determine changes to Ir. (MED), COMM OG . GOINOGO 
Architecture (contractor LANs at ; SiteSOIlT OS) with· aplanEngineering lead 

OCIO,COMM 

. Craft new architcctme planning 
 MED,COMM GOINOGO 
guidance and establish conventions 5MB,COldM ORD, 

for naming, IP issuance, etc. 
 SiteSOIlT with a plan 

Engineering lead 

OCIO,COMMWork with cover office to determine GOINOGOMED,COMMany impacts to IT iniastructure 
OO,Site, SOIlT(GIG/JWICSlresource sharing) with a plan 

Site som 

Engineering lead 

GOINOGORe-baseline~ Engineering lead,networks, c.g. c 
COMMMED with a plan 

Site SOIlT As required GOINOTransition to overt network Engineering lead, 

COMMNSG 
 GO 

SE€R£f/IflEh!tf6P6ftt, 
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COMPLETASK COMMENCENROORG TE 

with a plan 

AIJ required 
Prier to

SiteSOIIT NROTransition, ureq~ GOINOGOEngineering lead,network AcknowledCOMMNSG gmentwith a plan 

AIJrequired. GOINO 
SiteSOIIT GOTransitionfunplement IT support to Engineering lead,"cut-outs" COMMNSG with a plan 

GOINOGOCOMM NSG, Cover 
office with a plan 

000, EED 5MB ; GOINOGOAssess impact to networks (CIs, 
SiteSOIITfirewalls, ccmnecticm) 

Engineering lead with a plan 

COMM NSG, SO, GOINOGOAssess impact to Domain Name 
Patriot; Site SOIlT Servers (ONS) 
Eogineering lead with a plan 

As required 
Prier to 

Patriot, COMM NROImplement DNS modifications GOINOGO
NSG Acknowled 

gmentwith a plan 

GOINOGO 
Review dirty word lists COMMSMB 

with a plan 
Direct Otange to FuJI Service 

Identity & AccessDirectory replication <add black On Declass Date
Program (Comm), +30 days 
COMMEED

phone & address concerns 

As required 
filtering COMM 5MB
Appropriately modiLY content 

Assess impact to record 
communications (Special Operaticns COMM 5MB As required. 
Communicatioos SOCO , 

SECR:fif//i'IfHtfePORt. 
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SJ!eR:ePllfftfltlf6Peltf 

TASK\ 

Defeose System 
Defense Special Security 
Communicatim System [DSSCS] 
etc.} 

Identify impacted Web site pages, 
portals, on aU systems 8.Ild update as 
appropriate (e.g. Intelint, etc.) 

Review accreditation posture of 
impacted system. update as 
necessary 

lDfonnadoD M....pllleDt 

Respond to Freedom ofInformation 
Act (FOIA) requests 

ADDED:( 

OpenPOC 

Vendor Association 

LogiaticalProcuremcnt 

Wearing ofNRO apparel, posting of 
signs, etc. 

SIPRREL 

UWAN Extension into ground 
stations-Dot currently the plan 

NROORG 


All ORO., COMM; 

SiteSOIrr 


Engineering lead 


COMM Security ; 

SO OS Computer 


security 


OCIO 

OCIO&MSO 

OFM 

COMtdPSO, 

COMMMED, 


Contracts 

COMM Contracts, 

COMMLMB 


OSCI 


0Hl,_ 
COMMPSO 

COMMOO, 

SIGINT 


CIOCOMMNSG 


COMPLE
COMMENCE TE 

OOINOGO 


with a plan 


Upao receipt ofguidance 
&om NRO Security 

OOINOGO 


with a plan 

'"+" 60 days 

EtTective the day DNRO Indefinite announces decision 

NRO Approved For Reiease :44 
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TASK NROORG COMMENCE 
COMPtE 

TE 

( 
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